LUCITY ADMINISTRATION TOOL

This manual covers the Lucity Administration Tool. It also covers general setup
for Lucity Web and the Citizen Portal

Version: 2017
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WELCOME
e

Welcome to the Lucity Administration Tool 2017. This program enables administrators to:
e set up Views of the agency's Lucity data;
e design Forms for users and citizens to use to submit information;

e configure several Lucity mapping applications; and

e establish other settings for Lucity Desktop and Web.

*File may be large



Past Helpguide Versions

e Version 2016r2 (see Lucity Admin - http://help.lucity.com/webhelp/v165/admin)
e Version 2016 (see Lucity Admin - http://help.lucity.com/webhelp/v160/admin)

e Version 2015r2 (see Lucity Admin - http://help.lucity.com/webhelp/v155/admin)
e Version 2015 (see Lucity Admin - http://help.lucity.com/webhelp/v150/admin)
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Help File Version 2017

LOGIN

I) Launch Lucity Administration for Web Apps l’
o This can be found under Start Menu > All Programs > Lucity.
o C:\Program Files\Lucity\bin.
2) Select an authentication method from the drop-down menu.
o Application Authentication requires a user name and password.

o Windows Authentication disables the User and Password fields and allows users to bypass the
Login screen. See the Users topics for information on setting up Windows authentication.

3) If using application authentication, enter your Lucity User Name and Password to log into the
interface. These credentials are established in the Lucity.Security.exe program.


http://help.lucity.com/webhelp/v165/admin
http://help.lucity.com/webhelp/v160/admin
http://help.lucity.com/webhelp/v155/admin
http://help.lucity.com/webhelp/v150/admin
http://help.lucity.com/webhelp/v145/admin
http://help.lucity.com/webhelp/v140/admin/
http://help.lucity.com/webhelp/v760/admin
http://help.lucity.com/webhelp/v750/admin
http://help.lucity.com/webhelp/v740/admin

4) Click Login or press <Enter>.

Lucity Administration Login

| Application Authentication v ‘
User  Password |
[ Login I [ Exit ]

OTHER LUCITY ADMINISTRATION TOOLS

The Lucity Administration Tool serves as the primary resource for controlling an agency's setup and
options for Lucity Web and Desktop. However, other Lucity tools can also be helpful to an
administrator. These tools are outlined below.

Note: The Administration Tool is automatically installed on every machine. Not all of the other
tools are installed automatically.

Client Maintenance

Configures the Lucity Server, updates license files, maintains connections to the database, and performs
database updates and linking.  Client Maintenance is automatically run during the Lucity Server
upgrade. Otherwise, it is usually only run when there are problems with Lucity connecting to the
databases, when the databases are moved or restored from a backup, or when a new Licenses file is
applied.

o Requirements - Installation of Lucity Desktop.
o File Location - In the Lucity Desktop installation, in the bin folder.

o Shortcut Location - Windows Start Menu > All Programs > Lucity > Admin Tools > Client
Maintenance

Lucity Security

Allows administrators to add or remove users from the Lucity system and to control users' permissions
within the program.

o Requirements - Installation of Lucity Desktop.
o File Location - In the Lucity Desktop installation, in the bin folder.

o Shortcut Location - Windows Start Menu > All Programs > Lucity > Admin Tools > Lucity
Security



Data Quality Tool

Allows administrators to run preconfigured SQL queries to verify data quality.

o Requirements - Installation of Lucity Desktop.
o File Location - In the Lucity Desktop installation, in the bin folder.

Street Renaming Tool

Allows administrators to bulk update street names throughout the Lucity System
o Requirements - Installed with the Lucity Administration Tool
o File Location - In the Lucity Desktop installation, in the bin folder.
Lucity DSN Utility

Maintains the desktop computer's connection to the Lucity Server and databases. The utility updates
the path to the Lucity Server Config folder and updates the DSNs based on that folder. This enables an
administrator to point Lucity Desktop to a different instance of Lucity Server when the server location has
changed, the database location has changed, or a new product/database has been added to Lucity.
Administrators can run the utility manually, or silently, using a script or command line.

o Requirements - Installation of Lucity Desktop.
o  File Location - In the Lucity Desktop installation, in the bin folder.

o Shortcut Location - Windows Start Menu > All Programs > Lucity > Utilities > Lucity DSN Utility.

TYPES OF LICENSING

Lucity provides a variety licensing options to accommodate client needs. The most common options
are explained below.

Named-Product Licensing

Under a Named-Product Licensing Agreement, users purchase a number of licenses (or "seats") for each
part of the Lucity suite. A license is considered to be in use when a user has a related module open;
that license is released when the user closes the module.

For example, an agency owns 10 seats of the Lucity Assets program and 20 seats of the Lucity Work
program. If a user has the Water Hydrant module open, the Water Pipe module open, and the
Work Order module open, he is using just 1 seat of Assets (both Water modules fall within one Asset
program) and 1 seat of Work.

In this situation, although the agency might have 100 users, only 10 of them could use an Asset
module at the same time.



Agencies purchase Named-Product licenses for on-premise use and can use them as long as they'd like.
Software support is not tied to the license purchase; instead, the agency pays for it separately.

On-Premise Use

The agency hosts all of the system resources required to run Lucity.

e Support - Purchased separately.
e |T Maintenance - Not included.

e Services - Purchased separately.

Named-User Licensing

Under a Named-User Licensing Agreement, agencies purchase the Lucity modules they want and a
specific number of user licenses they want for the Lucity System. Each license is registered to a
particular, individual user and is considered to be always in use. That is, if an agency has 20 user
licenses, only 20 registered users can log into Lucity. If other users try to log in, they will be denied
access because they do not have a license.

There are no restrictions on the number of users that can get into a given Lucity module; however, only
those authorized (through a license) have the ability to access the Lucity system.

Implementation Options and License Expiration

Clients purchase named-user license/support packages annually for either on-premise use or
software-as-a-service (SaaS) implementation. At the end of one year, the license agreement expires,
and the software cannot be used until the licensing agreement is renewed.

Forty days before the license expires, Lucity begins to send daily renewal reminders via email to the
agency's system administrator. (Administrators can designate who should receive the email and when
notification should begin in Lucity Web > Admin Portal > Settings > System Settings > General.)

On-Premise Use

The agency hosts all of the system resources required to run Lucity.

e Support - Included.

e IT Maintenance - Not included.
e Services - Purchased separately.
SaaS Implementation

Lucity hosts the software, and the client accesses the software over the internet.

e Support - Included.



e IT Maintenance - Included (only for the Lucity system).

e Services - Purchased separately.

THE ADMINISTRATION TOOL



This section discusses all of the screens, tools, and options available in the Administration Tool. To
learn how to perform any of the Administration Tool functions, click on the links below.

Systern  Dashboard  Mawvigation  Forms  Reports GIS Security Windows  Help
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SYSTEM

The System menu option enables administrators to:

e set system settings,

e manage web and public web site caches,
e |ock objects,

e manage user licenses,

® manage active users, or

e exit the program.

Note: Changes made here to the system settings are applied to all users.
for additional information.

Follow the links below
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SYSTEM SETTINGS

The System Settings section allows administrators to control general system settings that affect Lucity
Web, Citizen Portal, email services, GIS tools, etc.

Home

= Reports
Admin
Security
Report Tasks

= Users And Licenses
Security Tokens
Client Licenses
User License Manager

= Settings

+ Web App Management
4+ Tools

Settings Selection

Settings Grid
Edit

éj‘?} A Jonathan Se

(X)

All Settings r
Setting Description Setting Value
#F8981D

Application Tab Color

Content Frame's Alternate Header Color #OOTEAS
Content Frame's Background Color #FOFOE1
Content Frame's Header Color #98C93C
Content Frame's Hyperlink Color rgb(77, 116, 186)

Dashboard Tab Color #98C03C
Default color of the background of content frames 255,255,255,255

Default color of the background of the application 255,255,255,255
Default color of the border of content frames 255,235,231,40
Default color of the border of navigation frames 255,154,202 60

Default color of the offset of content frames 255,229,240,213
Default color of the text of content frames 255,51,51,51
Default color of the text of navigation frames 255,154,202 60
Default color of the title of content frames 255248152 46
Default selection color of content frames 200,248,152 46
Default selection color of navigation frames 255,235,231,40
Add new addresses from Citizen Web App to Customers if the Work Option "Update Customers from RequeSESE is Yes
Allow advanced searches on Citizen Website FALSE

Citizen checkbox label for copying requestors address Use Requestor's Address
Citizen checkbox label for remembering requestors information Remember Me
Citizen Email - Include link to request lookup TRUE

Citizen Request Lookup Page

Citizen Thank You page - Caption of button Add Another

Citizen Thank You Page - Caption of Send Copy Email Label
Citizen Thank You page - URL button redirects to

Error to display if a file upload fails in the Citizen app
Instruction label for additional emails

Login ID used for Citizen Website

Request Feedback Question

Send an e-mail copy of this to the specified e-mail adc

There was an error uploading the document

Send this to these additional email addresses (Note: |
PublicWebUser

Overall, how was the quality of response to your serv

"HREE

Page Size| 50 ¥

Enables users to change the list of settings displayed in the Settings grid using the drop-down list in the tc
left-corner.

Displays a list of settings and their current state.

Enables an administrator to edit the setting selected in the grid.

12



APPEARANCE

The Appearance settings control the default colors of the Lucity Web dashboard; that is, the colors that users normally see when they log in to
the application. These colors are set by an administrator within the User Settings. In that same location, each user can also customize the
colors of his or her individual dashboard.






CITIZEN

Lucity's Citizen settings are used to configure the Citizen Portal application. This application provides a citizen facing form for entering
Requests.

FIELD FUNCTION i

PERMISSIONS



Add new addresses from Citizen
Web App to Customers if the
Work Option "Update Customers
from Requests?" is Yes

Adds new addresses entered through the Citizen Portal into the Customer module if the Update
Customer from Request option is enabled in the Work module.

Searches
the
Customer
module
for
Contact
and
Address
data
associate
d with the
phone
number
the user
entered.
The
informati
on
produced
by the
search is
used to
complete
fields on
the Work
Order
Request
module's
Customer
tab.

This
feature
helps
speed
data
entry.

If this
function
is
disabled:
® The
Requ
est

16



Allow advanced searches on Enables citizens to search for existing requests on the Request List page by email address, phone
Citizen Website number, or Request Number.

Citizen Checkbox label for Specifies the caption to be displayed next to the Use Requester's Address checkbox on Request forms.
copying requesters address

Citizen Checkbox label for Specifies the caption to be displayed next to the Remember Me checkbox on Request forms.
remembering requesters

information

Citizen Email - Include link to Provides a link to the TEXT version of the email that is sent to requesters after they enter a Request in
request lookup Citizen Portal.

Citizen Request Lookup Page Indicates the filename of the page that displays information about a specific request to the citizen who

submitted that request.
The default value, RequestLookup.aspx, includes comments. Use the alternative value,
RequestLookupNoComments.aspx, to exclude comments from the page.

Citizen Thank You page - Caption Specifies the caption to be displayed on the button on the Thank You page. The default value is "Add
of button Another."

Citizen Thank You Page - Caption Specifies the language to be used on the Thank You page to enable a user to request an email copy of
of Send Copy Email Label their Citizen Portal request.

Citizen Thank You page - URL Controls the behavior of the button on the Thank You page. This setting accepts three types of
button redirects to values:

e If left empty, clicking the button will return the citizen to the Request Submittal page.

® |fa URLis provided (such as http://www.yoursite.com/), clicking the button will take the citizen to
that web page.

e |Ifthe word "CLOSE" is entered, clicking the button will close the browser window. *

Error to display if a file upload Indicates the error message displayed when a document fails to upload.
fails in the Citizen app

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

17



Instruction label for additional
emails

Login ID used for Citizen Website

Request Feedback Question

Request Feedback Responses

Show Customer Lookup and
Request Lookup buttons on
Request forms

Controls the text that appears in the Additional Emails section of the Citizen Portal form.

Indicates the Lucity Login ID for the Citizen Portal site. This Login ID is created during the installation
process. The default ID is "PublicWebUser".

The chosen citizen Login ID must belong to the PublicWebGroup in Lucity Security. This group has
the following permissions to use the public forms: Run - Work, Run - Work Requests, General Add -
Work Requests, and Run - General Modules.

What question to pose for users in the request feedback survey that is sent when a request is
completed.

Multiple choice answers for the Request Feedback Question question.

Controls whether the Customer and Request Lookup buttons appear on Request forms.

App Admin

App Admin

App Admin

App Admin
App Admin

*If using the "CLOSE" option, citizens will likely receive a browser message stating, "The user is attempting to close the browser, do you want to

let them continue?" Therefore, if the setting is set to "CLOSE," Lucity recommends an agency also use a bit of JavaScript to open the Citizen

Request form in a separate window. For example, to open the submittal form, the URL might be:

<a href="http.//localhost:2296/Default.aspx?FUI=CleanGraffiti" target="_blank"
onclick="window.open('http://localhost:2296/Default.aspx?FUI=CleanGraffiti','_blank’,'left=0,top=0,resizable=yes,scrollbars=yes,toolbar=no,
menubar=no,location=no,directories=no, status=yes'); return false;">Click here to submit a graffiti cleaning request.</a>

If the window.open JavaScript is used and the system setting is set to "CLOSE," the Request Submittal window closes and returns the user

back to your site.

‘ Note: In addition to customizing the text of the Citizen Request email, administrators can also customize the format of the Citizen Request
‘ email (see "Customizing the Citizen Request Email" on page 495).
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CRYSTAL ENTERPRISE

Enables admins to configure using Crystal Reports Enterprise to run Crystal Reports for Lucity Web

FIELD

FUNCTION

Admin Port Port used for Administrative and APl access to Crystal Enterprise.
Display Port Port used to Display reports using the Open Document Method.
Display Server DNS or Server name used for displaying reports using the Open Document Method.

Failure - Failover notifications

How reports are selected to run
in Enterprise

Is Crystal Reports Enterprise
Integration Running

Logon Port

Open Document Path

Report Folder ID

Server

Serveris TLS

Use Guest Account

Switch to determine if an email notification should be sent if a report fails to run when configured as
an enterprise report.

Option can be set to Auto,Manual, or Empty. Setting is used to determine if Lucity reports are
manually configured for Crystal Enterprise or done automatically. Manual mode allows users to control
each reports run from location, while the Auto mode assumes reports to be run from Enterprise
regardless of the setting on the report.

Switch determines if installation is using Crystal Enterprise. Can be turned off and system uses native
Lucity Reports.

Port for Login/Authentication on Crystal Enterprise.

URL path defined by Crystal Enterprise to Open a document which can change between versions of
Business Intelligence. Value is case sensitive.

Report Folder ID found in Crystal Enterprise that holds Lucity Reports for this client.

Option contains the name of the server hosting Crystal Enterprise. Used for logging into Crystal
Enterprise CMC.

Crystal Enterprise Server configuration set to use TLS (Secure - https).

Switch determines if installation allows use of the Guest Account found on Crystal Enterprise. If false,
Active Directory needs to be implemented on the Crystal Report Server, or users will be forced to login
to see reports. The Guest account is also used to do dynamic lookups for CUID (Report IDs) in Business
Intelligence when the CUID is NOT specified in Lucity.

i
i

PERMISSIONS

IT Admin
IT Admin

IT Admin

IT Admin

IT Admin

IT Admin
IT Admin

IT Admin

IT Admin

IT Admin
IT Admin
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DESIGNER AUTOMATION

The Designer Automation settings let administrators change the default appearance of specific web form components. They can change the
width, height and margins of forms.  (All measurements are in pixels.)

S Al settings on this tab require the App Admin permission.






DOCUMENTS

The Documents settings are used to control how the document-upload feature works within Lucity Web, Mobile, and Citizen Portal.

FIELD

FUNCTION

Always Delete file when
document references are deleted
if no other items reference file *

Documents with file size greater
than given size, are opened
using file path.

Default size is 500MB

Enable External Document
Integration

List of document types that are
allowed to be added to records
(whitelist) **

List of document types that are
allowed to be uploaded by
citizens *

List of document types that are
not allowed to be added to
records (blacklist) **

Maximum size for uploaded
document in mb (Citizen) *

This setting controls whether deleting a document from Lucity automatically removes the underlying
file from the file share. This will happen regardless of whether the user has permission via Active
Directory file permissions.  Users without the Documents - Delete File permission will still be asked if
they want to delete the file but the file will not be deleted.

Limits the size of documents pushed to the client using the Lucity document server. If a document is
larger than the specified maximum, the system instead provides the path to the file, which the user
can copy/paste into Windows Explorer. Limiting file size reduces the load on the server.

Integrates Lucity with external documentation programs. When this setting is enabled, a new button
appears on every grid in Lucity Web. The button can be configured to link to an external document
system.

Specifies the file types that users may attach to records in the Lucity Web or Mobile programs. Enter
a comma-delimited list of file extensions.

Specifies the file types that users may attach to records in the Citizen Portal program. Enter a
comma-delimited list of file extensions.

Indicates which file types users should not be allowed to attach to records in the Lucity Web or Mobile
programs. Enter a comma-delimited list of file extensions.

Note: To allow users to upload videos, do not include mp4 in this list.

Default List: exe, com, dll, ocx, bat, reg, tmp, dat, scr, bak, acl, acm, cpl, ax, php, ps1, cmd, inf, inx, isu,
job, Ink, msp, pif, sct, vbs

Limits the size of documents that can be attached to a Citizen Portal request.

® Requires a restart of the affected applications to take effect.

i
i

PERMISSIONS

IT Admin

IT Admin

App Admin

App Admin

App Admin

App Admin

IT Admin



Maximum size for uploaded
document in mb (Internal) **

Path where uploaded documents
are stored (Citizen)(Citizen
Document Hive) *

Path where uploaded documents
are stored (Internal)(Document
Hive) **

Path where uploaded Sign
Library images are stored **

URL to Document Server ***

* Applies to Lucity Web.

Limits the size of documents that can be attached to a record in Lucity Web or when using the REST
API.

® Requires a restart of the affected applications to take effect.

Establishes a network path for the location in which the uploaded documents from Citizen Portal will
be stored.

Establishes a network path for the location in which the uploaded documents from Lucity Web and
Mobile will be stored.

Establishes a network path for the location in which the uploaded pictures for the Sign Library are
stored.

Designates the URL for the Lucity Document Server application, which is installed with the Lucity Web
and Citizen Portal programs.

* Applies to Lucity REST API, Lucity Mobile Server.

* Applies to Citizen Portal.

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin
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EMAIL

The Email settings are used to configure the content, recipients and behavior of automatic messages generated by the Lucity system.

FIELD

FUNCTION

Button text for send email button Controls the text that appears on the Send Email button on the Citizen Portal form.

*

Footer line in email ****
From Email Address
Header line in email ****

Include a hyperlink to the web
application in emails sent from
the desktop software *

Include Client name on the
subject of every email

List of email addresses for
system health notifications

Reprocess Email Timeout

Default 10 min

Controls the footer that is included on all emails sent by the system.
Sets the default email address that is listed as the sender on most email notifications.
Controls the header that is included on all emails sent by the system.

Adds a hyperlink back to the related Lucity Web Work Order/Request to any email notifications
generated by Lucity Desktop.

Adds the name of the Lucity client to the subject line of every email except those generated by the
Citizen Portal. This feature enables administrators to easily determine whether a message originates
from a test or production system.

Controls which email addresses receive various system-health emails, including:

® daily messages that indicate whether the nightly processes succeeded;

® the weekly email that identifies documents on the document server that are not attached to a
Lucity record;

® alerts indicating that admin permissions (Lucity App Admin, Lucity IT Admin, or Security Admin)
have been granted, revoked, or denied; and

® alerts indicating that parts reconciliations errors exist (which should be reported to Lucity
Support).

Enter a comma-delimited list of email addresses.

Time in minutes to reset emails pending emails to be processed again. This helps to capture and
send emails that failed to send due to the services failing.

i
i

PERMISSIONS

App Admin

App Admin
App Admin
App Admin

App Admin

App Admin

IT Admin

IT Admin



Request Generator allows replies

to response email *

Request Generator reply email
body *

Request Generator reply email
subject *

Request Generator reply to be
sent when Request not found *

Request Generator response
email subject *

Request Generator response
email text *

Send daily email when nightly
services processes finish

SMTP Server ***

Text to include above the
hyperlink in the email *

The first line of the body of the
email sent to citizens *

The last line of the body of the
email sent to citizens *

Controls whether requesters can respond to the automatic message they receive in reply to their

original Request.

If this option is enabled, the responses are added to the original Request.
responses generate new Requests.

If this option is disabled,

Establishes the body of the email that is automatically sent to requesters when they update a Request

by replying to the original email.

Controls the subject of the email automatically sent to requesters when they update a Request by

replying to the original email.

Outlines the automatic response sent to customers who send an email in reference to a Request that

doesn't exist.

Controls the subject of the email that is automatically sent to requesters when they send an email that

generates a new Request.

Establishes the body of the email automatically sent to requesters when they send an email that

generates a new Request.

Sends an email when the nightly processes complete to all users identified in the List of email

addresses for system health notifications setting.

processes most likely failed.

Identifies the agency's SMTP server.
If you are not connecting through that port, use the email configuration that is

through Port 25.

If these users do not receive an email, the

Use this field to configure the SMTP server if you are connecting

installed with the services (http://help.lucity.com/webhelp/v170/services/#33988.htm).

Specifies the text that should appear in the line above the hyperlink. (Tied to the "Include a

hyperlink...." option.)

Adds a line of text to the beginning of all automated client emails.

Adds a line of text to the end of all automated client emails.

* Applies to Lucity Desktop and Web.

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

IT Admin

App Admin

App Admin

App Admin


http://help.lucity.com/webhelp/v170/services/#33988.htm

* Applies to Lucity REST API, Lucity Mobile Server.
* Applies to Citizen Portal.

* Applies to the Email to Request Generator.

Note: Changes made to Lucity's email settings do not require a server restart.
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GENERAL

The General settings provide controls regarding data storage, default file locations and basic Lucity services.

FIELD

FUNCTION

Allow All Users Access to All
Views

Comma delimited list of user
names that should not be
tracked in AuditLogons Table

Date format for Notifications

Default: Short

Days to keep data in login
auditing table (0 to maintain all
history)

Days to keep data in the event
track table (0 to maintain all
history)

ELA email to send expiration
warning emails

ELA number of days before
expiration when warnings begin

Enable Lucity Spatial

Removes the requirement that users be in a group assigned to a view in order to access the view.
This gives all users access to all views in any module they have security permission to.

Enter Lucity usernames here to bypass tracking the successful logon of those users in the AuditLogons
table.

® Intended for applications developed by clients, particularly REST applications, that may log in
frequently (several times per second).

Indicates which date format should be used when creating web notifications.
Example
e Short =01/01/2015

® Long = Monday, January 1st, 2015

Indicates the number of days of login history for the Desktop or Web application that the system
should retain in the AUDITLOGONS table in the User database.

Controls how many days records are stored in the Event Track table. The Event Track table is used in
third-party integrations to determine when records have been edited in specific Work modules.

Specifies the email address that should receive warning emails when an ELA license is about to expire.

Indicates the number of days before an ELA license expires that the system should start sending out
warning emails.

When enabled, tells the Lucity Spatial Updater Service (part of the Lucity Services) to update the Work
Order and Request tables with spatial information.

i
i

PERMISSIONS

App Admin

IT Admin

App Admin

IT Admin

App Admin

App Admin

App Admin

App Admin



Flags to Alter Application
Behavior for Rare Cases.  Lucity
Support will let you know if any
may apply for your installation

How Many Days of Records
Should be Kept in Audit Log

Default: 365

Inactive User Licenses Expiration
in Minutes (recommended
value=60)

Location of the Lucity Help files
for this system

Max amount of days to process
spatial history

Maximum number of records
which may be updated using

global edit using the Business
Rules option

Maximum number of records
which may be updated using
global edit using the Direct SQL
option

Custom flags which direct Lucity code to apply a special behavior. Do not change the value in this
setting except under direction from Lucity support or implementation.

Controls how many days of records are left in the audit log. The audit log contains events such as
record deletes, feature splits and merges, and other limited functions.

The Web application limits the number of active users to the number of product licenses. This setting
releases a user's licenses if the product has been idle for the time indicated. 60 minutes is the
recommended time frame.

Identifies the URL where the Lucity help files are stored.

This option defaults to the Lucity help site but can be modified by agencies that cannot give users
access to the Internet. These agencies can request a copy of the Lucity Web help files and host them
over their local network. An administrator must then enter the location of the root folder storing the
help files so that all of the help links continue to work.

Tells the Lucity Spatial Updater Service how many days back from the current date that it should check
for Work Orders and Requests that need spatial information.

Note: The service can only update data back to Lucity version 7.40.

The most records during a global update query that can be updated at 1 time using the Business Rules
option. If a child record is being updated the parent record is counted against this maximum.

The most records during a global update query that can be updated at 1 time using the Direct SQL
option. If a child record is being updated the parent record is counted against this maximum.

IT Admin

App Admin

IT Admin

IT Admin

App Admin

App Admin

App Admin
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Send an email to the system
health email if a global update
exceeds this row count

Send Data Statistics to Lucity

Send weekly emails of orphaned
documents and report files

Should detailed audit logging
write to the audit log table

System of Measure for
calculations (Metric or U.S.)

If a user executes a global update and the update affects more than the number of rows specified, an
email will be sent to the system health email address(es).

Allows the Lucity system to automatically send monthly data statistics to Lucity. This provides us
with information about how the software is being used. The statistics are sent on the first of each
month.

Sends an email once a week to the users listed in the List of email addresses for system health
notifications setting on the Email tab (see "Email" on page 25).

Should Lucity log events such as global updates, or record deletions that have been performed by a
user to the AuditLog table? This table is not automatically truncated or cleaned up because most if not
all of the data in this table is not truncated or cleaned up automatically. While this logging is not
excessive, it can cause a large table which may need to be periodically managed.

Specifies the measurement system to be used for several street pavement calculations like Area. The
U.S. system will convert feet to Square Yards. The Metric system will convert meters to Square Meters.

App Admin

IT Admin

App Admin

App Admin

App Admin
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GIS 3RD PARTY INTEGRATIONS

The GIS 3rd Party Integrations settings allow agencies to replace the default Lucity Web Map with their own web map.

Note: This option is available only in the Lucity Web application. It does not change any of the settings for the Desktop application.

FIELD FUNCTION |
PERMISSIONS

Alternate URL for Show in Web  Designates the URL of the alternate web map product. (Details below.) App Admin

Map for Asset List

Use 3rd Party GIS Web Map Tells the program to use a product other than the Lucity Web Map. Note: This option must be set to App Admin

TRUE to use a different map.
URL Details

The system performs a search-and-replace on the URL to replace the following variables:

o %%SHOWINMAPACTION%%
o %%SHOWINMAPPARAMS%%
The following are examples of how the URL might appear:
o http://server/page?Action=%%SHOWINMAPACTION%%&Parameters=%%SHOWINMAPPARAMS%%
o http://myserver/mapstuff.mvc/%%SHOWINMAPACTION%%/%%SHOWINMAPPARAMS%%



SHOWINMAPACTION

SHOWINMAPPARAMS

ShowInMapAssetList

ShowInMapLocation

ShowInMapModulelList

JSON (JavaScript Object Notation) list of asset inventory types and asset IDs:
[{catinv:2,id:123},{catinv:6,id:456}]

JSON (JavaScript Object Notation) list of addresses and x/y coordinates:
[{building:"500",streetl:"Main street",street2:"",zip:",x:null,y:null}]

JSON (JavaScript Object Notation) list of module IDs and record IDs (not asset IDs):
[{moduleid:48,id:789}]
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GIS DESKTOP

The GIS Desktop settings enable administrators to set options for Lucity's Sewer, Storm, Street, and Water editing tools in ArcMap.

Note: ArcMap must be restarted after making changes to these settings.

FIELD

FUNCTION

Add sewer service address to
customer address module

Add street name records to the
Street Name List that don't exist

Add water service address to
customer address module

Automatically insert a sewer
structure for each new sewer
pump station

Automatically insert a storm
structure for each new storm
detention basin

Automatically insert storm
structure for each new storm
pump station

Default location for map exports

Format for map exports

Log Lucity edit session to
GBAComm.GBAELOG

Set this option to true to have the Sewer Service Address added to the Customer Address module.

Set this option to true to have the Street Name Records that do not exist added to the Street Name
List.

Set this option to true to have the Water Service Address added to the Customer Address module.

Set this option to true to have a Sewer Structure added for each new Sewer Pump Station.

Set this option to true to have a Storm Structure added for each new Storm Detention Basin.

Set this option to true to have a new Storm Structure added for each new Storm Pump Station.

Enter a network path for the location to which map images should be saved when creating a new Work
Order, Request, etc., with attached map.

Select one file type to be used for the map exports and indicate the extension (PDF, EPS, Al, BMP, TIFF,
SVG, PNG, GIF, EMF, or JPEG).

Set this option to true to save edit session logs to GBAComm,GBAELOG.

i

PERMISSIONS

App Admin

App Admin

App Admin

App Admin

App Admin

App Admin

IT Admin

App Admin

App Admin



Number of days to keep items in
GBAComm.GBAELOG

Indicate the amount of time log entries should remain in the log.

App Admin
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GIS EDIT INTEGRATION

The GIS Edit Integration settings enable administrators to control various GIS options. To make changes to a setting, click in its Value field and
begin typing. Click Save when finished.

OPTION FUNCTION |
PERMISSIONS
GIS/Lucity Edit Integration - Allows edits to be made to unversioned geodatabases. App Admin

Allow unversioned geodatabase
edits to enterprise geodatabase:

GIS/Lucity Edit Integration - Prevents edits made in Lucity Desktop and Web from being saved to the geodatabase. IT Admin
Disable all updates to the
geodatabase from Lucity

GIS/Lucity Edit Integration - Makes any field shared with the geodatabase read-only in Lucity Desktop and Web. App Admin
Make fields shared with the
geodatabase always read only

GIS/Lucity Edit Integration - Changes any field integrated with the geodatabase to read-only if the connection to the geodatabase  App Admin
Make Lucity fields integrated fails when a form is loaded.

with the geodatabase read only

if the geodatabase cannot be

updated

GIS/Lucity Edit Integration- Prevents the system from saving edits to Lucity records when the geodatabase update fails. App Admin
Prevent saving Lucity record if
GIS update fails *

List of emails for notifications Designates which Email addresses should receive emails when the Lucity Data Update SOE fails to App Admin
regarding failures to update the  update the geodatabase. Enter a comma delimited list of email addresses.

GIS database

Send an email if no feature is Sends an email message when the Lucity Data Update SOE cannot find a feature in the geodatabase to App Admin
found in GIS to update update. The alert is sent to the addresses identified in the List of emails for notifications regarding

failures... setting.

Use Feature Service instead of Tells the Lucity GIS Integration to use a feature service to push updates to the geodatabase. rather App Admin
Lucity SOE than a map service with the Lucity SOE.



* Affects only Lucity Web or is related to the Web application alone.
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GIS WEB

The GIS Web settings control how the Lucity Web Map operates.

OPTION

FUNCTION

Automatically save redlining
edits

Comma separated criteria to use
for a where clause if parcel layer
is to be queried. Keywords are
{BUILDING},{STREETNAME},{STR
EETNAME2},{ZIP}

Automatically saves all changes made using the redlining tools.

Provides a template for the application to use when querying a parcel layer for information. This
template should specify actual field names.

Example: The following criteria indicate the building number is stored in the feature class in a field
called ADDRESS and the street name is stored in a field called STRNAME.

ADDRESS={BUILDING} AND STRNAME='{STREETNAME}'
There are four available keywords:

{BUILDING}

{STREETNAME}

{STREETNAMEZ2}

{zIP}

]

PERMISSIONS

App Admin

App Admin



Force the GIS Web Map to
always open to the default
extent

Operational Data Spatial
Reference WKID

Preload GIS caches to speed
initial map load

Separator to use for Geocoding
Intersections

Street Address Geocoding Field

URL to address layer in map
service

Controls how the webmap opens. App Admin
If this option is TRUE:

e [f any services in the web map were flagged as the Default Extent (this is set on the Map Edit
form)- the full extent of that service will be used.

® Unless the system default extent was set (this is set on the Map Setup form)- that extent will be
used

e Otherwise the initial extent is the full extent of all layers in the map.
If this option is FALSE:
e |[fthereis an extent saved from the previous web map session it will use that.

e Otherwise the initial extent is the full extent of all layers in the map.

Specifies the WKID (Well-Known Spatial ID) for the operational data layer in the Web Map. Lucity App Admin
uses this spatial reference to record xy coordinates and any other spatial data.

Pre-loads expensive queries such as the GIS Map Service metadata queries to speed up first load of the IT Admin
map for web and mobile.

Enables agencies to specify which character their geocoding service uses as a separator. By default, App Admin
this field is set to the | character.

Indicates the field name on which the geocoder is based. App Admin

Specifies the URL for a parcel service used to find addresses. To switch between this and a geocoding  App Admin
service, check the setting "Use an address layer for ..."

Note: REST/ must precede the word service in the URL.

Note: If using a parcel service, be sure to enter the URL for the map service and add the layer number
to the end. For example, if the parcel layer is the 10th layer in the service, the end of the URL would
look something like: ...rest/services/baselayers/MapServer/10
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Use an address layer for address
queries instead of geocoding
service

Use GIS Viewer instead of GIS
Web for Show in Map

Enables users to use a parcel layer instead of a geocoding layer.

Forces the Web Show in Map tool to launch the Lucity GIS Viewer instead of the Lucity Web Map.

App Admin

App Admin
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IDENTITY SERVER

The Identity Server settings affect how the server operates.

are logged into the system.

OPTION

FUNCTION

Number of Minutes before
re-validating a token against
Identity Server

Number of Minutes until a
token expires for Mobile Apps

Number of Minutes until a
token expires for the Internal
Web App

Public URL to the Identity Server
for the Internal Web App

Public URL to the Identity Server
or the Mobile Apps

Specifies the number of minutes that a user’s token is held in cache by the REST API. Caching the
token improves system performance by reducing the number of times the token is verified against the
identity server.

Controls how long a Lucity Mobile user's login token can be used before it expires. The default

setting is 600 minutes (10 hours).

This is a safety feature that ensures that, if a token is stolen, it is good only for a limited amount of
time. Increasing this number increases the risk that forged or stolen tokens can be used maliciously.
Decreasing this number makes it more likely that a valid user will time out while they are working.

Controls how long a Lucity Web user's login token can be used before it expires. The default setting is
600 minutes (10 hours).

This is a safety feature that ensures that, if a token is stolen, it is good only for a limited amount of
time. Increasing this number increases the risk that forged or stolen tokens can be used maliciously.
Decreasing this number makes it more likely that a valid user will time out while they are working.

An alternate url which is accessible outside the Lucity Web server to be used for client applications
such as the ArcGIS Pro addIn for authenticating to Lucity. Do not put data in this setting unless the
Lucity Web server process must use a different url than consuming client processes. It is not necessary
to match the scheme of this url with the "Use TLS for Internal Web App Security" setting.

An alternate url which is accessible outside the Lucity Mobile server to be used for client applications
such as the iOS and Android tablet applications for authenticating to Lucity. Do not put data in this
setting unless the Lucity Mobile server process must use a different url than consuming client
processes. It is not necessary to match the scheme of this url with the "Use TLS for Mobile Security"
setting.

The identity server gives users a token that helps to identify them wherever they

L
A

PERMISSIONS

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin



Secret value internal web apps  Acts as a password salt to control whether a token can be used to access the Lucity REST API. Use a IT Admin
need to authenticate users unique value. It should not be the same as the Secret value mobile apps need to authenticate users.

Secret value mobile apps need  Acts as a password salt to control whether a token can be used to access the Lucity REST API.  Use a IT Admin
to authenticate users unique value. It should not be the same as the Secret value web apps need to authenticate users.

The name of the certificate used The Lucity installer will configure a certificate for protecting cookies used by Lucity Identity Server on IT Admin
for cookie protection on the the web server where the application is installed. The Lucity installer will write the name of this
internal Identity Server certificate automatically.

The name of the certificate used  The Lucity installer will configure a certificate for protecting cookies used by Lucity Identity Server on IT Admin

for cookie protection on the the mobile REST API where the application is installed. The Lucity installer will write the name of this
mobile Identity Server certificate automatically.
The name of the certificate used See the Installation Guide (http://help.lucity.com/webhelp/v170/install/#37228.htm). IT Admin

for signing tokens on the
internal Identity Server

The name of the certificate used See the Installation Guide (http://help.lucity.com/webhelp/v170/install/#37228.htm). IT Admin
for signing tokens on the mobile
Identity Server

URL to the Identity Server for The URL to the Identity Server for the Internal Web App. The Lucity Web application must be able to IT Admin
the Internal Web App resolve this url from the web server where Lucity Web is installed with no certificate errors. The Lucity

installer writes this value. If Lucity Mobile and Lucity Web are installed on the same server, it may be

necessary to manually configure this value. It is necessary to match the scheme of this url with the

"Use TLS for Internal Web App Security" setting.

URL to the Identity Server for The URL to the Identity Server for the Mobile App. The Lucity Mobile application must be able to IT Admin
the Mobile Apps resolve this url from the web server where mobile is installed with no certificate errors. If Lucity

Mobile and Lucity Web are installed on the same server, it may be necessary to manually configure this

value. It is necessary to match the scheme of this url with the "Use TLS for Mobile App Security"

setting.

Use TLS for Internal Web App Indicates that Lucity Web must run over transport layer security (TLS). If an agency exposes Lucity IT Admin
Security Web to the Internet, this option should be set to TRUE.


http://help.lucity.com/webhelp/v170/install/#37228.htm
http://help.lucity.com/webhelp/v170/install/#37228.htm

Use TLS for Mobile App Security

Indicates that Lucity Mobile must run over transport layer security (TLS). This option should always be
set to TRUE unless an agency's mobile devices only communicate over a secure VPN.

IT Admin
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MOBILE

The Mobile settings provide controls for the Lucity Mobile application for Android devices.

FIELD

FUNCTION

Combine Composite Fields such
as Street Name and Address in
Mobile Grids

Log Device latitude and longitude

Max Columns Returned

Maximum number of days to
store device location history

Maximum records to return per
request for mobile

Update the offline Android cache
nightly

Update the offline iOS cache
nightly

Url for the Lucity Mobile Server
Virtual Directory

Causes the street name fields and the address fields to be combined on mobile views. This may affect
sorting and filtering capabilities.

Instructs Lucity Mobile to keep a log of each device's location. This log is stored in the UDEVICELOC
table.

® This feature enables tracking for all users on all devices.
® Tracking can be disabled for a user on a device. This is done within the device's settings.
Specifies the number of columns of data to display in a View in Lucity Mobile.

Not currently used.

Limits the number of records returned per request in Lucity Mobile to protect the server from being
over-burdened by unusually large requests.

Directs the mobile server to generate offline caches for Android tablets every night. If set to FALSE,
the cache will not generate.

Directs the mobile server to generate offline caches for iOS tablets every night.  If set to FALSE, the
cache will not generate.

Specifies the externally accessible URL for Lucity Mobile Server. This address is used to connect a
tablet to Lucity Mobile when the device is connecting outside the network firewall.

i
i

PERMISSIONS
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REPORTING

The Reporting settings let administrators control how reports are displayed and where they are stored within Lucity Web.

Close reports immediately to
avoid max processing limit errors
(may slow report generation)

Create Bookmarks From Group
Tree

Get Custom Crystal Reports on
Web App Startup

Path where Reports are stored
(Reports Hive) *

Suppress Subtitles on Dashboard
Reports

Suppress Subtitles on View
Reports

Description: This setting causes report connections to be immediately closed after a report page has
generated. Crystal Reports limits how many concurrent reports may be open and this will allow more
reports open at once. However, it will cause higher CPU utilization and slightly slower report
performance because the report must be regenerated for each page. By default, a user's report
connections are closed when a user runs a new report and an older report has been open for more
than 5 minutes or when the user's web session ends. Reports may also close when the user closes the
window displaying the report but this may be unreliable.

Enables bookmarks in Basic View reports.

Directs Lucity Web to get new copies of custom Crystal Reports from the document server whenever
Lucity Web is restarted.

Establishes a network path for the location in which uploaded reports are stored.

Eliminates the prompt for subtitles on reports that have a subtitle parameter, causing the report to
load faster.

Eliminates the prompt for subtitles on reports that have a subtitle parameter, causing the report to
load faster.

IT Admin

IT Admin

IT Admin

IT Admin

App Admin

App Admin






REST API

The REST API settings let administrators configure the REST APIs.

FIELD FUNCTION H)
PERMISSIONS

Allow RequestNumber and Email Controls how the Citizen Portal REST APl works.  Enable this option to allow the API to search for a App Admin
queries to the Citizen Portal REST Request using either the Request Number or Email address without having to have both parameters.
API without providing both

parameters
Automatically push invalid Allows third-party application developers to instruct the REST API to automatically move an invalid App Admin
request addresses to the general address made on a citizen Request to the general location field (if empty). This feature is helpful
location field when citizens can enter an address which may not validate. It only applies to the Citizen Portal REST

API.
Default Public REST WKID Specifies the WKID (well-known ID) for the coordinate system used by the external GIS service, if: App Admin

® the external GIS service's WKID is different than the Operational Data Spatial Reference WKID

found on the GIS Web tab (see "GIS Web" on page 39);

and

® the external service is NOT using a Mercator projection.
Expose a service directory for Determines whether a help page (directory) is included for the Lucity Citizen Portal REST APl opening IT Admin
Lucity Citizen Portal REST API page. It is recommended that this setting be turned off in production environments because it exposes

unnecessary information about the endpoints and access points available.
Expose a service directory for Determines whether a help page (directory) is included for the Lucity REST APl opening page. It is IT Admin
Lucity REST API recommended that this setting be turned off in production environments because it exposes

unnecessary information about the endpoints and access points available.
Logon to use for anonymous Allows anonymous users to gain access to Lucity. App Admin
REST API Access
Maximum records to return per  Limits the amount of records in a filtered set. The higher the number, the more likely it is that web IT Admin

request for rest api server performance will be affected.



Send Stack Traces to Client Apps
on Errors from REST APIs

Url for Citizen Portal REST API
(optional, rarely required)

URL for Internal REST API
(required for internal web app)

Url for REST API (optional, rarely
required)

Use an alternate coord system as
the Default Coordinate System
for Public REST calls

Use Extensionless URL's (only
supported in 1IS7+)

Provides detailed information through the REST API.

WARNING: THIS OPTION SHOULD ONLY BE SET TO TRUE FOR DEBUGGING PURPOSES, AS IT MAY
REVEAL INFORMATION THAT HACKERS COULD USE TO ATTACK THE SYSTEM.

Used by clients that have the Citizen Portal REST APl installed behind a load-balancer that uses
transport layer security (TLS), while the services behind the balancer use HTTP.

Alternately, this setting may also be used by clients whose URL differs from the standard
http://servername.alias/LucityCitizenRestAPI.

The URL for the Internal REST API used by Lucity Web. This URL is required to run the application.

Used by clients that have the REST API installed behind a load-balancer that uses transport layer
security (TLS), while the services behind the balancer use HTTP.

Alternately, this setting could also be used by clients whose URL differs from the standard
http://servername.alias/LucityRestAPI.

When enabled and the Default Public REST WKID is blank, the system assumes the incoming
geographic information is using a Mercator projection. If the Default Public REST WKID is filled out,
the system uses the specified WKID's projection.

If this option is set to FALSE, the system assumes that any incoming geographic information uses the
Operational Data Spatial Reference WKID found on the GIS Web tab.

Allows administrators to choose to omit the extension in the REST API URLs.

® For example, if the URL is http://restapi.gbams.net/Public/Work/Requests.svc/57481, setting
this optionto TRUE would allow users to use the following URL instead:
http://restapi.gbams.net/Public/Work/Requests/57481. Note that the second URL does not
include the ".svc" extension.

IT Admin

IT Admin

IT Admin

IT Admin

App Admin

IT Admin
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SAAS

The Saas$ settings provide information about the program's configuration when it runs as "Software as a Service." None of these settings may
be edited.

FIELD FUNCTION |
PERMISSIONS
Software as a Service Indicates whether the program is being run as Software as a Service. This setting is based on the IT Admin

Lucity License Codes. When this setting is True, several other settings are available (see below).

The following settings appear only when the Software as a Service setting is marked True. Some of these settings are specific to this setting
category (SaaS); others are carried over from other categories.

FIELD FUNCTION SETTING
MOVED FROM
Comma Delimited List of servers Lists the URLs of servers running the Lucity Citizen Portal. Website

running WebCitizen This setting should include the URL to the Citizen Portal application (e.g.,

http://127.0.0.1:2295/gbamswebcitizen). If there is more than one web server for Citizen Portal,
enter each URL, separated by commas.

Default Location for map exports Specifies the network path to the location in which Map images should be saved when creating a new  GIS Desktop
Work Order, Request, etc., with an attached map.

Enable S3 integration for Allows the Lucity Document Server to store documents to the Amazon Cloud.

document storage

Favor configuration over Directs the system to push changes that users make to field properties in Lucity Desktop to Lucity Web Web
performance for business rules when the web cache is cleared. Performance

Normally, when changes are made to field properties (such as mask, required, editable) in the Desktop,
1IS must be reset in order for those changes to be pushed into Lucity Web. Enabling this rule allows
these changes to be pushed into Lucity Web by clearing the web cache, despite the fact that this may
cause a significant drop in performance (15-20%).



GIS/Lucity Edit Integration -
Disable all updates to the
geodatabase from Lucity

Internal Website

Name of Bucket where S3
documents are stored

Path where uploaded documents
are stored (Citizen)

Path where uploaded documents
are stored (Internal)

Region endpoint where S3 bucket
resides

URL for Lucity Custom Web
Integrations

Url for the Lucity Mobile Server
Virtual directory (Externally
accessible version)

Url for the Lucity Mobile Server
Virtual Directory (Internally
accessible version)

Windows Authentication Website

Prevents the geodatabase from being updated with edits made in Lucity Desktop and Web.

Specifies the path to Lucity Web. The paths for the internal web sites should almost never be
changed. ONLY edit these fields if there are multiple web servers and one needs to be designated to
support the Lucity Administration for Web Apps Previews.

Specifies the name of the Amazon Cloud S3 bucket that the Lucity Document Server should use if
storing documents.

Indicates the network path for the location in which documents from Citizen Portal will be stored.
(Applies to Citizen Portal.)

Indicates the network path for the location in which documents from Lucity Web and Mobile will be
stored. (Applies to Lucity Web.)

Specifies the S3 endpoint that stores the bucket in which the Lucity Document Server will store
documents.

Specifies the URL for a custom integration purchased to look up customers. This information is
provided by Lucity during the implementation of the custom product.

Specifies the externally accessible URL for Lucity Mobile Server, which is used to connect to Lucity
Mobile from outside the network firewall.

Specifies the internally accessible URL for the Lucity Mobile Server, which is used to download data to
users' tablets using local Wi-Fi before users go offline.

Specifies a path to Lucity Web that first accesses a launcher page that attempts to log the person
currently logged into the computer into Lucity. The paths for the internal websites should almost
never be changed.

GIS Edit
Integration

Website

Documents

Documents

Website

Mobile

Mobile

Website
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SECURITY

The Security settings control aspects of Lucity designed to protect an agency's data.

FIELD FUNCTION ]

PERMISSIONS
Add X-FRAME-OPTIONS to ALL Adds x-frame-options to every HTTP response headers generated by the Lucity REST APl and Lucity IT Admin
Response Headers Web to avoid false-positive reports from penetration-testing tools.
(recommended value is to leave Back d:
this blank) ackground:

Some penetration testing tools may flag any response from a web server as a clickjacking risk if the
response does not contain the X-FRAME-OPTIONS header. However, clickjacking can only occur on
web pages, not through image files and responses from REST API calls.

If a penetration test reports that an agency's Lucity software is at risk because every response does not
include X-FRAME-OPTIONS, change this setting to DENY.

Lucity will then add 'X-FRAME-OPTIONS=DENY' to every HTTP response in every Lucity REST APl and
Lucity Web site.

Lucity recommends that agencies leave this setting blank for better performance. Only web pages can
be clickjacked, and other Lucity settings can be used to control real clickjacking risks. (See "How To
Handle Frames for Internal Web Pages," below.)

Allows access to GIS web services Directs Lucity to ignore certificate errors for transport layer security (TLS) connections. Agencies that IT Admin

with certificate errors use self-signed certificates with ArcGIS Server use this setting for testing purposes.
Block SQL for the Lucity Citizen Reduces the risk of SQL-injection attacks from the Citizen Portal site by preventing third-party IT Admin
Portal REST API applications that use the Lucity Citizen Portal REST APl from providing direct SQL for querying records.

Before setting this option to TRUE, make sure third-party applications do not require querying

capabilities.

Block SQL for the Lucity REST APl Reduces the risk of SQL-injection attacks through the REST API by preventing third-party applications IT Admin
that use the Lucity REST API from providing direct SQL for querying records. Before setting this
option to TRUE, make sure third-party applications do not require querying capabilities.

Can Users Change Password Lets users change their password from the Lucity Mobile app for iOS and Android.

from Mobile Default value is FALSE.



Disable DOS protection

Enable Aggressive Javascript
Injection Detection

Enable diag.html Server
Information for debugging (set to
FALSE if Internal Web App is
exposed to Internet)

How to Handle Frames for Citizen
Web Pages

How to Handle Frames for
Internal Web Pages

Turns off protection against denial-of-service attacks. IT Admin

Causes Lucity code to interrogate all data input for possible JavaScript-injection attempts. This
setting should only be set to FALSE if the process causes problems with performance or if it falsely
identifies normal inputs as possible hacking attempts.

Allows the LucityWeb diagnostic page to display information about the server. This setting should be IT Admin
set to FALSE if Lucity Web is installed on a server exposed to the internet.

Controls whether Citizen Portal pages can be displayed in a frame. When enabled (DENY), this IT Admin
setting helps protect against the relatively minor risk of clickjacking. This setting accepts three
values:

® Blank - Site pages can be displayed inside frames. Small risk of clickjacking exists.
® DENY - Site pages cannot be displayed inside frames. No risk of clickjacking.

® SAMEORIGIN - The website can be displayed in a frame, but only if the frame and the page that
displays the frame come from the same source.

Controls whether Lucity Web pages can be displayed in a frame. When enabled (DENY), this setting IT Admin
helps protect against the relatively minor risk of clickjacking. This setting accepts three values:

® Blank - Site pages can be displayed inside frames. Small risk of clickjacking exists.
® DENY - Site pages cannot be displayed inside frames.  No risk of clickjacking.

® SAMEORIGIN - The website can be displayed in a frame, but only if the frame and the page that
displays the frame come from the same source.
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List of values that are not
allowed in search filters to
reduce risk of getting hacked

Regex for range of unicode
characters allowed in SQL

Reduces the risk of SQL-injection attacks through the REST API by blocking certain words in queries. IT Admin

When enabled, any queries from the REST APIs and Lucity Web that include a word that is listed in this
field are blocked. Administrators are strongly encouraged to talk to Lucity Support before making
changes to this setting.

e Default Value: (insert | update | delete | truncate | reconfigure | union
| sysobjects | waitfor|xp_cmdshell|;|--)

Reduces the risk of SQL-injection attacks by prohibiting characters from other symbol sets and other IT Admin
languages.

e Default Value: [\u0000-\u007F]
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SECURITY - PASSWORDS

The Security - Passwords settings control what constitutes an acceptable Lucity password and when passwords expire.

FIELD FUNCTION iy
PERMISSIONS
Allow easily guessed passwords ~ Prohibits users from using overly simple passwords. When enabled, this setting blocks passwords IT Admin
that:

o consist of repeated values - 1111111, AAAAAA;
o consist of a common sequence - 1234567, ABCDEFG;
o supply user information - logon, first name, last name, email address; or

o include one of these easily guessed passwords - password, qwerty, abc123, iloveyou,
admin, letmein, qwertyio, football, baseball, welcome, 1qaz2wsx, dragon, master,
monkey, login, princess, qwertyiop, passwO0rd, p@ssword, p@sswOrd, starwars,

lucity, gba.
Days before password expiration Indicates how many days before a user's password expires that he or she should receive an IT Admin
to warn user in-application warning.

Does not affect users that login via Windows Authentication.

Days before password expiration Indicates how many days before a user's password expires that he or she should receive an email App Admin
to warn user with Email. warning.



Enforce Password history

Maximum password age

Minimum Length For Passwords
(Must be 1 or greater)

Minimum Password Age

Password must meet complexity
requirements

Send an email to the user when
their password changes

Enforce password history sets how frequently old passwords can be reused. This policy can be used to
discourage users from changing back and forth between a set of common passwords. Lucity can store
up to 24 passwords for each user in the password history.

® (- Setting Disabled

® 1 -Stopsthem from reusing their last password. This password can be reused again next time
they have to come up with a new password.

® 2 -Stopsthem from reusing their last 2 passwords.

® etc..

Minimum password age determines how long users must keep a password before they can change it.
This field can be set to prevent users from cheating the password system by entering a new password
and then changing it right back to the old one.

Establishes the minimum number of characters allowed for a Lucity password.

Establishes the number of days that must pass before an old password can be reused.
Indicates whether a user's passwords must meet a set of requirements for complexity.

If this setting is enabled, a user's Lucity password must contain three of these four elements:
Upper case letter

Lower case letter

Number

Special character

Sends an email to the email address associated with a Lucity login when the password is changed.

IT Admin

IT Admin

IT Admin

IT Admin
IT Admin

App Admin
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SETTINGS WITH CUSTOM INTERFACE

The Settings with Custom Interface feature is informational and read-only.

elsewhere, either by client maintenance or some setup process.

FIELD

FUNCTION

Alternate Zone - Field Name

Alternate Zone - Layer Index or
Alias Name

Alternate Zone - Service Name

Client Name

Client Number
Configuration Directory
Customer Identifier

Date of Last Data Collector
Export

Default Basemap Name

Default Geocoding Service Name

Default Map Extent:

®  xmin,ymin,xmax,ymax, wkid

Default Map for Users

Default Map for Users- Mobile

The name of the field that contains the alternate zone ID in the alternate zone layer.

The name used for the alternate zone in the map service.

The name of the map service that contains the alternate zone layer. This must match the name defined
in map services.

Name of the client currently logged into.

The above client's identification number.

The path to the Lucity Server config folder.

The name of the license being used by the client.

Date of the last time the usage statistics were sent to Lucity.
data transmissions.

Used to prevent accidental excessive

Specifies the name of the map service that should be used for the default base map. This name comes
from the Name column of the GIS > Map Services screen. The map service referenced here must be
marked as a base map.

Specifies the name of the geocoding service that should be used as the system default
Indicates the default extent for the webmaps. Enter the desired extent using the following format:
Xmin, Ymin, Xmax, Ymax, wkid

The name of the web map that will open by default for users that don't have a group assigned default
web map.

The name of the mobile map that will open by default for users that don't have a group assigned
default mobile map.

It displays sometimes needed settings within the system that are set



Default Mobile Base Map Name

Default Vehicle Start Address for
Work Routing

License Code

Location of the directory
containing images for
SignLibrary

Login ID used for background
tasks.

Maintenance Zone- Field Name

Maintenance Zone- Layer Index
or Alias Name

Maintenance Zone- Service
Name

Name of bucket where S3 custom
code is stored

Name of bucket where S3
documents are stored

Name of bucket where S3
temporary files are stored

Never overwrite maintenance or
alternate zone

Region endpoint where S3 bucket
resides

Specifies the name of the map service that should be used for the default base map in Mobile. This
name comes from the Name column of the GIS > Map Services screen. The map service referenced
here must be marked as a mobile base map.

Indicates the address that the Routing tool should use as the start location. If no address is supplied,
the first Work Order is used.

An encrypted copy of the license file.

Sub-hive within the document server hive where custom sign library images are stored.

Lucity Login used to run scheduled tasks.

The name of the field that contains the alternate zone ID in the maintenance zone layer.

The name used for the maintenance zone in the map service.

The name of the map service that contains the maintenance zone layer. This must match the name
defined in map services.

For use by Lucity for client using SaaS.

For use by Lucity for client using SaasS.

For use by Lucity for client using SaasS.

When TRUE, prevents the system from overwriting the existing Maintenance Zone or Alternate Zone

values when these fields are entered on a Request or Work Order.

For use by Lucity for client using SaaS.
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Request Generator POP3 Port
Request Generator POP3 Server
Request Generator Use TLS

SMTP Encrypted Password

SMTP Mail Send over TLS

SMTP Port

SMTP User

The Customer Account the

Installation is Associated with

The License Identifier the
installation is associated with

Type of Client License

The port that the Request Generator uses to access the mail server.
The name of the mail server the Request Generator accesses.
Indicates whether the Request Generator uses TLS.

An encrypted copy of the password that Lucity uses to access the SMTP server. Configured using the
Lucity Email Setup (http://help.lucity.com/webhelp/v170/services/#33990.htm).

Indicates whether Lucity is sending email information over TLS. Configured using the Lucity Email
Setup (http://help.lucity.com/webhelp/v170/services/#33990.htm).

The port through which Lucity connects to the SMTP server. Configured using the Lucity Email Setup
(http://help.lucity.com/webhelp/v170/services/#33990.htm).

The user through whom Lucity accesses the SMTP server. Configured using the Lucity Email Setup
(http://help.lucity.com/webhelp/v170/services/#33990.htm).
A Lucity assigned account identifier. This is written by Client Maintenance.

The license code to which the above client is linked.

The kind of license the used by the client.
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WEB PERFORMANCE

The Web Performance feature allows users to adjust system settings for better web performance.

FIELD

FUNCTION &

PERMISSIONS

Allow Animations to run inside of When False, animations are disabled in Lucity Web. This may be helpful for some presentations or App Admin

the website

Exclude Desktop Records in Add
Mode (When TRUE, queries will
be slower)

Favor configuration over
performance for business rules

Max # of Pages on PDF Crystal
Reports (to reduce performance
impact on server)

Persist changes to page size in
ListView

The number of minutes until a
dashboard report should be
refreshed

for users running apps through remote desktop or webex.

When enabled, Lucity Web runs special queries so that grids do not display records that are in the App Admin
process of being added to Lucity Desktop. When disabled, such records appear in Web grids as blank
records. Disabling this option improves performance.

When an administrator changes field properties in the Desktop (such as masking fields, requiring fields, IT Admin
or making fields editable), the administrator must reset IS to push the changes to Lucity Web.

Enabling this setting allows an admin to push these changes to Lucity Web by simply clearing the web

cache. Note, however, that this process may cause a [temporary, but] significant drop (15-20%) in
performance.

Controls the maximum number of pages a pdf web report will generate. The higher the more load is IT Admin
placed on the server.

Allows users to save their current page size as a personal customization. This setting does not apply  App Admin
to the WebCitizen system.

Establishes the number of minutes between Dashboard report refreshes.  (Default value = 240 IT Admin
minutes)

Reports that appear on the dashboard are not updated every time the user refreshes the dashboard.
Once a report file is generated the dashboard will continue to show the same file every time the
dashboard is refreshed until the file is older than the number of minutes set in this setting. Once the
time limit is reached the report file will be re-generated with new data. This limitation saves 5 to 10
seconds of response time.

Note: Users can always use the option located below the Dashboard PDF reports to immediately
refresh a report on demand.
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WEBSITE

The Website settings are used to indicate the web pages to which the forms are routed and the login ID for the Citizen Web application.

FIELD FUNCTION _11
PERMISSIONS
Allows SignallR to use the IT Admin

database to communicate
between web farm instances

Internal Website Specifies the path to Lucity Web. This default path should almost never be changed. Edit this field IT Admin
ONLY if multiple web servers exist and one must be designated to support Lucity Administration for
Web Apps Previews.
URL for Lucity Custom Web Used to integrate a custom customer-lookup product, if an agency has purchased one. In such cases, IT Admin
Integrations Lucity provides the URL when it implements the custom product.
Use a custom customer lookup Indicates whether the Customer Lookup tools use the built-in Lucity functionality or a custom lookup App Admin
for requests tool. (Related to previous setting.)
Windows Authentication Website Indicates the path to the launcher pages that tries to log the user into Lucity Web using windows IT Admin

authentication. This path should almost never be changed.






WORK

The Work settings control the functionality of Lucity Web's Work module.

FIELD FUNCTION _1,

PERMISSIONS
Do Work Flow Popup Lists Filter ~ Controls how the filters function in fields used to select Work Flow Setup items. The filters match App Admin
using StartsWith or Contains what the user types in the field to records in the list, based on whether the records' IDs start with OR

contain what the user typed.
Enter StartsWith or Contains in this field to dictate how the system filters.

Name of the RPT file to use as Specifies the last part of the path to and name of the RPT file used as the default timesheet report for ~ App Admin
the default timesheet report * all users. The system path will automatically look in the root of the Lucity Web install.

Example: Reports\Work\TIMESHEETREPORT.rpt

Send a nightly alert if parts Sends an email message to specified users whenever the nightly processes identify a mismatch App Admin
counts are inaccurate between Part counts. The message is sent to users named in the List of email addresses for system
health notifications on the Email tab.

Show Customer Lookup button  Controls whether the Customer Lookup button appears for Work Order Billing Info. App Admin
for Work Order billing

Show user a popup of choices to  Lets users choose which Work Order view they would like to open in Lucity Web. The pop-up prompt App Admin
open Work Orders with appears when a user performs an action that opens a Work Order view and:

® This option is enabled.
® The user has permission to open more than one Work Order view.
If this option is disabled, Lucity Web opens with the user's default view.
‘ Note: The System Settings dialog does not provide a way to upload reports. Reports must be posted to the web server in order to be

| available online. Usually, the files are stored within one of the subdirectories of the Reports folder (e.g., \Equip and \Work). The Timesheet
‘ report is usually placed in the \Work subdirectory.



CLEAR ALL CACHES

The Clear all Caches tool gives users a quick way to perform cache maintenance on all of their Lucity Web applications.

-
:'(gz Clear All Caches @

Clear Caches
Click to clear all caches on all web servers. This will clear

caches on the intemal web app, citizen web app, and web
apps for mobile devices.

Clear All Caches

Restart Applications
( Restart Intemal Web Apps ]

[ Restart Ciizen Web App ]

[ Restart Mobile Web Apps |

* It could take up to a minute for the selected app to restart. *
Refresh Custom Reports

Refresh Custom Reports.

*This will force all custom reports to be re-downloaded from
the Document Serv

Refresh Offine Cache

Refresh Offine Cache |

This will recreate the offline cache on Lucity Mobile Server.
This is @ memory and CP U intensive operation for the
database server and web server where Lucity Mobile is
installed. This refresh happens automatically every night at
2:00 am.




BUTTONS

Clear all Caches

Restart Internal Web
Apps

Restart Citizen Web
App

Restart Mobile Web
Apps

Refresh Custom
Reports

Refresh Offline Cache

How To Clear Caches

Clears all web caches for all instances of Lucity Web, Citizen Portal, and Mobile
Server on all web servers. Also clears the cache for connected Identity Servers.

Restart the respective Lucity Web applications on all servers. Also restarts
connected Identity Servers.

Forces the web server to re-download all custom reports from the Document
Server.

Recreates the offline cache for the Lucity Mobile Server.

Basic Cache Clearing: Most caches can be cleared using the following methods. Users are not kicked off of the Lucity system and will not lose

work.

Basic cache-clearing is necessary for some configuration changes.

Open the Tasks screen and click the Clear All Caches button. (This clears all caches for all web-based applications.)

Web App Reset: The following actions clear every cache; however, they also kick all Lucity users out of the system, causing them to lose any

unsaved work.

A few caches are only cleared using a web application reset.

Open the Tasks screen and click the appropriate Restart .... button.

Log onto the web server and, in IIS, manually restart the Lucity Web app pool.

Log onto the web server and restart IIS.
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All caches also reset at 2 a.m. daily, when the web app automatically restarts.

Note: Clearing the caches may temporarily reduce performance until the caches are repopulated.
Note: These functions also clear the cache for the connected Identity Server.

Note: The application checks for pending user-triggered background tasks like this every 6 seconds.

When To Clear the Cache

The cache must be cleared whenever a change is made to the configuration of a web component. Typically, when an action requires a cache to
be cleared before it takes effect, the system automatically clears the cache.

In most cases, clearing the cache is sufficient to affect the changes in Lucity Web. Note, however, that the following changes require further
action beyond clearing the cache:

View/Grid/Form changes - If a user is viewing any of these elements when the cache is cleared, the user must close the Lucity view/grid/form
and reopen it to see the changes.

Code/Type Pick-list value changes - If a user is viewing a Lucity form when a pick-list for field on that form is changed, the user must close and
reopen the form to see such changes.

Permissions changes - The user must log out and log back into the application.
Dashboard changes - The user must log out and log back into the application.

Available Work Order Resource changes - If changes have been made regarding which Work Order Resources can be used in a Work Order,
users must log out and log back in to the application.

Lucity Web > Admin Portal > System Settings changes - Users must log out and log back into the application.
Module Option changes - Users must log out and log back into the application.
Field Properties

o Changing the Global - Required permission for a field requires a web app reset.
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OBJECT LOCK MANAGER

o Changing the Mask for a field requires a web app reset.

o Changing the Min/Max values for a field requires a web app reset.

Object locks are used to prevent two Lucity Administration users from editing the same form at the same time.

If a user obtained a lock on an object and did not close the program correctly (due to a power outage, network problem, etc.), then the lock
should clear on its own at the end of the expiration period defined in the Object Locking Dialog.
locks in the Object Lock Manager.

£ Object Lock Manager [=]a]B
Releasze Lock I User Lagin Entity [D Record ID Lack Dat, ~
O 15851 Dale SubmitProcess 11718 12197200
O 15852 Dale SubmitProcess 11719 12119720 =
| 15855 brent SubmitProcess 11720 12119/20
| 15853 tengel SubmitProcess 11724 12/158/20
| 15860 tengel SubmitProcess 11725 12/159/20
O 15862 tengel SubmitProcess 11726 1219/20
O 15863 tengel SubmitProcess 1727 12419/20°,
< m >

COhbjectlocks are no longer used by any inventory or inspection items. itis only used to Refresh

keep two users in Lucity Administration from editing the same form atthe same time.

Release Locks

Failing that, the administrator can clear object
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FIELDS

Release Allows the administrator to select which locks to clear.

Lock ID Specifies the unique ID assigned to the lock when it was obtained.

User Login Identifies the Lucity User Name of the person who obtained the lock.

Entity ID Identifies the Type of object locked by the user (e.g., Work Order, Submit Process,
etc.).

Record ID Indicates the system-generated, unique ID of the record.

Lock Date Displays the date and time the lock was initially obtained.

Expiration Displays the date and time the lock is scheduled to expire.

Machine Identifies the name of the computer used to lock the object.

Intention Describes the reason the lock was generated. If a record is being deleted, a
Delete lock is obtained. If a record is being edited, an Update lock is obtained.

BUTTONS

Refresh Refreshes the data in the Object Lock Manager. A refresh is necessary to see

Release Locks

any changes.
Releases any currently selected locks.

Note: Locks that are shaded in gray cannot be cleared from this grid. Locks may
be grayed-out for the following reasons:

® Delete locks are always grayed-out. They are cleared by the system when
the scheduled nightly tasks run.

® Locks that have been obtained within the last five minutes are grayed-out.
They are assumed to be still in use.
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FILTER RECOMPOSITION

The Filter Recomposition tool converts certain filters saved in Lucity modules from Advanced Filters to Basic Filters.

To create a Basic Filter, users employ a Build-A-Filter function to generate a SQL script. Advanced filters, which are more complicated, are
written directly in SQL.

The Filter Recomposition tool identifies Advanced Filters that could have been written using the Build-a-Filter function, but were not.
Converting Advanced Filters back to Basic ones allows users to modify them with the Build-a-Filter function in the appropriate Lucity module.

g& Filter Recomposition EIE
Madule Fiters Enhanced -
Customer Addresses D out of 1fiters successfully enhanced H
Parcels 35 out of 29 fitters successfully enhanced
Street Name List 0 out of 1fiters successfully enhanced
Street List Alias D out of 1fitters successfully enhanced
Solid Wastes 3 out of 3fiters successfully enhanced
Solid Waste Routes 10 out of 10fitters successfully enhanced
Solid Waste Cortainers 4 out of 4 fiters successfully enhanced
Fleet D out of 6fiters successfully enhanced
Facility Buildings 2 out of 2fiters successfully enhanced
Plant 0 out of 2fiters successfully enhanced
Plart Process 0 out of 4 fiters successfully enhanced
Facility Imigation Fipes 4 out of 4fiters successfully enhanced i
| aam— | 446 out of 630 fikers successfully enhanced sat | [ Qo= |

How To Recompose Filters

I) Inthe Lucity Administration tool, select System > Filter Recomposition.

2) When the tool opens, click the Start button.



3) The tool scans all filters, enhancing those that fit the recomposition criteria. When the process is complete, the system notifies the user of
the number of Advanced Filters it was able to convert back to Basic Filters for each module.

Example: The tool found two Advanced Filters in the Facility Buildings module and was able to convert both of them back to Basic Filters.
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BACKGROUND TASKS

The Background Tasks Manager provides a list of all background tasks that users have initiated.

These tasks are managed by the Lucity Task

Runner (http://help.lucity.com/webhelp/v170/services/index.htm#34443.htm) and are generally tasks that require more processing power or

may run on several machines simultaneously.

Services server.

Types of background tasks include:

Background tasks that need more processing power are offloaded from the Web server to the

® running a Street model,
e sending rolling logs,
e clearing all caches,
e restarting the Lucity Web application, and
e uploading custom Crystal Reports to the Web server.
£ Background Tasks [=][=]B<]
Parameters ~

2043
204z
2041
2040
2034
2038
2037

UpdateQffineCa...
UpdateQffineCa...
GetSingleCrystal. .

GetSingleCrystal. ..
GetSingleCrystal...
GetSingleCrystal. ..
GetSingleCrystal. .
GetSingleCrystal. ..
GetSingleCrystal...

“hgbams-net-024%3\G rouphdsturdlkavsh R eportsCustomh\ R epartsCustomweruiowe... | [
“hgbams-net-024q\G rouphdsturdk avsh R eparts Customh R epartsCustom D abbala. . | [
“\gbams-net-02%g\G rouphdsturdk avsh R eportsCustomReportsCustomitest\ Budg... | [
“Agbams-net-024g\GrouphdsturdkavsiReportsCustom'ReportsCustombga™35A0G... | [
“Agbams-net-02%g\Grouphdsturdkaysh R eportsCustom'\ReportsCustornhga 300G, | [
“Agbams-net-024q\Grouphdsturdk avsh R eportsCustomiReportsCustombgar ™8™ %h, . | [
“\gbams-net-02%g\G rouphdsturdk avsh R eportsCustomReportsCustomhReportsC... | [

b4

Refiech | | Delete | | Cloze
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FIELDS

ID

Name
Parameters
Created By
Creation Date
Status

Status Date

Indicates the ID of the task.

Identifies the task that the user initiated.

States any parameters that the task needed to run.

Identifies the user who initiated the task.

Displays the date the task was initiated.

Indicates the task's current status (Queued, Finished, or Failed).

Shows the date that the status was last changed.

Description Describes the nature of the task.

Complete Indicates whether or not the task is complete.

Email Identifies the email address that is alerted when the task is complete.

BUTTONS

Refresh Refreshes data in the User Invoked Tasks Manager. A refresh is
necessary to see any changes.

Delete Deletes the record currently selected in the grid, which cancels an
uncompleted task.

Close Closes the window.
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ACTIVE USER MANAGER

The Active User Manager lets administrators identify which individuals are actively logged into Lucity and track them. The tool provides a list of
active users (those who have engaged product licenses, as well as those who are merely viewing application components), as well as several key

pieces of data.

5

Active User Manager

_ brent

User

-

Application

Mupit

Activation
D ate/Time
2 4 7:58:06 AN
12/19/2014 34712 &AM

IF &ddress

brent Lucity Admin 172.16.2.53

brent Security 12419/2014 40419 P | 172.16.2.53

brent Internal Weh 12/22/20014 20041 AM |1

Dale Internal wah 12419/2014 31317 AM | 172.16.2.68

Dale Lucity &drmin 1241942014 10:00:55 17216.2.68

Dale Lucity 12/22/2014 85348 AM | 172.16.2.68

Deaun Internal ‘web 12/M19/2014 43432 PM |1

Deaun | urity Admin 12192014 45701 PR 117216 2 104

Refresh | | Delete | | Cloze
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FIELDS

User

Application

Activation Date/Time

Identifies the Lucity Login for the individual currently using a Lucity
program.

Specifies which Lucity application the user is accessing.

Indicates when the user logged into the application.

IP Address Displays the IP address through which the user is accessing the
application.

BUTTONS

Refresh Refreshes the data in the Active User Manager. A refresh is necessary to
see any changes.

Delete Deletes the currently selected record, as well as any licenses actively
engaged by the user, from the corresponding User License Manager.
Note: This function is used when someone is logged in and gets kicked
out/ locked out of the system (e.g., during a power outage).

Close Closes the window.
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ACTIVATIONS MANAGER

Lucity uses activations to track licensing for several programs, including the Lucity Mobile applications.

The Activation Manager lets administrators see information about current activations.

&Activations Mfanager @@

Active activations

Activated On Licenze

act_test F11/ 6 B:49:00 AM MobileManagement
deact_test 1/11/2016 8:49:00 aM |MobileManagement
Munit 1/12/2016 11:15:00 AM MobileManagement
nunit.LogonTest | 1/18/2016 5:26:00 AM MobileManagement

[ Deactivate licenze ] [ Wiew log
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FIELDS

Name Displays the device's name (i.e., the phone number).

Activated On Identifies the date this device was last activated.

License Indicates the type of license this device uses.

BUTTONS

Deactivate license Deactivates the selected record and removes it from the Active list.
View Log Shows each time the selected device has been activated or deactivated.

DASHBOARD EXPORT/IMPORT

The Dashboard Export/Import tools allow users to export Dashboards, Shared Tabs, and Shared Tab Groups from one Lucity environment and
import them into another Lucity environment. The desired dashboard elements are exported as a .json file, which can then be loaded into
another system.

Note: Both systems must use the same version of Lucity.
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EXPORT SHARED TABS

The Export Shared Tabs tool enables an administrator to export one or more Shared Tabs.

iﬁlecl Tab Name
» Parks
Facilties
Equipment
Fleet
i ater
Sewer
Starm
Flant
Streets
Traffic
Fieports
Parks Department
Facilities Department

Help

Maming [Optional):

Description [0ptional):

Expart Aszociated Views
Expart Associated Users Evpart... ] [ Close

13 shared tabs currently listed. O tabs selected.
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SHARED TAB LIST

Select All

Locate

NAMING

Selects all of the Shared Tabs in the list.

Enables the user to search for a specific Shared Tab.

New Tab Name

Tab Suffix

Description

Export Associated Views

Export Associated Users

Export

Enables the user to change the name of the exported tab. (Available if only one
tab is selected in the list.)

Dashboard tabs must have unique names. This feature helps to avoid naming
conflicts between exported tabs and tabs that already exist in the destination
system.

Enables the user to avoid duplicate tab names by adding a prefix to the name of
an exported tab. This feature is useful when exporting multiple tabs.

Dashboard tabs must have unique names. This feature helps to avoid naming
conflicts between exported tabs and tabs that already exist in the destination
system.

Enables users to enter an optional description of the import.  This text will
appear when the file is imported.

Exports module views that are explicitly linked to plug-ins on the selected
Dashboard Tab(s).

Exports the list of users associated with the selected shared dashboard tab(s).

Exports the selected Dashboard Tab(s).

How to export Shared Tabs



)
2)
3)
4)
3)

Select System > Dashboard Export/Import > Export Shared Tabs.
Select the tabs you would like to export.

If desired, enter a new Name, Suffix, or Description.

Choose whether to Export Associated Views and/or Export Associated Users.

Click the Export button. The following pop-up appears, asking the user to confirm the export settings:

The Shared Tab Export windows appear.

Export Shared Tab(s)

o Exportwill contain:
[ 1

1 Shared Tabis) out of 13 with the following options:

Associated Userst Will MOT be exported
Associated Wiew(s) Will NOT be exported,

Begin Export?

==

Ok l | Cancel
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6) Click OK. The following pop-up appears:

=l Recent Places
- 13 Jonathan Semones
>

B Desktop

. jsemaones

m

& Google Drive :* Computer
Libraries ;',‘", MNetwork
L A
j Docurnents
@ Music | 170A00 Date modified: 2/22/2017 8:11 &M
= Pictures

E Wideos
" Archive Date modified: 12/2/2013 &:07 &b
49

M Computer =

File name:

-
A, Export Lacation [g=z]
> Bl Desktop » - |+ Search Deskt: 2|
il 2 g B
Organize + Mew folder = - @
[ Favorites B === Libraries I
& Downloads =" ‘E

Save as type: [JSON Files (*json)

+ Hide Folders [ swe | [ concel |

7) Navigate to the location where you would like to save the Export file.

8) In the File Name field, provide a name for the Export file.
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9) Click Save. A pop-up appears with the results of the process.

[ Shared Tabis) Export Results

Finished &t 3/6/2017 3:36:34 PM.
Succeeded for T out of 1.

Export completed successfully

Copy Errars to Clipboard | |

oK

10) Click OK to close the pop-up.
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EXPORT SHARED TAB GROUPS

The Export Shared Tab Groups tool enables administrators to export one or more Shared Tab Groups.

iﬁlecl Group Name

= Sewer Department

Heli
Marning [0 ptional)

Deszciiption [Optionall

Export Associated Views
Export Associated Users Expart... ] [ Close ]

1 tab groups currently listed. 0 groups selected.




SHARED TAB GROUP LIST

Select All

Locate

NAMING

Selects all of the Shared Tab Groups in the list.

Enables users to search for a specific Shared Tab Group.

New Group Name

Group(s) Suffix

Description

Export Associated Views

Export Associated Users

Export

Enables the user to change the name of the exported tab group. (Available if
only one tab group is selected in the list.)

Shared Tab Groups must have unique names. This feature helps to avoid
naming conflicts between exported tab groups and tab groups that already exist
in the destination system.

Enables the user to avoid duplicate tab group names by adding a prefix to the
name(s) of an exported tab group(s). This feature is useful when exporting
multiple tab groups.

Shared Tab Groups must have unique names. This feature helps to avoid
naming conflicts between exported tabs and tabs that already exist in the
destination system.

Enables users to enter an optional description of the import.  This text will
appear when the file is imported.

Exports module views that are explicitly linked to plug-ins on the selected Shared
Tab Group(s).

Exports the list of users associated with the Shared Tabs that are part of the
selected Shared Tab Group(s).

Exports the selected Shared Tab Group(s).
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How to export Shared Tab Groups

I) Select System > Dashboard Export/Import > Export Shared Tab Groups. The Shared Tab Group Export window appears.
2) Select the tab groups you would like to export.

3) If desired, enter a new Name, Suffix, or Description.

4) Choose whether to Export Associated Views and/or Export Associated Users.

5) Click the Export button. The following pop-up appears, asking you to confirm the export settings:

Export Shared Tab Group(s) @

'.6.' Exportwill cortain:

1 Shared Tab Group(s) out of 1with the following options:

Associated Users: Will MOT be exported
Associated YWiew{s): Will NOT be exported,

Begin Export?

0K ] | Cancel




6) Click OK. The following pop-up appears:

=l Recent Places
- 13 Jonathan Semones
>

B Desktop

. jsemaones

m

& Google Drive :* Computer
Libraries ;',‘", MNetwork
L A
j Docurnents
@ Music | 170A00 Date modified: 2/22/2017 8:11 &M
= Pictures

E Wideos
" Archive Date modified: 12/2/2013 &:07 &b
49

M Computer =

File name:

-
A, Export Lacation [g=z]
> Bl Desktop » - |+ Search Deskt: 2|
il 2 g B
Organize + Mew folder = - @
[ Favorites B === Libraries I
& Downloads =" ‘E

Save as type: [JSON Files (*json)

+ Hide Folders [ swe | [ concel |

7) Navigate to the location where you would like to save the Export file.

8) In the File Name field, provide a name for the Export file.
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9) Click Save. A pop-up appears with the results of the process.

,£ Shared Tab Group(s) Export Results

Export Finizhed At 3/6/2017 4:27:25 Phd.
Succeeded for T out of 1.

E xport completed successfull

Copy Errars to Clipboard ] [

oK

10) Click OK to close the pop-up.
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EXPORT USER DASHBOARDS

The Export User Dashboards tool enables administrators to export specific users' dashboard tabs.

gﬁlec{ Uszername Last Name 4 First Name Department Default Rules Group @
3 madams Adams Michael Administrator
walessi Alezsi Wenetta Fleet
dallgood Allgood Doz ‘w'ater Plant
oallman Allman Olin Facilities
kappolliz Appollis Kirby L andfill
zarends Arends Sam FOG
marmstrong Armatrong Melisza Administrator
[asmus Asmus Fae EBridges
abaisden Baizden Assunta Fleet
ibandy Bandy Jeannette Bridges
iebandy Bandy Jenine MPDES
mbarber Barber tatt Streets
shart Bart Emily Traffic
chartolomen Bartolomea Claire W ater Quality
ibashaw Bashaw Jolynn Bridges
lbenz Benz Laura Streets
mboramever Borgmever b arva Sewer Pump Station &
Help
Description [0ptional);
8 uzers available for expart of 272 curently listed. 0 users selected. #port Assnc?ated \J'.iews Expart... | [ Close
|| Export Associated Links




USER DASHBOARDS LIST

Select All Selects all of the user Dashboards in the list.

Note: Only configured Dashboards (marked in white) can be selected.

Locate Enables users to search for a specific Dashboard.
NAMING
Description Enables users to enter an optional description of the import.  This text will

appear when the file is imported.

Export Associated Views  Exports module views that are explicitly linked to plug-ins on the tabs that are
included in the selected user Dashboard(s).

Export Associated Links Exports the links associated with the selected user Dashboard(s).

Export Exports the selected user Dashboard(s).

How to export User Dashboards

[) Select System > Dashboard Export/Import > Export User Dashboards. The User Dashboard Export window appears.
2) Select the Dashboards you would like to export.

o You can only select Dashboards that have been configured, which appear in white.

o Dashboards that have not been configured appear in gray.
3) If desired, enter a Description (optional).

4) Choose whether to Export the Associated Views and/or Export the Associated Links.



Click the Export button. The following pop-up appears, asking you to confirm the export settings:

Export User Dashboard(s) @

0I Export will contain:
L4

1 User Dashboardis) out of & with the following options:

Users Link(s): Will MOT be exported
Associated View(s) Will NOT be exported,

6)

Begin Export?

ok | [ caneel |

Click OK. The followin

g pop-up appears:

-

,ﬁ Export Location

» & B Desktop »
SN :

Organize = MNew folder

- Favorites
& Downloads
] Recent Places
B Desktop

. jsemaones

m

& Google Drive

= Libraries
3 Docurnents
J‘. Music
= Pictures

E Wideos

M Computer =

File name:

=== Libraries

Jonathan Semones
2,
n... Computer
[
Metwork
170A00

1 Archive

4

- | y | | Search Desktop

Date modified: 2/22/2017 8:11 &M

Date modified: 12/2/2013 &:07 &b

-

Save as type: [JSON Files (*json)

)

“ Hide Falders

Save ] [ Cancel

I
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7) Navigate to the location where you would like to save the Export file.

8) Modify the name of the Export file if desired.
9) Click Save. A pop-up appears with the results of the process.

,( User Dashboard(s) Export Results EI@
Finished &t 3/6/2017 5:03:43 PM.
Succeeded for T out of 1.
E xport completed successfull -
Copy Errars to Clipboard ] [ ok

10) Click OK to close the pop-up.

IMPORT

The Import tool enables administrators to import Shared Dashboard Tabs, Shared Tab Groups, and User Dashboards that have been exported

from one Lucity system into another Lucity system.

/ Import

Imports are executed from a json file created fram an export of User Dashboard(s), Shared Tab(z] or Shared Tab Groupls].
- User Dashboard(s) are exported and imported with all User Tab(s], Shared T abs] and Shared Tab Group(s).

- Shared T ab(s] and Shared Tab Group(s) with matching names on import will overwrite any existing Shared Tab(s) and Shared Tab Group(s).

Select a exported JSON file.

===

- Shared T ablz] exported with the option "'Export Aszociated Uzer(s]" selected, will export direct user associations to the Shared Tab, not indirect user aszociations to tab through a Shared Tab Group.
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How to import a Dashboard element

[) Select System > Dashboard Export/Import > Export User Dashboards. The Import window appears.

2) Click the Select File... button. The following pop-up appears:

-

,ﬁ Select File ForImport =]

n\:/n\;) |. Desktop » - | ¢,| | Search Desktop o

Organize = MNew folder EE - 0 @

& Downloads =

P
. Favorites B === Libraries ]
] Recent Places ‘ ‘

Jonathan Semones
B Desktop L%

. jsemaones
i Computer
& Google Drive t* P

Al Libraries @; MNetwork

3 Docurnents

o Music 170400
= Pictures !

E Wideos

m

1 Archive
43
M Computer
£, Local Disk (€ |, DataDictionary

58 b (Wlet-Fs-01) (H:) i . i

File name: - [.JSON Files (*.json) v]

(o F) [ o |

3) Select the .json file that you want to import.



4) Click the Open button. A pop-up describes the expected results of the import.

User Dashboard(s) Import @

'.0.' Irnport frorm File Location: ChlsersyjsemonesiDesktopifile json
" File Description: this is a test

File Contains:
1 Shared Tab(s)

Irmports can be time-intensive,

Begin Import?

| 0K | | Cancel |

5) Click OK to begin the import process. A message will indicate whether the process was successful or produced errors. jwhat if there are errors or

warnings?]
.J-’-_Import Results o || = || E8
Finished at 3/6/2017 5:52:32 PM.
Succeeded for 1/1 Shared Tab(s)
Import completed without Ermors or Warnings
Copy Erors to Clipboard | | ok

6) Click OK to close the window.
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VIEW EMAIL REQUEST LOG

The View Email Request Log provides a list of emails that the system

received and turned into Requests.

£ Email Requests Log [=]=]BE
MessagelD Fequestumber From&ddress Todddress Subject
3 i 201412539 vaibzon@lucity. com | clintd] S@Elciy.net | test again
4598cb1 alaaadBZebed HelSe 77 a5cdd@EY 2PROTMBT 23 prod exchangelabs.com | 201412598 vgibson@lucity. com | clintd1 5@hucity.net | test
=1e8896:322f40af 9085006785 2ad aei@BY 2PROTME 123, prod. exchangelabs. com | 201412557 waibson@lucity. com | clint0] S@lucity.net | Test email ag
2858d80b1dcb4fc2abf8addabad b7 ca@BY 2PROTME T 23 prod exchangelabs.com | 2014-12596 waibzon@lucity. com | clint01 S@lucity.net | Test of email n
fi1a1fe3fdb541 2caebelf 28551 (91 2BBL2PROTME 419, prod. exchangelabs. com 201411775 tkraft@lucity.com | clintd] SElcity.net | P! re: Regu
bEE290169a114fe 797731 5aa5beEE0EE L 2PROT MEB 419, prod exchangelabs.com | 201411775 tkrafi@lucity.com | clintd] SE@lucity.net | re: Request n
57bESbef3ced4ar29809d2 358620921 @EL2PR 01MB 41 9. prod. exchangelabs.com | 201411775 rkraft@lucity. com clint01 S@lucity.net | is email to req
8bf123194b8046b 70025 0cc 522501 ee@EL2PROT MEB 419, prod exchangelabs.com | 201407787 tkraft@lucity.com | clintd] SEcity.net | W ater Main o
< [T >

FIELDS

MessagelD The ID of the email.

Request Number The Lucity-generated ID for the Request.

From Address The address from which the email originated.

To Address The address that received the email.

Subject The text of the message's subject line.

Body The text of the body of the message.

Received Date The date the email was received.

Processed Date The date the email was processed and the Request was created.
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CLIENT MAINTENANCE

Client Maintenance is an administrative tool used to manage database and client information related to the installation. It is an integral part of
the installation and maintenance processes because it ensures proper connectivity and licensing.

The tool:

e Launches database processes to ensure that Lucity database(s) matches the current version of the software.

e Creates DSNs and DSN configuration files that provide connectivity with Lucity Desktop and other add-on tools.

e Creates/verifies login credentials on database servers (SQL Server and Oracle) to permit connections to Lucity applications.
e Manages product licensing to ensure that all purchased applications are available to the user.

e Manages connection information pertaining to the location of the Lucity database(s).

Before running Client Maintenance, SQL Server and Oracle users must have their Lucity databases installed for all clients they intend to activate.
More information >>

Client Maintenance as a Stand-Alone Tool

Lucity automatically launches Client Maintenance during a server installation/upgrade; however, Client Maintenance is also accessible as a Lucity
Admin tool for maintaining the current installation.

Administrators can launch the tool from the Start menu: Programs > Lucity > Admin Tools > Client Maintenance, or from the Lucity
Administration Tool.

An administrator might run Client Maintenance outside of an install/upgrade for any of the following reasons:

e [icense Updates - If a user purchases or removes an existing product, Lucity gives the client a new license file. Running Client Maintenance
is necessary to update the product information indicated in the license file.

e Lucity Server or Database migration - When databases are moved from their original location, an administrator must run Client Maintenance.
(Additional actions may also be required in such cases.)
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e Change Database Login Credentials - If a user wishes to change login credentials for the Lucity database, the credentials should be changed in
Client Maintenance. The tool will then update the database platform (e.g., SQL Server Management) and the Lucity configuration at the
same time.
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LOGIN SCREEN

When launching Client Maintenance, users must provide credentials to show they have permission to make administrative changes to the
database. On the login screen, the user must supply the locations of the Lucity Config folder and the agency's license file, as well as some
database system administrator credentials.

How To Log into Client Maintenance

I) When the installer launches Client Maintenance or a user launches it as a stand-alone product, the following window appears:

o |[Er][E=

., Client Maintenance

This toal allows the user to install, review and modify client infformation. | is necessany to nun this tool
during an Upgrade or Install to ensure that all of the products purchased are comectly installed. This
tool requires Administrative credentials to the database serven(z) in order to create the necessary
database objects and retrieve the necessary information to verfy a proper installation.

Corfig Folder:  \\Server'\Apps'\Lucity\Config [
License File: “\Server'Appstlucity*License'LicenseCodes xml E]
Admin OB Login D

Admin DB Password:
[7] Use Windows NT Integrated Security

2) In the Config Folder field, specify the path to the Lucity Config folder.
3) Inthe License File field, specify the path to the provided license file.
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4)

3)

6)

Enter the the Admin DB Login ID and the Admin DB Password. If multiple SQL Server/Oracle installations exist, with different credentials for
each, enter the credentials for one of the installations. The system will prompt for the others later.

Check the Use Windows NT Integrated Security checkbox if you wish to connect to the database servers via Windows Authentication and the
database servers have already been properly configured.

Click Next. The utility begins updating the Lucity configuration information.
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REMAP LICENSES TO CLIENTS

During multi-client installations, if the Client Maintenance tool is unable to determine which licenses are associated with which clients, the

following screen will appear immediately after login:

el

., Associate Client To License E@
Existing installations have been found that are not cumenthy associated with a license. The following client(s) need to be associated
with a license. Please associate the client(s) with the appropriate license. Any clients not associated to a license will be removed from
your installation and na longer be accessible.
Cliert(s): License(s): License Information:
ExampleClientl LICIPRD
; LICZPRD
ExampleClient2 LICIPRD
LICAPRD
< Back MNead =

This screen allows users to associate existing client installations to the appropriate license in the agency's License file.
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How to Map Licenses to Clients

I) To determine which license should be associated with the currently installed client, highlight a License in the list in the middle of the screen.
The License Information grid on the right will indicate which products will be enabled by the selected license.

2) To associate a client with a license, select a Client from the first list and a License from the second list.

3) Click the Associate button.

Note: Any clients not associated with a license will be removed from the configuration. (The associated database will not be removed; however but it will be inaccessible via Lucity.)

Note: Licenses are designated either as Production (PRD) or Non-Production (NPR).

4) Once all installed clients have been associated with the appropriate licenses, click Next >.
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INSTALLED LICENSES TAB

The Installed Licenses tab lists all of an agency's installed clients.
on the right-hand side of the screen, along with tabs for each of that client's databases.

*%._ Client Configuration

=EEE]

Export  Help
Installed Licenses | Available Licenses |
Installed Cients: License Information | Database Information
ExampleClient] =) 4
4 License Information
Associated Client clint001
Associated Client Name ExampleClient1
Database Type SQL Server
License Identifier LICIPRD
License Type Seat
4 licensed Products MNumber of Seats
Financials Integration 5
Lucity Assets 5
Lucity GIS Deskiop 5
Lucity GIS Viewer 5
Lucity GIS Web 5
Lucity Mobile 5
Lucity Work 5
Web Citizen 5
Production License True
View Custom Objects
_ Associated Client
Default Client The client associated to the Client Identifier
ExampleClientl -
< Back Nexd >

Highlight a Client on the left to display the corresponding License Information
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Installed Clients

Uninstall

Default Client

License Information tab

Database Information tab
(on page 109)

< Back

Next >

Lists all clients installed using a license from the license file. Select a client in
this list to display related configuration information in the section on the right.

Removes the configuration for the selected client. The license that was used for
that client reappears on the Available Licenses tab.

Indicates which client various Lucity applications will open by default.

Displays details about the licenses tied to the selected client, including the
number of seats available for each product contained within the license file.

Provides configuration information about the database. The information on this
tab must be filled out correctly to connect to the database. It will also vary
depending on the type of database used.

Abandons configuration changes and returns the user to the Login screen.

Confirms the configuration and launches the Database Update process.

Export Menu - This menu enables users to export the current configuration information, which can be useful when resolving an issue with Lucity
Support. The user may: 1) export the information, 2) export it and email it to Lucity Support, or 3) export and email it to Support along with the

Client Maintenance logs.

Note: The exported configuration information will not contain any password information.
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DATABASE INFORMATION TAB

The Database Information tab, which contains configuration information about the Lucity database, is found on the Installed Licenses tab.

2., Client Configuration

Export  Help

Installed Licenses |

Available Licenses |

[=ENEE]

Installed Cients:

ExampleClient]

License Information | Database Information

4 E

4 Application Information
Application Version
4 Database Information
Database Name
Database Platform
Database Status
Database Version
Instance Name
Service Pack Version
4 Deskiop Gateway Login Information
Centrally Manage Deskiop Gateway
Desktop Gateway Connection String
Existing Desktop Gateway Connection String
Integrated Security for Deskiop Gateway
4 General Login Information

16

Lucity 160

SQL Server

0K

16
JSEMONES-LT\SQLEXPRESS
0

m

True

Data Source=JSEMONES-LT\SQLEXPRESS:Initial Catalog=Lucity160:User
Data Source=JSEMONES-LT\SQLEXPRESS:Initial Catalog=Lucity;User ID=
False

.NET LoginID LUCITY_USER
NET Login Password sssscssee
Legacy Login ID LUCITY_USER
Legacy Login Password sssssseee
View Customn Objects 4 QOptions -
_ JNET Login ID
Default Client The Login ID used to connect to the Lucity databases by applications utilizing the Lucity Business Objects written in NET
ExampleClientl -

< Back

Nexd >

The following information must be filled out correctly on the Database Information tab in order to connect to the database.
will vary will vary depending on the type of database used.

The information
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Application Information

Identifies the version of Lucity being installed.

Database Information

Specifies the location of the database. Only the items listed below can be
modified. The other items are listed for convenience.

Database Name

Instance Name™

Identifies the name of the database to which to connect. This will most

likely be Lucity.

Identifies the name of the SQL Server or Oracle Server instance. Host

Name and Port are also required. These fields apply only to SQL Server or

Oracle databases.

Desktop Gateway Login
Information

Governs how sensitive configuration information is stored and sent across the
network. Learn more >> (see "Database Connection Encryption Options" on page

124, http://help.lucity.com/webhelp/v170/install/index.htm#25355.htm)

Active Directory Group for Specifies the active directory group to be used for the Gateway

Gateway **

Centrally Manage
Desktop Gateway **

connection. If there is no login for this group on the database Instance,

the system creates one and grants the necessary permissions. All Lucity
users must log into Windows using a Windows account that is part of this
group. (This field appears only when the Integrated Security for Desktop

Gateway option is set to True.)

Indicates whether the unencrypted Gateway connection information

should be stored in the Config folder of the Lucity share so that it can be

accessed by all Lucity Desktop users. If this field is set to False, the

Gateway information must be manually set up on either the workstation
or in the Config folder to allow Desktop users to connect to the database.

Note that this is a global setting that affects all clients installed in a
multi-client environment.
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Integrated Security for
Desktop Gateway **

Indicates whether the Gateway Login should use integrated security (i.e.,
the Windows login of the current user). When enabled, the Gateway
uses Windows security settings to encrypt the data that it sends to SQL
Server. This fields defaults to True for SQL Server databases and False for
Oracle databases, because Oracle requires the user's IT department to
perform additional steps to set up integrated security.

If the Centrally Manage Desktop Gateway field is set to True, Lucity
recommends using integrated security because the connection
information is stored in an unencrypted file.

General Login Information Specifies the Login IDs/Passwords that various parts of the Lucity program should
use to access the database.

.NET Login ID *

.NET Login Password *

Legacy Login

Legacy Login Password

Indicates the Login ID to use when applications that were developed using
Microsoft .NET attempt to connect to the database . This login
information is retrieved via the Gateway Login account.

Indicates the Login Password to use when applications that were
developed using Microsoft .NET attempt to connect to the database .
This login information is retrieved via the Gateway Login account.

Indicates the Login ID  to use when applications that were developed
prior to Microsoft .NET attempt to connect to the database.

Indicates the Login Password to use when applications that were
developed prior to Microsoft .NET attempt to connect to the database.

Options Control other settings that are specific to the client.

Send Data Statistics to
Lucity

Indicates whether or not an agency wants its data statistics sent to Lucity.

111



Technical Information

Provides technical data about the state of the database. This information is
read-only and provided for the the administrator's convenience.

Technical Information -
Custom Objects

Lists the custom objects in each database; that is, those that are not part of
Lucity's standard database. These items also appear in the Custom Objects
report used to prepare for the Database Unification process.

Web Gateway Login
Information

Specifies the login/password that Lucity Web uses to access the database.

Gateway Login ID *

Identifies the Login ID used to connect to the Lucity database. If the
Integrated Security for Desktop Gateway option is set to False, both the
Lucity Web and Lucity Desktop applications will use this account.

Gateway Login Password Indicates the Login Password to use to connect to the Lucity database. If

*

the Integrated Security for Desktop Gateway option is set to False, both
the Lucity Web and Lucity Desktop applications will use this account.

* These fields only appear on the User tab.

* More information about Desktop Gateway settings >> (see "Database Connection Encryption Options" on page 124,

http://help.lucity.com/webhelp/v170/install/index.htm#25355.htm)
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AVAILABLE LICENSES TAB

The Available Licenses tab displays all unused licenses, allowing users to view license specifications and install licenses. Select a license on the
left to view relevant details on the right. Licenses can also be installed from this screen.

How To Install a License

I) After Client Maintenance loads click the Available Licenses tab at the top of the screen.
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-

«%_ Client Configuration

Export

Help

Installed Licenses

Available Licenses:

LIC3PRD

LIC4PRD

Available Licenses

4 License Information
Associated Client
Associated Client Name
Database Type
License |dentifier
License Type

4 | icensed Products

Lucity Assets
Lucity Mobile
Lucity Work
Web Citizen
Production License

SQAL Server
LIC3PRD

Seat

Mumber of Seats

Associated Client
The client associated to the Client Identifier

« Back




2) On the leftis a list of licenses that are available (stored in LicensesCodes.xml), but not currently installed. Select a license on the left to
view its properties in the window on the right.

Note: Licenses marked PRD are for Production use. Licenses marked NPR are meant to establish Test or Development environments.
3) Toinstall a license, highlight it in the window on the left and click the Install button. The following window appears:

- y

.. Client Name == irEE |

Please specify the user friendly client name for this
license:
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4) Provide a user-friendly name for the license and click Ok.  (For example, you could use the name of the agency or department that will use
this license).
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o

«._ Database Information

Please enter the information relevant to your installation.

4 Database Information
Database Name Lucity
Database Platform SAL Server
Instance Name

4 Deskiop Gateway Login Information
Centrally Manage Desktop Gateway True
Integrated Security for Desktop Gateway False

4 General Login Information

MET Login ID LUCITY_USER
MET Login Password
Legacy Login D LUCITY_USER
Legacy Login Password
4 QOpftions
Send Data Statistics to Lucity True
4 Web Gateway Login Information
Gateway Login ID LUCITY _GATEWAY

Gateway Login Password

Database Name
The name ofthe Lucity database.
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3)

In the form that appears, enter connection information for the database.
o Database Information - Specifies the location of the database(s).
Database Name - Enter the actual name of the database to connect to.

Database Platform - The system automatically completes this field based on the selected license file. If the platform is incorrect, contact
Lucity Support.

Instance Name - Enter the name of the SQL Server or Oracle Server instance.

o Desktop Gateway Login Information. Settings that control how login information is passed to the database. More information about
Desktop Gateway settings >> (see "Database Connection Encryption Options" on page 124,
http://help.lucity.com/webhelp/v170/install/index.htm#25355.htm)

o General Login Information - Indicate the login credentials the Lucity programs should use to connect to the database.

.NET Login ID - Enter the Login ID that any Lucity application developed with Microsoft.NET should use to connect to the database. This
login information is retrieved via the Gateway Login account.

.NET Login Password - Enter the Login Password that any Lucity application developed with Microsoft.NET should use to connect to the
database. This login information is retrieved via the Gateway Login account.

| Note: The .NET credentials are persisted to the Lucity database.

Legacy Login - Enter the Login ID that any Lucity application not using .NET (older) should use to connect to the database.

Legacy Login Password - Enter the Login Password that any Lucity application not using .NET (older) should use to connect to the database.

Note: The Legacy credentials are persisted to GBALogin.mdb in the central CONFIG directory.

o Web Gateway Login Information - Required for all clients, regardless of whether they use the Lucity Web applications. Client
Maintenance uses the information provided to generate a new SQL Server or Oracle account and assign permissions forit. Changing
the data in these fields (e.g., entering a new password) will update the information in SQL Server. Clients who use the any of Lucity web
applications, however, must also go to each of their virtual directories and make such changes there (or re-install the Web apps).
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6)
7)
8)

Gateway Login ID - Enter the Login ID required to connect to the GBAUser database to retrieve connection information for the Lucity
databases. If the Integrated Security for Desktop Gateway option is set to False, both Lucity Web and Lucity Desktop applications will use
this account.

Gateway Login Password - Enter the Login Password required to connect to the GBAUser database to retrieve connection information for the
Lucity databases. If the Integrated Security for Desktop Gateway option is set to False, both Lucity Web and Lucity Desktop applications will
use this account.

Note: The Gateway Login Password should be at least 8 characters in length.

When all fields have been completed, click Next >.
Click the Installed Licenses tab at the top of the tool.

You should see your newly installed client in the list.
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DATABASE UPDATE

The Database Update screen shows a list of all the databases that are configured to work with Lucity clients.

view information about the database on the right.

.

., Database Update

[EEE=]

Client Maintenance is ready to update your Lucity databases. This is a crucial step in the Install/Upgrade process. Please review the information below and verify that it is comect before proceeding. If a database has
a status of "CLEAN" please make sure the appropriate database is restored to the appropriate Instance/Server before continuing.

If the information appears to be comect, please press "Update”, otherwise press "Back ™ to retum to the Client Configuration screen. Please note that if you continue without pressing "Update”, some modifcations to
your setup information may not be made and may need to be re-entered on a subsequent run of Client Maintenance.

. Database Database Service Pack Database Database Database Status ~ OK =
AssodiatedClient o Versicn Version Status Platfomn S =T Database Versicn 16
DSN GBAUser001
DSMN Connection Str DSN=GBAUser001:U
Instance Name: JSEMONES-LTASGLI
Root Database Nam GBAUser
Service Pack Versio 0
Desktop G Login Inf
Centrally Manage D¢ True
Desktop Gateway C Data Source=JSEMC
Existing Desktop Ga Data Source=JSEMC
Integrated Security f False
4 General Login Information
.NET Login ID LUCITY_USER

Legacy Login ID LUCITY_USER o0
_NET Login ID
The Login 1D used to connect to the Lucity
databases by applications utilizing the Lucity Busin...

() Email Emors to Lucity

Share setup data with Lucity

= (e

.

Select a database in the list to
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< Back Returns to the previous screen.

Update Runs the Database Update, which examines each client's database to
ensure that it is on the latest version and service pack.

Stop Stops an update that is currently in progress. Note that this action does
not stall the process on the current database; instead, it keeps the process
from continuing to the next database.

Finish >>| Closes Client Maintenance and saves all configuration settings.

Email Errors to Lucity ~ Emails any error messages that occurred during a Database Update
directly to Lucity Support.

How to run a database update

The Database Update process is used to evaluate each database and perform any updates necessary to ensure that the software is current.

Note: This process is critical. Please read the Database Update screen carefully.
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., Database Update [= ===
Client Maintenance is ready to update your Lucity databases. This is a crucial step in the Install/Upgrade process. Please review the information below and verify that it is comect before proceeding. If a database has
a status of "CLEAN" please make sure the appropriate database is restored to the appropriate Instance/Server before continuing.

If the information appears to be comect, please press "Update"”, othenwise press "Back" to retum to the Client Configuration screen. Please note that if you continue without pressing "Update", some modifeations to
your setup information may not be made and may need to be re-entered on a subseguent run of Client Maintenance.

- Database Datzbase Service Pack Datzbase Database Database Status ~ OK &
e r e ] Name Wersion Version Status Platform SR Database Version 16
DSN GBAU=er001
DSN Connection Str DSN=GBAU=er001:U

Instance Name JSEMONES-LT\SQLI
Root Database Nam GBAUser
Senvice Pack Versio 0
4 Dy Login
Centrally Manage Dt True
Desktop Gateway C Data Source=JSEMC
Existing Desktop Ga Data Source=JSEMC
Integrated Security f False
4 General Login Information
.NET Login ID LUCITY_USER
Legacy Login I LUCITY_USER ac
-NET Login ID
The Login |D used to connect to the Lucty
databases by applications utilizing the Lucity Busin...

Share setup data with Lucity

(] Emai Emors to Lucity

B

I) Review the information displayed. As a database is selected in the table, related information is displayed in the box on the right.
o If the information appears to be correct, click Update, and the Database Update process will begin.
o If the information is incorrect, click the < Back button. The program will return to the Client Configuration screen, where the user may

modify the setup.
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2)

3)

4)

3)

If your database has not been backed up within the last 8 hours you will receive the following prompt. If you have not backed up your
database you should do so now.

Mo Recent Backup Detected P

The Lucityl65 database for Client "LucityExample” has no backup
l % history or it has been longer than & hours since the last backup. Itis
recommended that you backup your database prior to proceeding.

Please note - Lucity will not backup your database if you choose to
proceed,

‘Would you like to continue processing this database?

o  Click Yes when you are ready to proceed with the update.

As each database is processed, several status screens appear. You'll also notice that the navigation buttons are disabled, and the Stop
button is enabled. Clicking Stop does not terminate processing of the current database; rather, it prevents any additional database
processing after the current database is complete.

The Database Status changes to OK when a database is processed without error. If an error does occur:
o anerror message dialog appears,

o theerroris recorded in the Error Message column of the grid, and

o anerror log file is generated.

When the Database Update process is complete, users can click the Email Errors to Lucity option to create an email message with the error
and configuration information attached. Be assured that no password information is stored in the configuration information sent to Lucity.

Click the Finish >>| button when the entire Update process is complete to save the configuration information and exit Client Maintenance.
Note: If you click the Finish >>| button before clicking Update, the system will skip all database processing. This is not recommended.

The rest of the Server/Database installation will be completed.
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DATABASE CONNECTION ENCRYPTION OPTIONS

When Lucity programs connect to a SQL Server or Oracle database, they have to send login credentials. Because these credentials are usually
sent out over a network, there is a possibility they could be intercepted.

Lucity provides several different options for managing and securing configuration information.

Managing Database Connection Encryption

The connection encryption can be managed using:

A centrally managed desktop gateway - Enables an administrator to make changes in a single location and automatically download those
changes to each workstation. (This is the default setting.)

Manual configuration - Requires an administrator to visit each machine to make changes to the database connection configuration. This
option can be more secure than using a centrally managed desktop gateway.

Database Connection Encryption

Once an agency has decided how to manage encryption, it can choose one of three methods for encrypting the connection credentials:

)

2)
3)

Integrated security - Uses Windows authentication (through an active directory group) to encrypt and send connection credentials to the
database.

Unencrypted credentials - Give users access to a very limited set of stored procedures, rather than the entire database.

Encrypted credentials - Requires an agency to set up encryption manually. (This is the most secure method.)

Management + Encryption Options

The following matrix outlines each of the database types and the options for managing the deployment of these configurations:

Centrally Managed Manual Configuration
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Integrated Security X X

Unencrypted Configuration X X
Encrypted Configuration X
Defaults

e SQL Server - Centrally Managed, Integrated Security

e Oracle - Centrally Managed, Unencrypted Configuration

How to set up centrally managed integrated security

I) While installing the client or reviewing the settings, look at the GBAUser database settings.
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Fleaze enter the information relesant to your ingtallation.

4 Database Information
Database MName GBAComm
Database Flatform oL Server

4 (General Login Information
Legacy Login D LUCITY_USER
Legacy Login Password sssssssssss

Database Name
The name af the Lucity database.
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2)
3)
4)
3)

Make sure the Centrally Managed Desktop Gateway setting is set to True.
Make sure the Integrated Security for Desktop Gateway setting is set to True.
In the Active Directory Group for Gateway setting, enter an Active Directory group or click ... for a list of groups.

Provide the Web Gateway login credentials in the Gateway Login ID and Gateway Login Password fields. (This is used to generate the
Gateway account; it is NOT saved in the Config folder.)
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How to set up centrally managed unencrypted security

I) While Installing the client or reviewing the settings, look at the GBAUser database settings.
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Fleaze enter the information relesant to your ingtallation.

4 Database Information
Database MName GBAComm
Database Flatform oL Server

4 (General Login Information
Legacy Login D LUCITY_USER
Legacy Login Password sssssssssss

Database Name
The name af the Lucity database.
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2) Make sure the Centrally Managed Desktop Gateway setting is set to True.
3) Make sure the Integrated Security for Desktop Gateway setting is set to False.

4) Enter the Web Gateway login credentials in the Gateway Login ID and Gateway Login Password fields. (This information is used to generate
the Gateway account, which is then saved (unencrypted) in the Config folder.)
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How to set up manually encrypted security

I) While Installing the client or reviewing the settings, look at the GBAUser database settings.
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Fleaze enter the information relesant to your ingtallation.

4 Database Information
Database MName GBAComm
Database Flatform oL Server

4 (General Login Information
Legacy Login D LUCITY_USER
Legacy Login Password sssssssssss

Database Name
The name af the Lucity database.
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2) Make sure the Centrally Managed Desktop Gateway setting is set to False.
3) Make sure the Integrated Security for Desktop Gateway setting is set to False.

4) Enter the Web Gateway login credentials in the Gateway Login ID and Gateway Login Password fields. (This information is used to generate
the Gateway account; it is NOT saved to the Config folder.)

5) Configure each desktop manually using the Encryption tool provided. Learn more >> (see "Encryption Tool" on page 134)
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ENCRYPTION TOOL

The Encryption tool is installed in the bin directory (\Lucity\bin\Lucity.EncryptConfigurations.exe) of any machine on which the Admin Tools
were installed during the Lucity Desktop installation. The Encryption tool is not deployed to all workstations by default. To use the tool on
other machines, Lucity recommends that an administrator:

e copy the executable file locally to each workstation's bin folder;
e use the program to configure and encrypt the connection strings; and

e delete the program from the workstation when you are done using it.

The primary purpose of the Encryption tool is to enable administrators to change the encrypted passwords in the configuration files of the Lucity
web applications. To use it there, copy the Lucity.EncryptConfigurations.exe and Lucity.EncryptConfigurations.exe.Config files to the root of the
web application folder (the same folder that holds the connections.config file). Then run the tool from that folder.

When running Lucity.EncryptConfigurations.exe for a Lucity web application, the contents of the Lucity.EncryptConfigurations.exe.config file
should be:

<?xml version="1.0"?>

<configuration >

<connectionStrings configSource="connections.config" />
</configuration>

How To Use the Tool
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kR Manage Connection Strings |._||E §|

Encryption Key Name: Mot eT

GEAUserConnectionString

GBAUserConnectionStringclintOlh
GBAUserConnectionStringclintoz0
GBAUserConnectionStringclintOl9
GBAUserConnectionStringclintol 7

£

Databaze Platform: SOL Server Oracle

Client Cannechion

D atabasze Mame

Login/FPazsword _— |nteqrated Security
[ Keep ] [ Dizcard ]

(%) Save uging no encryption

. ) . Save Cancel
() Save using Machine Encryption ‘ ‘ ‘

The existing connection strings were not encrypted.

I) Click Add New to add a connection string for a new client. (Each client will have only one connection string.)
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2)

3)
4)
3)

o Indicate the Database Platform (SQL Server or Oracle), the Connection String, Instance, and Database Name.

o Choose whether to use Login/Password or Integrated Security.

Click Edit Selected to edit a Connection String for an existing client.

o The Instance and Database Name are now editable.

o Choose whether to use Login/Password or Integrated Security.
Click Delete to remove a Connection String from an existing client.
Click Test to validate the selected Connection String.

Save any changes, electing to Save using no encryption or to Save using Machine Encryption.
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NAVIGATION

The Navigation section of the Lucity Administration tool enables administrators to create a set of menus in the Web application, giving users

quick access to the Views and Forms they use regularly.

Menus consist of Menu Groups that contain Views or Forms.

They appear under the Menu tab in Lucity Web.

Note: Users are only able to see particular menu items if they are in a group to which the View or Form is assigned (see "Assign Groups to

Views/Forms" on page 317).

Note: Only Forms that have the Allow on Menu/Favorites Form Option (see "Form Options" on page 207) enabled can be added to a Menu.

-

{é Menu Manager

val Wwerk Order Complete

val Basic Citizen Reguest

. Equipment

- Equipment Form

=-Victoria's Menu Group

‘.. Request Submittal Form with Location

Menus
- Eval Forms o [Sewer FOG v]
i...Eval Equipment b
vl Flest [ Sewer FOG Facilties (2134) -
val Request Complete [ Sewer FOG PumpOuts (2140) -]

"] Show All Views/Forms
"] Show Program Views./Forms

- Request Submittal Form - all fields (VIC TEST) A
=-Jonathan Test b
i Sewer FOG Hauler Pump Outs Form 4 »
- PM new test
i i.Fleet Form v
-New Group
- Pole Inventory Form
- Roys Group
- EVAL4 Equipment Inventory Detail
D.Nes Test S
Click on a menu to rename. Views,Forms on menus cannot be renamed.
Delete Menu Group Create New Manu Group

o]
g
Eg|

Views/Forms not assigned to menus

Sewer FOG PumpOut Form

Save

Cancal

“Names ttalicized in RED are disabled
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TOOLS

Menus

Module Selection
Drop-downs

Show All Views/Forms

Show Program
Views/Forms

Views/Forms not assigned
to menus

Refresh List

EREN

L& Jl¥ ]

Delete Menu Group

Create New Menu
Group

Start Edit
Save

Cancel

Displays all Menus currently established within Lucity Web.

Enables the user to select a Program, a Module, and one of its Components to
control which Views/Forms are displayed in the grid.

Overrides the module selection drop-downs and displays all unassigned Views
and Forms for all modules.

Displays all the View/Forms for all Modules and Components below the selected
Program in the first drop-down.

Lists any Views and Forms that are not currently assigned to a Menu.

Note: This list only shows Forms that have the Allow on Menu/Favorites form
option (see "Form Options" on page 207) enabled.

Refreshes the Views/Forms not assigned to menus grid.

Allows the user to move a View/Form back and forth between the Menus and
Views/Forms not assigned to menus grids.

Allows the user to move a View/Form up and down in the Menus grid.

Deletes the selected Menu Group from the Menus grid.

Creates a new Menu Group in the Menus grid.  After creating the Menu, click on
it in the grid to rename it.

Enables users to modify the Menu.
Saves all edits to the Menus and exits Edit mode.

Cancels any edits and exits Edit mode.
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How to add a new Menu Group

)
2)
3)
4)

3)

At the bottom of the Menu Manger screen, click the Start Edit button (center).
Click the Create New Menu Group button at the bottom of the screen. A "New Group" listing appears in the left-hand grid.
Right-click on the "New Group" listing and type a new name. This is the name that will appear in Lucity Web's Menus grid.

Use the up or down arrows to rearrange the Menu groups, if necessary. The system moves any Views/Forms contained within those menu
groups along with them.

Click Save when finished.

‘ Note: To delete a menu group, click the Start Edit button. Then, highlight a group listing and select the Delete Menu Group button. All
‘ Views/Forms within that menu group are removed from the menu and added to the Views/Forms not assigned to menus grid.

How to add Views/Forms to a Menu

The Forms appear on the right-hand side of the Menu Manager dialog.

)
2)
3)

4)

Click the Start Edit button.
To add a View or Form to the Menu, highlight a menu group in the left-hand Menus grid.
Then, highlight the View/Form to add to the Menu in the right-hand Views/Forms not assigned to menus grid.

o Namesinred are disabled. These items can be assigned to Menus, but they will not appear on the web site until they have been
enabled using Form Options (on page 207).

o If a Form name does not appear in the list of available forms, it may need to be "allowed" on the menu. This option must be turned on
for Forms using the Form Options (on page 207).

Use the left-arrow button to move the View/Form to the Menus grid.

139



5) To rearrange the Forms in the Menu, use the up or down arrows.
6) Toremove a form from a menu listing, use the right arrow button.

7) Click Save when changes are complete.

‘ Note: Templates cannot be added to Menus. All Templates must be copied before they can be used. For additional information on
‘ working with Templates, see the Form Templates topics.
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SAMPLE MENU

Below is a sample of a menu as it would appear on Lucity Web. The Menu appears on the Open a View screen when you click the =+ button

on.
Open a View
Favorites Menu Modules Q
lllicit Discharge + Eval Forms + General
Work Orders + Victoria's Menu Group + Environmental
Requests + Jonathan Test + Sewer
+ PM new test + Storm
+ New Group + Environmental Compliance
+ Roys Group + Transportation
+ Dee Test + Water
+ Matt's Menu + Electric
4+ Ancther New Group + Tree/Park
+ Fleet
=+ Plant/Equipment
Recent + Facility
Work Options (51) + Refuse/Recycle
+ work

Work Requests (50)
Work Orders (48)

Storm Illicit Discharges (508)
Electric Stations (1003)

Street ITS Camera Locations (2712)
Street ITS Automated Gates (2710)

Cancel

-

=+ Warehouse Inventory
+ System Configuration
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FORMS

The Lucity Web system allows administrators to create custom Views and Forms to be used online. All Web modules are made up of three main
components: Views, Grids, and Forms. These components are described briefly below.
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- @Y

Equipment D

ME-ACD1004
MB-ACD1005
ME-ACD3001

ME-ACD4001

Record—

ME-ACDB001

PM/Template
MB-ACDT7001-*030 DAY

MB-ACD7001-*365 DAY

(| LO0T =AY
Equipment ID Text
AIR COND. AFD1004 CABINET
AIR COND. AFD1005 CABINET
AIR CONDITION UNIT
AIR CONDITION UNIT

AR CONDITION UNIT MEWACK1

Fluids (D)

Comments (0)

&

PM/Template Text

Hour Rollbacks (0)

o]l

bl
Operating Status Text
Operational
Operational
Operational
Operational

Operational

PM/Work Templates (2)

AR CONDITIONER - 30 DAY /500 TO 1000 HOUR SERVICE

AIR CONDITIONER - 365 DAY /6001 TO 10000 HOUR SERVICE

‘l ‘ 100 of 2798 ’ |’

Equipment ID*
IMB—ACD?Um

Equipment ID Text

Other Meter Rollbacks (0)

AR B

Equipment Type Text
AIR CONDITION
AIR CONDITION
AIR CONDITION
AIR CONDITION

AIR CONDITION

Assigned To Assigned To Email

arts (0) Dependents (0) Status (0) Components (0) | Tasks (D) Email Tracking (0)

Category Category Text Main Task
UsSPs Middle Basin Equipment SWPT85
UsSP5 Middle Basin Eguipment SWPT91

Equipment_Inventory Form

Equip Rec #
12462

S R % TR o +

AIR CONDITIONER < Plant
Operating Status il Type
1|0perali0na| ‘%I ACD IAIR CONDITION ‘%I “ Facility Fleet
General
Assigned To Priori
i g
Assigned To Email
‘Work Employee Make
=]
Manufacturer Division
1980 IMRVAIR AIRCEL INC %I 1IWWTP %I
Model Account
AVPAZACDOSNU-1000G5
Serial Number PM Account #
FT-FO00108131-000-001
Year Asset Number
Department Plant ID
104|Middle Basin HVAC %I MEB |Middle Basin %I
Grou Process
1 I’Wastew ater % MB-05 %
Plate Fleet ID
[ g
Area
Location Desc

Qﬂ@@ﬁ

Department Text

Middle Basin HVAC -
Middle Basin HVAC

Middle Basin HVAC

Middle Basin HVAC

Middle Basin HVAC

QCO_

30 DAY /500 TO 1000 HOUR SERVICE *

Main Task Text

365 DAY /6001 TO 10000 HOUR SERV

L3

91 - 100 of 2798 items

Form

—Grid

—Grid



View

Grids

Forms

The following sections display how to import new Views, Grids, and Forms, how to modify them, and how set them up for use.

Remember:

Views control how data is structured or displayed on screen. A View can either
show all of the records in a single module or a limited set of records for a module,
based on a preset filter. Views can be launched from the Modules tab, the
Menu tab, or from a Dashboard plugin.

Each View contains one or more grids.

Forms may be attached to Views to allow users to open individual records for
more detailed information.

Grids display a list of records from the module for which the view has
been built. Each record displays a set of general information
(customized by system administrators). If a record contains child
records, the record can be expanded to display the grid of related child
records. Attached to each grid is a toolbar that enables users to perform
different operations.

Example: A parent Work Order grid may contain child Resources, Tasks, and
Tracking grids.

Forms display individual records and can be customized (by system
administrators) to let users see record details or to edit a record. Forms
can be launched from a grid or a menu, depending on system settings.
Forms are always launched in a separate pop-up window.

Each component can be fully customized; the screenshots included in this help guide are only examples.
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VIEW/FORM MANAGER

The Form Manager allows administrators to create, edit, and delete views (see "View Builder" on page 161) and forms (see "Form Editor" on

page 168), as well as perform certain other functions.

[= b=

g& View/Form Manager
STEP 1: Select Program [Work Order Manager -] [T] Show forms in preview mode
STEP 2: Select Module [Work Orders (48) v] Forms.
STEP 3: Select Module Component [ Work Orders (48) v | ] Views

13 Views/Forms

m

Name - Type Enabled ls Default View Assigned To Gr... Public FormID
In Group

EVALT Work Order Detail Complete Form True In Group On Menu

EVAL3 GBAMS WOGF Review Fleet View True In Group NOT ASSIGNED
EVAL3 WOMF Review & Complete Form False In Group NOT ASSIGNED
EVAL4 GBAMS WOGF Review Equip... View True In Group NOT ASSIGNED
EVAL4 WOMF Review & Complete Form False In Group NOT ASSIGNED
MNUnit Test Copy WKORDER Form True NOT ASSIGNED | NOT ASSIGNED
Peter's Test WO Form Form True NOT ASSIGNED | NOT ASSIGNED
‘Work Orders - Full View True Yes In Group NOT ASSIGNED
Waork Orders - Full Form Form True In Group NOT ASSIGNED
Work Orders - Full Form_1 Fom Falss In Group NOT ASSIGNED
Woark Orders - Full _1 View True NOT ASSIGNED On Menu

. . - Vs . | MAT ACGCIGNER | NNT AGIGMEN .

o) o) o ) (e (] (] (it

[] Enable Exporting Export
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DISPLAY CONTROLS

Module Selection
Drop-downs

Show forms in preview
mode checkbox

Forms checkbox

Views checkbox

Enables the user to select a Program, a Module, and one of its Components.
Used to control which Views/Forms are displayed in the grid. List of available
Modules

Displays Forms that are currently in Preview Mode, allowing an administrator to
delete any duplicates.

While a form is being edited, the system saves it in Preview Mode. Occasionally,
duplicate forms are created if the program closes unexpectedly while a user is
editing. In these instances, administrators can clear the duplicate forms by:

® Checking the Show forms in preview mode box.

e  After confirming that no other user is working on the duplicate form,
selecting it and clicking Delete.

Displays Forms in the grid.
Displays Views in the grid.

FIELDS

Name The name of the View or Form.

Type Indicates whether the item is a View or Form.

Enabled Indicates that the Form has been enabled (see "Form Options" on page 207).

Is Default View

Assigned to Group

Only forms that have been enabled can be assigned to menus.

Indicates which View serves as the default or preferred View. (Thereis only one
default per module.)

Indicates that the View or Form has been assigned to a Group (see "Assign
Groups to Views/Forms" on page 317).
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Assigned to Menu

Public Form ID

Alt. Menu Name

Modified By, Last
Modified Date

Is Preview

Lucity Version

Indicates that the View or Form has been assigned to a Menu (see "Navigation"
on page 137).

Shows the ID assigned when a Form is used as a Citizen Portal form.

Indicates the alternate name that is displayed when the View or Form is used on a
Menu.

Identifies the last user to modify a View/Form and the date on which it was
modified.

States whether the Form is currently saved in Preview Mode.

Identifies the version of Lucity for which the View/Form was created.

TOOLS

New Creates a new View or Form record.

Edit Opens the selected record in Edit Mode.

Copy Duplicates the selected record.

Delete Erases the selected record.

Rename Allows the user to provide a new name for the selected record.

Assign Group

Import Templates...

Enable Exporting

Export

Opens up the Assigns Groups to Forms (see "Assign Groups to Views/Forms" on
page 317) window.

Enables users to import Template Views and Forms (see "Import Template
Views/Forms" on page 239). Users can also import templates from the Form
menu.

Disables all of the previous tools (except for Assign Group) and enables the
Export button.

Exports (see "Exporting Views/Forms" on page 157) the currently selected record
as an xml file, which can then be imported.
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Note: Lucity provides pre-built forms that agencies can import (see "Import Template Views/Forms" on page 239).

How To Add a View

I) Use the Module Selection drop-downs at the top of the View/Form Manager to locate the module to which to add the View.

2) Click the New button. The following dialog appears:

o)

P

f( Enter Information [E2]

Mame

@ View ) Form

Help

A view displays data in grid format, and can
have a parent grid as well a child grids. Each
of those agrids may have a form associated to
it.

3) Select View.
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4) Enter a Name for the view and click OK.  The View Builder (on page 161) opens:

View Name  [S00GER

Altemate View Name
Step 1: Select a Grid Type

=)-[¥| Equipment

Equipment Costs

Equipment Insurance Costs
Equipment Fluids

- [] Equipment Hour Meter Rollbacks
(] Equipment Other Meter Rolbacks
-[] Equipment Parents

-[] Equipment Parts

[¥| Equipment Dependents

[¥] Equipment Status

-[¥| Equipment Componerts

[] Equipment Tasks

|| Equipment Email Tracking

| Equipment Thresholds
Equipment Location History
Equipment Comment Grid
Equipment Inspections
Equipment \Warmrarties

[ | Equipment Readings

(<]
e

m

Offline Mobile
[/] This is the default view for the Equipment

Step 3: Select a Form for Grid {optional)

| Equipment Form

| NewFom | [ EdtFom |

_ Preview |

Save

5) Modify the View as desired and Save.

How To Add a Form

I) Use the Module Selection drop-downs at the top of the View/Form Manager to find the module to which to add the Form.
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2) Click the New button. The following dialog appears:

o)

P

fé Enter Information [E2]

@ View ) Form

Help

A view displays data in grid format, and can
have a parent grid as well a child grids. Each
aof those grids may have a form associated to
it.

3) Select Form.
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4) Enter a Name for the Form and click OK. The Form Editor (on page 168) opens:
[

Form  Edit Wiew

Form Editor - Enter & Complete Form

Form Toolbar

E{TE LRSS TY Y E@I Form Pr

- Category
- Problem

- Main Task

- Assigned Crew
- Lead Worker
- Reason

- Status

- Work Order #

Form
Details

:?‘%l|=_-=|

4 Component
Component Type
FigldMame
Fields TablelD
PropertyMame
TableMame

4 Data

CamyOver

Category
WO_CAT_CD
25
CategonyCode
WEKORDER

m

True -

CamyOver

ff True, show Camy Chver button.

Limit List

Form Preview

L]

Main Task

i

.Aﬁsigled(rew
-I.ead\'d'm-lu:r
-Rﬁlsnn

.5|il'lll‘5 .\'l'nrk(l'ller #
2 |New Work Order %I |

[suome )

L]

L]

L]

L)

5) Modify the Form as desired and Save.
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How To Edit a View

[) Use the Module Selection drop-downs at the top of the View/Form Manager to find the module with the View in need of editing.

2) Select a View and click Edit.

View Builder

The View Builder (on page 161) opens:

View Name  [S00GER

Altemate View Name
Step 1: Select a Grid Type

=)-[¥| Equipment

-[¥] Equipment Costs
Equipment Insurance Costs
Equipment Fluids

Equipment Components
Equipment Tasks
Equipment Email Tracking
Equipment Thresholds
Equipment Location History
Equipment Comment Grid
Equipment Inspections
Equipment Warmarnties

[ | Equipment Readings

(v}

Equipment Hour Meter Rollbacks
Equipment Cther Meter Rolbacks

m

Offline Mobile

[/] This is the default view for the Equipment

Step 3: Select a Form for Grid {optional)
Eqipmert Fom =
_Newfom | [ Edtfom | [ Prview |

3) Modify the View as desired and Save.

How To Edit a Form

) Use the Module Selection drop-downs at the top of the View/Form Manager to find the module with the Form in need of editing.
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2) Select a form record and click Edit.

The Form Editor (on page 168) opens:

Form  Edit Wiew

Form Editor - Enter & Complete Form

Form Toolbar

E{TE LRSS TY Y E@I Form Pr

- Category
- Problem

- Main Task

- Assigned Crew
- Lead Worker
- Reason

- Status

- Work Order #

Form
Details

:?‘%l|=_-=|

4 Component
Component Type
FigldMame
Fields TablelD
PropertyMame
TableMame

4 Data

CamyOver

Category
WO_CAT_CD
25
CategonyCode
WEKORDER

m

True -

CamyOver

ff True, show Camy Chver button.

Limit List

Form Preview

L]

Main Task

i

.Aﬁsigled(rew
-I.ead\'d'm-lu:r
-Rﬁlsnn

.5|il'lll‘5 .\'l'nrk(l'ller #
2 |New Work Order %I |

[suome )

L]

L]

L]

L)

3) Modify the Form as desired and click Save.

153



How To Copy a Form

[) Use the Module Selection drop-downs at the top of the View/Form Manager to find the module with the Form you would like to copy.

2) Select aform and click Copy. The following pop-up appears:

» Copy Form

Copy 'LUCITY Equipment Inventom Detal' as new form name:

|Tesl Equipment Form |

3) Enter a name for the copied Form in the field provided.

o  Click Cancel Copy to cancel.

o Click Edit Now to open the copy in the Form Editor (on page 168).

o Click Save for Later to save the copy without editing it.

How To Rename a View or Form

How To Assign a Group

I) Selectarecord in the grid in the View/Form Manager.

2) Click Assign Group.
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3) The Assign Groups to Views/Forms window opens with the View or Form selected.

‘XZ, Assign Groups To Views/Forms E]@
Groups Available Views/Forms
B Bryan test
BEBTest T Import Test View
BV Test Group1 [Wore = | Roys Only View
Dale TestGroup Test WO View
DeeGroupAccess [Work Orders v] Test WO View 2
DeeGroupAccess1 L vic test view
DeleteME = [Work Orders v] vic test work order view
DeniedWorkGroup Work Orders - Full
General User Work Orders - Full with Asset
GIS Administrator Show Only Views, Not Forms
Greg GIS Test
1 ?egst Gmu?) — 7] Show Al Views/Forms
jz:ﬁglziﬁ%r;m [T Show Program Views/Forms

Kevin Limited Permission
Matt Deny URL Config

Matt Limited Permission
Matt Restricted Fields Assign Groups
MattViewOnlyWo

Micole Derny

nicoles test

No SWQ Comm Inv Edit

MNoClosedRequests

Noels Test Group 2

Groups Assigned To
View/Foms...

l Group Properties.. ”

4) Select a Group on the left and click Assign Groups.

5) Close the Assign Groups for Views/Forms window.
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UNSUPPORTED MODULES

The following modules are not yet supported by Lucity Web and must be accessed using Lucity Desktop. Any module not listed here is
supported in Lucity Web.

Work

e  Work Asset Setup

Sewer

e Sewer Rehab
o Rehab Projects
o Model
o Pipe Analysis Details
o Rehab Work Tasks and Costs
o  Default Rehab Work Tasks
o Material Types
o Surface Types

o Accessibility
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EXPORTING VIEWS/FORMS

Often users want to create Views and Forms in their test environment and then load them into their production environment. At the
bottom-right of the View/Form Manager there is an Enable Exporting checkbox and an Export button. These functions let users export Views

and Forms created in one Lucity client and import them to another.
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+* View/Form Manager

Accident Manager ™ o
Accident Data Management s
Accident Data Management I

Hame | Cugtom/Template | Aszigned To Gr... | Assigned To Me... | Public FormlD

Arcident Drata Management Cuztomn In Group MOT ASSIGHED
rd Custam [ Group HOT ASSIGHED

| New B Edi. N Copy.. [ Delete f Rename...
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How To Export Views/Forms

I) Check the Enable Exporting box at the bottom right-hand corner of the screen.

Doing so will disable most other buttons.

2) Choose one or more Views/Forms to export and select Export. The following window appears:

Where do you want to save the file?

Save i | ([ Desktop V| O & £ -
Ty BMy Dacuments BMy Pictures
4 23 j My Computer BMy Pictures_Frame
by Fecent HM@-‘ Metwork Places [iMew Tunes
Documents [ 75)6,75 Help Files |2 expart: test, xml
— El?..tl Help Files 2] grid kest. i
[ I aitlatest | lindsey test.xml
Desktap [Cab795den4bdzF4e254eb009efc2a45aa7
|CData
: [ChDress
J |C)Electric Data Model
My Diocuments [C)Errors anf:I Howe ko Solve
) GBAGISDICE?
i ) EBAGISDIctE 74
'%! [ChInstall Motes
by Computer
‘g File name: E:-: ork Test 1 W | [ Save ]
MyMNetwork | Saveastype: | XML file [* sml) v| | cancel |

3) Browse to the location to which to save the export.
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4) Name the export file, and select Save. One .xml file will be saved at that location. That file will contain all of the Views/Forms that were
selected in the View/Form Manager.

Note: See the Import from XML (see "Import Template Views/Forms" on page 239) topic to learn how to import a Grid or View.

Note: If another View is attached to the View being exported, only the name of the attached View will be carried over when the original
View is imported. To include everything that is attached to the View you are exporting, export the attached Views first, then export the
original View. When the attached Views are imported, they will be linked to the original export because of their shared name.
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VIEW BUILDER

Views are used to create the structure for modules within Lucity Web. A View controls which records are displayed for a module and then

displays them in the module's related grid.

When a record in a grid has child records, the children are displayed in child grids.

control which child grids are displayed.

The View Builder is used to:

set up a View,

View Builder

assign which levels of data are displayed, and

View Name  [E000EN

Altemate View Name
Step 1- Select a Grid Type

-

=[] Equipment

Equipment Costs
Equipment Insurance Costs
Equipment Fluids
Equipment Hour Meter Rollbacks
Equipment Cther Meter Rollbacks
Equipment Parents
Equipment Parts
Equipment Dependents
Equipment Status
Equipment Componerts
Equipment Tasks

.|| Equipment Email Tracking

-[¥| Equipment Thresholds

[/ Equipment Location History

|| Equipment Comment Grid

|| Equipment Inspections

|| Equipment Warranties

[ | Equipment Readings

Offline Mobile
|| This is the default view for the Equipment

Step 2: Select a Grid

determine which Grid or Form is used to display each level of data.
[=lfEr ]

[Equipmert

Step 3: Select a Form for Grid (optional)

[qu.bmeri Form

7]

[enom ] (_estFom |

_ Preven_|

Because Views control what data are displayed, they also
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View name

Alternate View Name

Step 1: Select a Grid Type

Step 2: Select a Grid

New Grid
Edit Grid

Step 3: Select a Form to
Grid (optional)

New Form
Edit Form

Preview

Describes the data that the View displays or its purpose. Lucity Web displays
this name unless an Alternate View Name is provided.

Serves as an alias for the view. When a name is provided in this field, it is
displayed as the View name in Lucity Web.

Enables administrators to choose which child grid types are displayed in the View
and the order in which they should appear. Check a box to make that grid type
appear in the View. Select a grid type to change the related grid and Form.

Enables the user to choose a Grid from the Grid Manager to use for the Grid Type
selected on the left.

Creates a Grid in the Grid Builder (on page 229).
Opens related grid in the Grid Builder (on page 229) for editing.

Enables the user to choose a Form from the View/Form Manager to use for the
Grid Type selected on the left.

Opens the New Form dialog.
Opens the Form in the Form Editor.

Displays the selected form as it will appear online.
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Offline Mobile

This is the default view for

Save

Cancel

Indicates that this View should be available to mobile users when they are offline.

o Views will automatically be considered offline if they are linked to

a dashboard plugin that is in a dashbaord frame marked as offline.

Indicates that the current view should serve as the default view for the module.
Any time a tool within Lucity Web accesses a module, it opens that module using
the default View (unless otherwise specified).

Note: There can only be one Default View for a module, and every module must
have a Default View.

Saves all changes made to the View.

Cancels edits to the View.

SELECTING GRID TYPES TO DISPLAY

The first step in creating a View is to select which child record grids will appear as part of the view. These child records are will determine what
grids and forms need to be created.

)

2)

Under Step 1: Select a Grid Type, review the tree of child record grids available for the current module. This list is determined by the type of
View selected in the View/Form Manager (on page 145).

Mark the checkboxes for each child record grid you wish to add to the View. These selected grid types establish the overall structure of the

Web View.
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‘ Example: The example below shows a Work Order Entry Form. It includes the main parent grid for the Work Order module, as well as child
| grids for Work Order Locations, Work Order Tasks, and Work Order Assets. The Task grid has children, as well: Employees, Materials, and

‘ Fluids.
= A View Builder (== ==
- . View Name
Qv Aaw e B 0 - 1 of ¢
2B cECE B R
Work Order # Category Category Text Main Task Main Task Text Problem Text Assigned Ci
Step 1: Select a Grid Type _ )
=[] Work Orders p Step Z: Select a Grid
— 5) 2013-120572 01000 Admin =[] Work Order Tasks B [WO Review e
Tasks (1) Locations (0) Assets (D)

=] [¥] Work Order Resources - Employees
.. Work Order Resources - Employees - Cost I
/| Work Order Resources - Materials
[ Work Order Resources - Materials - Cost Mz | Step 3: Select a Form for Grid {optional)
Woark Order Resources - Fluids 1 [Enter& e v]
[ Work Order Resourcas - Fluids - Cost Mark
‘Work Order Resources - Equipment
[]Work Order Resources - Contractors
‘ork Order Locations
Work Order Assets
= ] Work Order Task to Asset Links

-[TWark Order Checklists
UPC Code Fluid Text Alt Description Start Date | End Date UOM [F]Work Order Events

-[T1Wark Order Comments

fluid. 1 fluid. 1 < I |

Tasks

Task Task Text Start Date End Date UOM

# of Units | Crew Te

o p= CSINFOUZ  Info Calls Block Party
Employees (0) | Materials (0) |  Fluids (1)

Each 0.00

[ New Form ][ Edit Farm ] [ Preview ]

| Help
M a cortrol to see its d
Fluids

Fluid

[] This is the default view for the Work Orders
1]

Save ] [ Cancel

Total Filter Records: 97347 Total Module

3) To change the order in which the child record grid types appear, select a child record grid type and then use the up and down arrows on the
left side of the screen to change its position in the list.

Note: The View cannot be saved until Step 2: Select a Grid is completed for each Grid Type checked.
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SELECTING GRIDS

The second step in creating a View is to decide which Grid each Grid Type will display.

I) Before a View can be saved, the user must select a Grid for each Grid Type selected in Step 1: Select a Grid Type.

vy View

= M

Builder

E quiprnent Inventany

-[] Equipmest Readings

- [] Equipment ' arranty

- [] Equipment Caost

- [+] Equipmett Inzurance Cost
- [] Equipmest Fluids

- [+] Equipment Hour Rallback
- [+] Equipmett Otherbdeter Rollback,
- [] Equipment Parent

- [] Equipment Partz

- [] Equipment Diependent

- [] Equipmet Status

- [] Equipmest Component

- [] Equipmet Inzpection

- []'work Requests

- []'work Qrders

-] PMAwiork. Template

= [B)X]
S —

Fleasze zelect a Grd
Plea ct a Grid
Equiprment Othertdeter Rollback.

Eval 4 Equipment Otherkdeter Rollback,
RR3 Equiprnent Otherbd eter Rollback,

Pleasze zelect a Form
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2)
3)

4)
3)
6)

Highlight a selected Grid Type on the left (under Step 1: Select a Grid Type).

Under Step 2: Select a Grid, use the drop-down box to select an existing Grid from the Grid Manager.

OR

Click the New Grid button to create a new Grid. More Information about creating new Grids (see "Grid Manager" on page 220)
Repeat steps 2 and 3 above for every Grid Type checked on the left.

Save the View.
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ADDING FORMS TO GRIDS

The final (optional) step in creating a View is to decide whether to associate a Form with the Grid. A Form enables users to see more detailed

information about the records in the View or to edit the records in the View.

Again, this is an optional step.

I) Highlight a Grid Type on the left (under Step 1: Select a Grid Type).

+% View Builder

However, if it is not completed, users cannot open individual records.

View Name |Tesl

Alternate Yiew Name |

Step 1: Select a Grid Type

=] Equipment Inventory
[[] Equipment Readings
[[] Equipment W arranty
E quipmert Cost
Equipment Insurance Cost
[] Equipment Fluids
Equipment Hour Rollback
Equipment Otherteter Rallback.
[] Equipment Parent
[] Equipment Parts
[] Equipment Dependent
@ [[] Equipment Status
E] [] Equipment Companent
[] Equipment Inspection
['wark Requests
[]*wark Orders
[ PM Aefark Template

["] This is the default view for the Equipment Inventory

Step 2 Select a Grid
| EVal4 Equipment Otherteter Rallback. v |

Step 3 Select a Fom for Grid [optional]

Pl
P

Equlpment Othertdeter Rollback |
EVAL4 Equipment Otherteter Rallback
RR3 LUCITY E quiprment Othert eter Rollback

Farms that are available o associate with the selected

grid

[ Save ] [ Cancel

]

2) Under Step 3: Select a Form for Grid (optional) use the drop-down box to select an existing Form from the View/Form Manager.

OR

3) Click the New Form button to create a new Form. More Information about creating Forms (see "Form Editor" on page 168)

4) Save the View.

167



FORM EDITOR

The Form Editor lets administrators control exactly which fields appear on a Form, where those fields are placed, and how those fields act.
is a WYSIWYG (What You See Is What You Get) editor; that is, the preview displayed here shows how the form will be displayed when viewed

This

through Lucity Web.
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Form Edit View Form Tﬂglbar
=T UV YK Form Prev

. Problem Form Form Preview

- Main Task Details
- Assigned Crew

- Lead Worker
- Reason

- Status

- Work Order # |

B |= |
4 Component ~ I
ComponentType  Categony
FieldName WO_CAT_CD H| -l-ﬁld Worker
FieldsTablelD 25 |

PropertyMame CategonyCode -ltaa son
TableMame WEKORDER I

4 Data
T True @ atus @york order #

CamyOwver
ff True, show Camy Chver button.

LIl Rl Rl |

169



Toolbar Contains tools for adding different Form components and for controlling
certain aspects of the Form's behavior.

Form Details Lists all Form components. Also controls the properties of Form fields
(e.g., read-only, editable).

Form Preview Shows how the Form will appear in Lucity Web and enables users to move
around Form components.

How to change the View

How to save a Form

e Select Form > Save to save all modifications to the Form and continue working.

OR

e Select Form > Save and Close to save all modifications to the form and close the Detailed Form Editor.

OR
e Clickthe W button on the toolbar.
OR
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e Clickthe 3 in the corner of the Form Editor. The following pop-up appears:

Confirm Close

Are wou sure you want to close the form without saving?
All current changes will be lost

[ Save Changes l [ Abandon Changes ] [ Cancel ]

e C(lick Save Changes. This action will save all modifications to the Form and close the Editor.

Note: Once the Form is saved using one of the options above, it appears in the Form Manager (see "View/Form Manager" on page 145).

The Form can then be edited as needed.

This ensures that any changes made to existing forms will be immediately available to end users;

Important: Saving a form clears the web cache.
Users will need to

however, if a form is actively in use when it is saved, users will receive an error message and the changes they are making will be lost.
close their browsers and restart Lucity Web in order to access the newly saved form. We recommend that existing forms not be changed at a time when

they may be in use.

How to abandon changes and close
e Select Form > Close from the Detailed Form Editor menu,

OR
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e C(lick the in the corner of the Form Editor. The following dialog appears:

Confirm Close

Are wou sure you want to close the form without saving?
All current changes will be lost

[ Save Changes l [ Abandon Changes ] [ Cancel ]

e Select Abandon Changes, and the Form will close without being saved.

FORM EDITOR TOOLBAR

L I =Y S0
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The Form Editor Toolbar provides all of the tools necessary to customize a Form.

More information on how to use these tools (see "How To" on page 210)

BUTTO NAME

2

+ L &

Abe

2 ®

DESCRIPTION

Show/Hide Form Details Displays/hides the list of fields and components currently on the Form as

Save

Add Fields

Insert Label

Add Divider

Insert Frame

Insert Behavior

Tab Order

File Upload

Remove

Refresh

well as the properties for the selected field or component.
Saves the Form.

Displays a list of fields to choose from, then adds the selected field to the
Form. Fields display attribute data from the module.

Adds a Label component to the form, which provides a means for directly
adding text or notes to the Form. Labels also give users the ability to
embed hyperlinks into the Form.

Adds a horizontal line that visually divides the Form.

Adds a a boxed section to the Form. Frames are used to group similar
fields. When a frame is moved, all of its components move with it.

Adds a Behavior component to the form, which can be used to add a
Remember Me or Use Requestor's Address checkbox.

Note: This option is only available on Request submittal forms.

Changes the order in which Form fields are selected when users press the
keyboard's Tab button.

Lets the Form designer upload dialog boxes to a Citizen Request Form.
Dialog boxes allow citizens to attach a file to the record and upload it to
the server.

Removes the selected component from the Form.

Refreshes the form display, applying any changes made since the last
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refresh. If the AutoRefresh feature is turned on (found under the View
menu), the Form refreshes automatically each time a change is made.

® Carry Over Toggles the Carry Over buttons on in the Form Editor. This function
simply shows where they are so that the Form designer can adjust the
fields accordingly.
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FORM DETAILS

The Form Details window has two parts: The top lists all components (fields, etc.) currently employed on the Form; the bottom displays the
properties of the the selected components and allows users to edit them.

Hudo - §=-EAx 2O
[=)- Frame - Customer Info

.- Name
- Mame (2)
- Work Phone &
- Email

i Label or Instructions

- Problem
-~ Comment from Customers
- Mzset Rec #
- Break
- File Upload

False -
False

False

10«

False

False

ComponentWidth 80
ComponentWidth 350 =
Control Type Dual Textbox control

Label Problem
4 Misc L
I Location 32,189 =
Label

Text Header forfield as it appears on the screen.
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Top Pane

The top half of the Details window lists all fields and components currently included on the form in the order in which they appear.

® Asthe location of components change in the Form Preview the list order changes automatically.

® Selecting a component in the list also selects it in the Form Preview. Likewise, when a user selects an item in the Preview, the same item is selected in the

list.

® Selected components are highlighted in bright green (in the Preview).

Bottom Pane

As components are selected, the Properties grid at the bottom of the screen displays the current component's properties.  Within this grid, users can make
fields read-only or required, insert a default value, re-label components, set sizes, etc. (Definitions are provided for all available properties (see "Component
Property Definitions" on page 177).)

Consider the following when making changes:

o

Default Values - If a default value is designated in the Desktop application, it will NOT appear in the properties dialog; however, if no
default value is entered here, the default value from the Desktop application appears on the web form when it is run.  Any default
values entered here do not affect the Desktop application.

Required Fields - If a field is required on a Web form, it does not affect the Desktop application; however, if a field is required in the
Desktop application, the Lucity Administration for Web Apps tool will add it to the Web form as a required field. Required fields are
identified with an asterisk (*) and a different background color. An error message appears if users attempt to submit a form without
data in a required field.

Pick Lists - When a pick-list field is included on the Form, administrators must use the Control Type property to indicate the type of data
the field will accept. These include a Dropdown, Dual Dropdown, or Code field that can be typed in with a lookup button.

Note: Changes made to each component's properties appear automatically in the Form Preview.
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COMPONENT PROPERTY DEFINITIONS

When you click on each component's property, a description of that property appears below the grid as a quick reference.

describes the various field properties available.

COMPONENT PROPERTY

DEFINITION

Behavior Item

Caption for Asset

Caption for Type

Component Height
Component Type
Component Width

Establishes the default behavior for the component, which is limited to two
options:

® Save Requestor Cookie - Adds a Remember Me checkbox to the form, which,
when enabled, saves the requester's name, address, and contact information
for future use.

® Use Requestor Address - Adds a Use Requester Address checkbox to the
form, which, when enabled, carries the requester address over to the
Location Address fields on the form.

Note: The Behavior feature is only available on Request Submittal forms.

Identifies the descriptive text that appears above the field when the Asset is
selected on-screen.

Identifies the the descriptive text that appears above the field when the Asset
Type is selected on the screen.

Controls the height of the field (in pixels) as it appears on the screen.
Indicates the type of component in the field (for informational purposes only).

Controls the width of the field (in pixels) as it appears on the screen.

The table below
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Control Type

Carry Over

Default Asset

Defines how code-description fields are displayed on-screen. Components can
be displayed as one of the following:

® Combo box - A series of boxes used to select Assets. Sewer pipes and storm
conduits have dual combo boxes.

® Drop-Down List - Lets users select text in the description field.
® Dual Drop-Down List - Lets users select the code or description field.

e Dual Textbox - Lets users manually enter a code or select the code/type from
a pop-up list.

® Textbox Control - Lets users manually enter data, which the system then
validates when the user exits the field.

Note: The type of component in the field determines which Control Types are
available; however, for almost every type of component, at least one option
displays both the codes and types field information so that the user can select a
specific item when the type information is the same for two different codes.

The single drop-down items are intended for use if you do not have duplicate
items in your list.  If you do have duplicate items, such as two problems with the
same type but different codes, then you should select the control type that will
display both the code and the type.

Enables/disables the green Carry Over button for the selected field. To
prevent users from seeing Carry Over buttons throughout the entire form, the
grid the form is attached to must be edited to hide the Display Carry Over
Buttons button. More details (see "Managing Buttons" on page 234)

Note: Fields marked as read-only never display the Carry Over button in Lucity
Web, even if this option is enabled.

Determines which Asset will automatically appear in this field when a new record
is created. Unless the field is marked as read-only, the user can overwrite the
default before submitting the form.
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Default or Default Value

Default Date Time

Default Now

Default Location

Default Type

Facility Option

Determines what value will automatically appear in this field when a new record
is created. Unless the field is marked as read-only, the user can overwrite the
default before submitting the form.

Establishes a date or time to be used when a new record is created. Unless the
field is marked as read-only, the user can overwrite the default before submitting
the form.

When enabled, uses the current date or time as the default when a new record is
created. Unless the field is marked as read-only, the user can overwrite the
default before submitting the form.

Identifies the initial placement of the frame (for reference only).

Indicates which Asset Type automatically appears when a new record is created.
Unless the field is marked as read-only, the user can overwrite the default before
submitting the form.

Determines how a control that selects asset records from various modules
displays Facility Asset Types on-screen:

® Standard List: Makes no change to what Facility assets the user can select.

o After the user has selected the type of asset they are given a list of
all assets of that type.

e Building-Driven List: Controls what Facility assets the user can select
filtered down by Building.

o Ifthe user selects Roof, Room, Furnishing, Floor, or Door as the
Asset Type, then the user is required to select a Building.

o)

The user is then given a list of assets of the selected type that are
related to the selected building.

® Site-Driven List: Controls what Facility assets the user can select filtered
down by Site and Building.
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If the user selects Building as the Asset Type, then the user is
required to select a Site and then select an associated Building.

If the user selects Roof, Room, Furnishing, Floor, or Door as the
Asset Type, then the user is required to select a Site, then select a
Building.

The user is then given a list of assets of the selected type that are
related to the selected building and/or site.
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Fields Table ID

Force Association

Hidden
Hidden Asset
Hidden Type
Label

Label for Asset

Label for Type

Displays the Field ID from the *FIELDS table (for informational purposes only).

Work Flow pop-ups, such as those used to identify the Problem and Cause, are
"force-associated" with Categories. Therefore, only the Problems (or Causes,
etc.) that are associated with the Category may be selected by the user.
However, if a Show All function is available, users can choose Problems or
Causes that are not associated with the Category.

® |f Force Association is set to True, the Show All option will not be available;
only the forced association categories will appear.

e If Force Association is set to False, the Show All option will be available only
to users with the "Show All Enabled" permission in Security.exe.

Note: The Show All option is available only if the ControlType is set to "Dual
Textbox."

Caution: If a Category does not have Problems, Causes, etc. associated with it,

or, if a Problem identifies a default Supervisor who is not also associated with the
Category, users without "Show Enabled" permissions will be unable to complete

the web form if the Problem, Cause, or Supervisor field is required.

These associations and defaults are established in the Lucity Desktop application,
under Work Flow Setup. We recommend thoroughly testing all forms before
implementing their use.

Indicates whether the field is hidden.
Hides the drop-down list for selecting specific Assets.
Hides the drop-down list for a Code Type field.

Specifies the text that appears above a field (other than Asset or Asset Type
fields).

Specifies the text that appears above the field used to select an Asset.

Specifies the text that appears above the field used to select an Asset Type.
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Limit List

Limit Type

Location

Max Value

Min Value

Park Option

Property Name

Limits a pick list to the items specified. When set to True, a button appears on the
form, allowing you to select the items to make available to users.

More information on using the Limit List (see "Using the Limit List" on page 191)
Allows only certain asset types to be entered on the form.

Indicates the location of the component on the screen. This value is
automatically updated as the user drags and drops components in the WYSIWYG
editor.

Sets a limit for the largest value a user may enter in this field. Leave this field
blank to provide for no upper limit.

Sets a limit for the smallest value a user may enter in this field. Leave this field
blank to provide for no lower limit.

Determines how a control that selects asset records from various modules
displays Park Asset Types on-screen:

e Standard List: Makes no change to what Park assets the user can select.

o After the user has selected the type of asset they are given a list of
all assets of that type.

® Park Driven List: Controls what Park assets the user can select filtered
down by Park.

o If the user selects Park Furniture, Court, Field, Structure,
Playground Equipment, Parking Lot, Path, Landscape Area,
Irrigation Controller, or Irrigation Valve as the Asset Type, then
the user is required to select a Park.

The user is then given a list of assets of the selected type that are
related to the selected park.

o)

Identifies the property associated with this field. This relationship helps
third-party developers correlate form data with the properties available in the
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back-end.
Read Only Designates the field as read-only, which prevents the user from entering data.
Required Forces the user to enter information in this field in order to submit the form.

Note: The Required property for the Category field is "True" by default. For
all other fields, the Required property is "False" by default.

Shaded Indicates whether a frame appears shaded on-screen.

PICK-LIST FIELDS

Pick-lists allow users to select a value from a predefined list.  Lucity pick-lists often consist of two fields: One contains a Code and the other a
Description or Type. Sometimes the available values are carried over from another module (e.g., assets lists, resource options, locations, etc.).

Example

=

F
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Codes

Numeric - These pick-lists only allow a number in the Code field.

Alphanumeric - These pick-lists allow a mix of numbers and letters in the Code field.

Selectable Values

The values users can select in pick-lists come from one of two sources:

User-defined pick-list - These pick-lists often track an attribute. The values available in these pick-lists are established by the agency using
Lucity.

Module-defined pick-list - These pick-lists are used to select a record from another module in the Lucity system. The values available in
these pick-lists are automatically populated using data from the related module.

Pick-list Appearance

Single drop-down boxes - A single box that shows both the Code and Description together.
- Selectan ltem - W

Dual drop-down boxes - Separate boxes for the Code and Description. When the user makes a selection in one field, the system
automatically completes the other field.

-Selecta v | | -Selectan ltem - »

Text control boxes - An empty text box for the Code and a pick-list button for the Description. Enter the Code and exit the field to
automatically populate the Description field, or, click the pop-up button.

| =
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If a user enters invalid data into a pick-list field, an error message appears.

How to use a pop-up pick-list

2)

3)

Address

Street Name

[1125. [s141sTsT

Click on the Pick List button %I to the right of the field. The following pop-up appears:

@

124 Noxt || Lot Fiter

N

W3in

AVBDNNNDABNNNANBABDANAD BB BN Y

13074
13157

1520
134TH
135T™H
137
138T™H
140TH
190T™
14157

14157

420
144TH
146TH
14774
147
14T
150T™H
15157
153D
154TH
1547
15T
15T

PURUERQYINQYARGRIYYIIRI99Y
%

.

4

To filter for specific data in the pick lists, type the filter criteria in the blank fields at the top of the screen, then click the Filter button.
system narrows down the available selections by the criteria entered.

o The filter searches for data that either starts with or contains the value entered (depending on system settings).
user enters "Main" in the Street Name column, the filter finds the first Street record that starts with "Main."

o Enter "%][criteria]" to search a field for that criteria anywhere in the field.

Click on the First, Previous, Next or Last buttons to move through multiple pages of options.

For example, if the

The
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4) Highlight a Street listing and click Select.  The highlighted street is added to the pick list field on the form.

How to edit a pick-list

Click in a picklist field.

[) Press Shift + F9.

(¢]

If the picklist can be edited, a message appears in the bottom-left-hand corner of the screen.

2) The following dialog box appears:

L

1 |Dperati|:|nal

951 |Outof Service

Complete |

B

Delete |
Select |

3) Sort the columns by clicking on the Code or Type headings.

4) Click in either the Code or Type field and enter the desired value.
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3)

Note: Picklist options listed in gray are hard-coded and cannot be edited.

Note: Codes have to be unique; Types do not.

Click Complete to leave the dialog or Select to use the selected option to fill out the form field and leave the dialog.

Y Requires the Popup Lists - Edit permission for the related module.

How to add a pick-list item

)
2)

Click in a pick list field.

Press Shift + F9. The following dialog appears:
If the pick list can be edited, a message will appear in the bottom-left-hand corner of the screen.

(¢]

1 |Dperati|:|nal

951 |Outof Service

Complete |

B

Delete |
Select |
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3) Click the Add button. The following pop-up appears:

_

Code: Mumeric

Type:

I~ Keep add dialog open

Cancel

4) Enter the desired value.
‘ Note: Codes must be unique; Types do not.

5) Mark the Keep add dialog open box to continue to add pick list options.
6) Click Ok to close the Add dialog.

7) Click Complete to leave the Add pick list dialog or Select to use the selected option to fill out the form field and leave the dialog.

y Requires the Popup Lists - Edit and Popup Lists - Add permissions for the related module.

How to delete a pick-list item

I) Click in a pick list field.
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2) Press Shift + F9. The following dialog appears:

o If the pick list can be edited, a message appears in the bottom-left-hand corner of the screen.

3)

1 IGperatiu:unaI M

951 |Outof Service

Delet
Complete | oelect |

e A

4) Click on the words Code or Type to sort the columns.

5) Select a pick list item.
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6) Click the Delete button. The following pop-up appears:

_—

Are you sure you want to delete this
row?

I~ Dont show this again.

Yes MNo

7) Mark the Dont show this again box to hide this prompt for future deletions. Marking this box will hide this prompt for all pick lists on the
form.

8) Click Yes to complete the deletion.
Note: Picklist options listed in gray are hard-coded and cannot be deleted.

9) Click Complete to leave the dialog or Select to use the selected option to fill out the form field and leave the dialog.
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& Requires the Popup Lists - Edit and Popup Lists - Delete permissions for the related module.

USING THE LIMIT LIST

The Limit List feature allows users to limit the options available in a pick list on a specific Form. This list is limited to certain items.

Within Lucity, there are two types of pick lists: the standard pick list, which is based on a set list of options; and the asset-selection pick list,
which requires the user to first select a Module from which to display Assets.

The process of creating Limit Lists for each type of pick list differs slightly:

How to limit a standard pick list

I) Add a field that can be limited to the Form. This includes Problem, Category, Affected Asset, etc.
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2) In the Properties grid, click on the LimitList property and select True. The Limit List button is now enabled.

E Component -
= Data
D1t aulty lue
True b
ReadOnly Falze
Required Falze
E Design

Compaonentsfide 120

Compaonentsfide 120

ContralType Dual Textbox co

Label Billing Freq ol
LimitList
When true, the code selected must be
fram the lizt defined for this form.

Coe )

3) Click on the Limit List button to access the Limit List Form. The Limit List Collection grid displays the code and description for each item
available.
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4) Highlight one or more selections in the left-hand grid and add them to the right-hand grid. The items in the Limit List will be the only ones

accessible to users of the Web Form.

+= Limit List Form

- Code Type
1

[ perational
Out af Service

Parent Out of Ser...

[ Coren ]

5) After making selections, click Save.
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How to limit an asset-selection pick list

Asset selection pick-lists only appear on the Work Order Assets form. Therefore, this type of Limit List is useful to create a Form in which only

one type of Asset can be selected.

I) Add the Asset Rec # field to the Form.

2) In the Properties grid, click in the Default Type property and choose the Module from which users will be able to select Assets.

3) Then, click on the LimitAsset property and select True. The Limit List button is enabled.

A
B Data
[ TR T sm
[ Cefault Type Sewer Structure
—TOTeT Tase
Hiddarn T Tra
True v
a8 FaEE ]
ReadOnly False
Required True
E Design w
Limit Asset

When TRUE., you can create limit list of specific
assets forthe AssetType set in the Default Type...

| Limit List J

4) Click on the Limit List button to access the Limit List form.

Module.

The Limit List Collection grid displays the code for each Asset in the selected
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5) Highlight one or more selections from the left-hand grid and add them to the right-hand grid. The items added to the Limit List will be the
only ones accessible to users of the Web Form.

+-, Limit List Form

- LssetCommonlDl

6) After making selections, click Save.
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FORM PREVIEW

The Form Preview is where most Form editing takes place. Within this window, users can select components to edit properties, move
components, change labels, and test field functionality (in a limited manner).
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FDI‘I‘II Preview

9 Customer Info
Buome- Buameca): .
O Geme: £ o
@ o cquired 2
O | g5

&nmment from Customers &ksse‘t Rec #

.Select File

Browse...
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FORM COMPONENTS

Fields

Label

Divider

Frame

Behavior

File Upload

Spacial Function Field

EDITING TOOLS

Displays the list of available fields to choose from, then adds the selected field to
the form. Fields display attribute data from the module.

Adds a label component to the form. Labels are a way to add text or notes
within the form itself.

Adds a horizontal line that visually breaks up the form.

Adds a a boxed section to the form. Frames are used to group similar fields.
When a designer moves a frame, its components move with it.

Adds a behavior component to the form. A "Remember Me" checkbox or a "Use
Requestor's Address" checkbox are examples of behavior components.

Note: This option is available only on Request submittal forms.

Allows the designer to include upload dialog boxes in the form. Upload boxes
let users attach a file to the record and upload it to the server.

Indicates that special functions are available for a field. These buttons are
automatically added. Click on the button to see the functionality available.
Examples of special functions (see "Special Field functions" on page 199)

Component Handle

Selected Field

Enables users to control the position of a component in the Form Preview.
Appear as solid dark circles at the corner of the component. Click the control
and drag it to move the field, label, etc. to the desired location.

Indicates that a field or other component is selected. The field appears
highlighted in bright green.
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SPECIAL FIELD FUNCTIONS

Task Dates

If the Enforce Task Start Date = End Date option is enabled in the Work module, only one Date field will appear on the Task forms.

@] Knowledge Base button

Depending on an agency's Work Flow Setup in Lucity Desktop, some Problems found on Request submittal forms may be associated with
Knowledge Base entries. When a user selects one of these Problems on the form, the Knowledge Base window appears. Click OK to close the

Knowledge Base dialog. To view this information again, simply click the g_l button on the form.

Example Knowledge Base
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=
12] Scripts button

Depending on an agency's Work Flow Setup in Lucity Desktop, some Problems found on Request submittal forms may have an associated Script.
When users select one of these Problems on the form, the Scripts window appears. This window allows users to enter a response to each Script

=
in a large text box. Click OK to close the Scripts dialog. To view this information again, simply click the 52] button on the form.

Sample Script Question?

Parts Integration

Depending on an agency's Lucity Desktop settings, the Warehouse Parts Inventory module can be integrated with the Work module to provide
optimal inventory management. This integration enables an agency to disperse parts from warehouse locations for use on Work Orders. To
use this feature, an agency must complete the Parts Inventory Integration Setup in the Desktop application.

The basic steps are listed briefly below. Please see the Lucity Help guide for complete details on the Parts Integration Options and dispersal process.

I) Include a Work Material or Fluid code for each inventory Part to be used on Work Orders (in the Desktop's Parts Inventory module).

2) Set the "Integrate Work and Parts Inventory" Parts Integration Option to Yes (in the desktop, Administration>>Work Options module).
Set the other integration options relating to mobile warehouses and default locations as desired.
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Doing so will apply the changes made in the Integration Setup to the web

3) In Lucity Administration for Web Apps, clear the web cache.
forms.

4) On the Web Work Order forms, select a Part from inventory.

5) Indicate the number of units to be used on the Work Order.

6) Save the Web Work Order form. If a mobile warehouse is attached to the work order, the parts will be dispersed from that location.
Alternatively, if no mobile warehouse exists, but a default warehouse location has been assigned in the Parts Inventory, the parts will be
dispersed from the default warehouse. If there is neither an attached mobile warehouse nor a default warehouse location, the dialog box
below will appear. This screen allows the user to select where the inventory items are pulled from.

Needed:|10
WHI1 Test
| 3 WHI1.L1 WHI1 Test
[ -5 WH1.L3 WHI1_ Test N
b .

7) The dialog indicates the number of units needed to complete the Work Order. Enter the part quantity selected from each available
warehouse. The total quantity selected will appear in the Supplied field. The value in the Supplied field must match that in the Needed
field before the OK button will be enabled.

8) Click OK. The parts will automatically be dispersed from inventory.
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Partial Defaulting Example

Using the Financial Integration options available in Lucity Desktop, an agency can enable partial defaulting for Account Numbers and Project
Numbers on Lucity Web forms.

The basic steps are listed briefly below. Please see the the Lucity Help guide for complete details on Partial Defaulting and Work Flow Setup.

[) In Lucity Desktop's Administration>>Work Options module, turn on the options for Use Partial Defaulting for Accounts and Use Partial
Defaulting for Project Numbers.

Note: These options can be used with or without Eden Financial integration.

2) Inthe Desktop's Work Flow Setup modules for Categories and Tasks, enter the applicable Account Numbers and/or Project Number - Account.

3) Inthe Lucity Administration for Web Apps, clear the web cache. Doing so will apply the changes made in the Work Options to the web
forms.

Then, when the Category or Task is selected on the Web form, the system will automatically carry over the corresponding numbers with no other

input from the user (example below).

Task™ Task Start Date Task Start Time
IWO.TEST-EP1 |WO.TEST-EP1 =& O
Task Supervisor Task End Date Task End Time

=) (O]
Task Crew

g
Account # Proj No - Acct
11-3211-5111 = IaaDDD—1m1DDD—DDDD%|
# of Units Unit of Measure Unit Cost Total Cost

0.00 |1 |Hours g | 0000 0.00
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Financial Integration Example

If your Lucity Desktop application is integrated with Eden Financial systems, you can select Eden account numbers on the Work Order forms.
The basic steps required in the Lucity Administration for Web Apps are listed briefly below. Complete instructions for applying the Eden InForum Gold

Integration to the Desktop application are found in the Lucity Help Guide. The web cache must be cleared before any changes to the integration setup will
take effect in the Web forms.

I) In Lucity Administration for Web Apps, add the Account Number and Project Number component types to the Work Order forms.
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2) Eden account and project numbers are comprised of multiple levels or segments.  Lucity Web users will be able to click the button =
beside the fields to access the Segment selection dialogs.

3) Users can then click on the Segment 1, Segment 2, and Segment 3 buttons to select from lists of pre-existing Account and Project Numbers.
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Work Order Location Fields

The Work Order form has a special set of location fields (Address, Street Name, Street Name 2). These fields let users add location data to a
Work Order without going to the Location grid to add a Location record. When the user fills these fields and and saves the record, the system
creates a record in the Location grid using these values. If the Work Order form is edited and these location fields are changed, the original
location is retained, and the new address is added as another record in the Work Order Location grid.

Location

This address is the First Location on the Work Order. If you change the values, it will add a new location when you
Save, then it will continue showing the first location.
Address Street Name Street Name 2

13642 S 156TH PL = =

=] =]

Note: The location fields always display information for the first location listed on the Work Order, even if the user added several locations.

File Uploads

When the File Upload control is added to a Citizen Request form, citizens can click the Choose File button (example below) to browse to a file of
their choice.

Select File

Choose File | Mo file chosen

205



Sign Images

A Picture File field can be added to Sign Inventory and Sign Library forms to display images of a sign on the form.

Note: Before this field will work the sign images must be copied from the ...\Pict\SignLib folder that is installed during the Lucity Server
install(in the Lucity share) to the web server in the inetpub/wwwroot/LucityWeb\images\signlib folder.

Intersection Images

A Diagram field can be added to the Intersection Inventory form to show what the intersection looks like.
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FORM OPTIONS

The Form Options dialog provides administrators with some general form controls.

below.

OPTION

USE/PURPOSE

Alternate Menu Name

Enable Form

Captcha enabled

Show Submit Button

Show Create Work Order
Button

Show Additional Emails
Textbox

Indicates that an alternate name or alias should be used as the Form's title at the
top of the form, in the menu and on the Web site.

Makes the Form accessible to users in the Lucity Web application.
Note: All forms, whether they are associated with parent or child records,
must be enabled to be used on the Web application.

Adds a Captcha code similar to the one below to the Request web form.
Users must type the code as it appears to submit their request.

Enter the code shown above:
306526

Using Captcha codes can reduce some of the spam requests that might otherwise
be submitted through a Web form.

Controls whether the Submit button appears on a Citizen Portal form. This
option should be enabled in most cases.

Adds a Create Work Order button to internal Request forms, which enables
users to quickly enter a Request, save it, and create a related Work Order .

Adds extra Email Address fields to Citizen Portal forms so that a requester can
send the Create Request Email to more than one address.

Each of the available form options are defined in the table
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Use Information From
Employee

Citizen ID

Client Version Number

Uses information from the employee's Lucity Employee record (Work > Work
Flow Setup > Employees) to populate fields when the employee is completing an
internal Request..

Makes a form accessible to the Citizen Portal product. This field is used to link
an external site to a form.

This feature can also be implemented on intranet site to accommodate agency
users that do not have a Lucity login ID.

® Enter a unique, alphanumeric ID using uppercase letters and numbers only
(e.g., XYZ123, CITIZEN1). Do not use any symbols (*, #, %. etc.). ThisIDis
used as part of the URL for the Citizen Portal form. More information on
setting up Citizen Portal (see "Create Request Forms" on page 478).

Note: In order for citizens to use public web forms, several security permissions
must be enabled. See the Group Assignment topic for additional information.

Note: To make public web forms available to internal users, mark the Allow on
Menu checkbox. Administrators can then add the form to menus and assign
groups (see "Assign Groups to Views/Forms" on page 317) toit. To make a
form only accessible to public citizens, do not check Allow to Menu.

Indicates the version number that the client is currently using.

How To Access and Use the Form Options

I) Ina Form, select Form > Options from the menu at the top of the Form Editor. The following dialog box appears:
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-
Form Cptions u

Altemate Menu Name

Enable Form
Captcha enabled

| Show Submit Button (Affects Citizen Partal Onby)

I [] Show Create Work Order Button

I [7] Show Additional Emails Textbox

i [7] Use Information From Employee |

Citizen 1D (All Caps and Hs)
CITIZEM

Cliert Version Number

2) Enable/disable options as desired.

3) Click OK to save the changes.
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HOW TO

This section explains how to accomplish common tasks when editing a form.

How to show/hide the Form Details

e To toggle between showing and hiding the Form Details, click the EL button on the toolbar.

How to add a field

[) Click the ¥ button on the toolbar. The list of available fields appears.
o The fields available depend on which program, module, and component was selected in the Form Manager.
o If the default field names have been changed in the Desktop, the custom names appear in this list.

2) Select one or more fields in the list.
o Each field can be added to a form only once; any field already added to the form will not appear in this list.

o When afield is highlighted, a brief description appears at the bottom of the dialog. The description displays the field Name, Component
Type, and default Lucity Caption.

o Note: Click the FieldNames or Captions button to toggle how fields are identified in the list.
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3) Click the OK button to close the list of fields and add the selected fields to the Form Preview.

Add Fields

Address -
Contractor (T
Created By

Creation Date Time

Inspected By

Loc Apart/Suite

Loc City

Loc State

Loc Zp Code

PM Trigger

Projected Compl Lock
Received By

Street Name

Street Name 2
System D 1

WO User 31

WO User 32

WO User 33

WO User 37

WO User 38

WO User 39

WO User 40 o

m

i
i

Names

The system places the fields on the form in the order in which they were selected.

Note: If secured fields have been added to a form (e.g., Employee's hourly rates), only users with rights to view secured fields will see
them. These rights are granted in the Security.exe.
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‘ Note: Fields that are required in the Desktop application (such as Category on Work Orders) will be forced onto the Web form by the
| Lucity Administration for Web Apps. Such fields cannot be removed; however, they can be hidden using the Component Property (see

‘ "Component Property Definitions" on page 177) settings.

Several types of fields have additional special functions (knowledge base, scripts, etc.).

How to insert a label/hyperlink

[) Click the Abc putton. A component called Change My Text appears in the Form Preview.

FDI‘III Preview
)

Category™

| | ‘
.G-IH.II(I MY TEXT
tDEpartment

. endtime 1

2) Double-click on Change My Text to access a text box.

Note: There are no limitations on the number of labels that can be added to a Form.

3) Add the desired text and click outside the box to add the text to the form?

These fields are described in the following topics.
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Hyperlinked Labels

To make the label a hyperlink, use the following syntax as the text:

<a href="website url" target="_blank">Your Label</a>

e The part marked as Your Label will be displayed on the form, and the address used as the website url will open when the user clicks the
label.

Example

<a href="http://blog.lucity.com" target="_blank">Lucity Blog</a>

How to add a divider

) Clickthe ™ button. A dividing line appears at the bottom of the Form Preview.
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2) Use the component anchor (the blue sphere at its top left corner) to move the divider to its desired location.

Note: The length of the line cannot be changed.

Note: There are no limitations to the number of divider lines that can be added to the form.
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How to insert a frame

Click the frame button D . An empty, rectangular frame is added to bottom of the the Form Preview.

Y.

Changing the Frame Size

o Click and drag the triangle ﬁ at the lower-right corner of the frame to resize it.

Grouping Fields with a Frame

o Place fields inside the frame by using a field's handle @ to drag and drop it inside the frame's borders.

o The fields will be attached to the frame that surrounds them. Therefore, when the frame is moved, all attached fields will move with it.

&
'Assigned Crew

Assignmen

.Agsigned Time 'Agsigned Date

| Qg |

et

.Assignﬂl By

=

=
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How to add a file upload

[) Click the A button on the toolbar.

2) A File Upload field appears at the bottom of the Form Preview.

.Select File

Browse...

Note: More than one upload field can be added to a Form.

More information about setting up a File Upload

How to move components

e Place the mouse pointer over the handle @ at the component's top left corner.  Click, drag, and drop the component to a new location.
OR

e Select the component and change the values in its Location properties.

Note: Fields can be placed anywhere on the form; the form size automatically adjusts to accommodate field placement.
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How to rename components

e To change the text of a field's Label, simply click on the label. A text box appears, allowing you to type directly in the Form Preview.

.Accuunt#|

OR
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e Select the field and change the value in the Label property.

How to edit tab order
[) Click the [ button on the toolbar. The following dialog box appears, listing all fields currently included on the Form.

Tab Order ['5_(|

Enable Manual Tab Order

Cateqgaory Maove Up

Prablem

b ain T ask. -
Azzigned Crew
Lead warker
FReazon

Statuz
Whork, Order #

] ] [ Cancel

2) Select the Enable Manual Tab Order checkbox.

3) Highlight individual fields in the list and click the Move Up or Move Down to change the tab order.
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4) Click OK when the changes are complete.

Note: The default tab order for fields in Forms is assigned by the system in a left-to-right, top-to-bottom manner. The system takes into
consideration the placement of fields within frames, meaning that users can tab through all of the fields in one frame before the tab order
shifts to a second frame.

How to remove the selected item
[) Select the item to remove. The currently selected item appears highlighted in bright green.
2) Click the # putton to remove it. [Can the action be undone?]
‘ Note: Fields that are required in the Desktop application cannot be removed. The Remove button is disabled when such a field is selected.

‘ However, such a field can be hidden.

How to hide Lookup buttons
There are several special lookup buttons found on Work Orders and Request forms.

To hide the lookup buttons:

I) Go to System > Settings > Work tab.

2) Disable the Show Customer Lookup and Request Lookup buttons on Request forms and the Show Customer Lookup button for Work Order
Billing options.
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GRID MANAGER

The Grid Manager enables administrators to create, edit, and delete grids, among other actions.

»* Grid Manager

Accident b anager

Accident Data Management s

Accident D ata Management ™

- Grid Mame | Cuztomd Template D ezcription todified By Last Modified On

_ Accident Data Management Cuztom

Custam

Fob 1 2010
Raob 114201

Rob 1142011
Yhibson 1/4/2011

Cuigtam

Wictaria's Grid Cuiztam
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DISPLAY CONTROLS

Module Selection
Drop-downs

Enables the user to select a program, a module, and one of its components to
control which Views/Forms are displayed in the grid.  List of available modules

FIELDS
Grid Name Specifies the title of the grid.
Description Provides the user-defined description of the grid's purpose.

Modlified By, Last

Indicates the last user to modify a grid and the date the grid was last modified.

Modified On

TOOLS

New Creates a new Grid record.

Edit Opens the selected record in the Grid Builder.

Delete Deletes the selected record.

Copy Copies the selected record.

Rename Renames the selected record

Enable Exporting Disables all of the previous tools and enables the Export button.

Export Exports (see "Exporting Views/Forms" on page 157) the currently selected record

Note: Lucity provides pre-built grids that can be imported (see "Import Template Views/Forms" on page 239).

How to add a Grid

as an xml file, which can then be imported.
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I) Use the Module Selection Drop-downs at the top of the Grid Manager to find the correct module.

2) Click the New button. The Grid Builder (on page 229) appears:

~| Caption  Sewer FOG Faciity Page Size 10 -
D
Column Editor
Available Columns Selected Columns Properties
# of Employees o~ Facilty Number A 4 Display
1-Compartment Sinks Facility Name Head Facility Number
2-Compartment Sinks (1 E Address E Me:.le;v dﬁ ity
3-Compartment Sinks Street Direction oDIEWT
Account Number E Street Name 4 Field
Bctive Facility Street Type RelatedFigle FA_NUMBER
Alternate Zone Street Suffix
Alternate Zone Text Apartment./Suite
Annuzl Fee Address 2
Mres (SF) Street Direction 2
Asian Street Name 2
Bakery Street Type 2
BBQ Street Suffix 2
Billing Address 1 General Location
Billing Address 2
Billmg Address 3 Header
Billing Business Text to display at the top of the
Billing E-mail column in the grid.
Billing Name 2
Help
7 e Mt
[ Hep  |[ sawve |[ cancal |

3) Enter a Grid Name.

4) Modify and Save the grid.

How to edit a Grid

I) Use the Module Selection Drop-downs at the top of the Grid Manager to find the correct module.
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2) Select the desired Grid and click Edit. The Grid Builder (on page 229) appears:

d Buildes =] [= =S
Grid Name [EETERTOENERET
Grid Type  Sewer FOG Facilties v| Caption Sewer FOG Facility Page Size 10 -
Deerrint
Column Editor
Available Columns Selected Columns Properties
7 of Employees - Facility Number A 4 Display
1-Compartment Sinks Facility Name Head Facility Number
2-Compartment Sinks (1 @ Address E Me:.le;,f dﬁ ity
3-Compartment Sinks Street Direction coreti
Account Number E Street Name 4 Field
Active Facility Street Type RelatedFielc FA_NUMEBER
Alternate Zone Street Suffix
Alternate Zone Text Apartment./Suite
Annuzl Fee Address 2
Mres (SF) Street Direction 2
Asian Street Name 2
Bakery Street Type 2
BBQ Street Suffix 2
Billing Address 1 General Location
Billing Address 2
Billing Address 3 Header
Billing Business Text to display at the top of the
B!Ilmg E-mail column in the grid.
Billing Name 2
Help
7 oftin Mt
Co ) (o] (o ]

3) Modify and Save the grid.

How to copy a Grid

I) Selecta Grid record.

2) Click the Copy button.

223



o The Grid Builder opens a copy of the Grid with a Grid Name that begins: "Copy of..."

o The copy contains all columns and properties found in the original grid. Any changes made to the new grid will not affect the original
grid.

2 Grid Builder,

Grid Type Caption |Work Requests | Page Size 10 v|

3) Modify the Name and any other fields, as desired.
4) Save the Grid.

How to rename a Grid

UNSUPPORTED MODULES

The following modules are not yet supported by Lucity Web and must be accessed using Lucity Desktop. Any module not listed here is
supported in Lucity Web.

Work
e Work Asset Setup

Sewer

e Sewer Rehab
o Rehab Projects
o Model
o Pipe Analysis Details
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Rehab Work Tasks and Costs
Default Rehab Work Tasks
Material Types

Surface Types

Accessibility
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EXPORTING GRIDS

Often users want to set up grids in a test environment before loading them into production. In the bottom-right corner of the Grid Manager,
there is an Enable Exporting checkbox and an Export button. These tools allow users to export grids they have created in one Lucity client and
import them into another.

»* Grid Manager

Accident Manager s
Accident D ata Management ™
Accident Data Management s

- Gnd Mame | Custom/Template Dezcrption todified By Lazt Modified On
coident Data b anagement Cuigkam Rob 1 2010
Custam Raob 1414/2011
Custam Rob 1142011
Victaria's Gnid Custom ViGibzon 14442011

How To Export Grids

I) Check the Enable Exporting box at the bottom-right corner of the screen.  This action will disable most other buttons.

226



2) Choose one or more grids to export and select Export. The following window appears:

Where do you want to save the file?

Save in; | @ Dezktop

V|J? * [

Ty BM':.I' Dacuments
§ 23 d My Compuker

My Fecent HM';.-' Mebwark Places
Documents 756,75 Help Files
— IC5)7.0 Help Files
[ [CT) aitlatesk
Desktop [C)b79sdandbdzf4eza4eb009ef c2a45aa7
@Data
@Dress

|C3Electric Data Model
|)Errors and How to Solve
|y GEAGISDIck?

) GEBAGISDicka 74
[ChInstall Motes

2

by Documents

o

My Computer

My Pictures
I3y Pickures_Frame
[iMew Tunes

h
=1
i
=1

|2 lindsey test.xml

expark tesk,xml
agrid kest, xml

q File name: E:-: ort Test 1 b | [ Save ]
MyMetwork | Saveastype: | XML file [* smi] v| | Cancel |

3) Browse to the location you wish to save the export.
4) Give the export a name.

5) Select Save.

One .xml file will be saved at that location.

The file will contain all of the grids that were selected in the Grid Manager.

227



Note: See the Import from XML (see "Import Template Views/Forms" on page 239) topic for instructions for importing a grid.
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GRID BUILDER

Grids display records within a View. They are designed to:

e show key information from multiple records in a module, and

e provide easy access to a detailed Form view of a single record.

Administrators can use the Grid Builder to control which fields are displayed in a grid, the order in which those fields are displayed, what the grid
is called, and which tools appear in the its toolbar.

Grid Name [

Offline Mobile

Grid Type  Sewer FOG Facilties v| Caption Sewer FOG Facility Page Size 10 -
Deerrint

Column Editor

Available Columns Selected Columns Properties

7 of Employees - Facility Number A 4 Display

1-Compartment Sinks Facility Name Head Facility Number

2-Compartment Sinks (1 @ Address !I] Me:f,:v ” ity

3-Compartment Sinks Street Direction et

Account Number E Street Name 4 Field

Active Facility Street Type RelatedFielc FA_NUMBER

Alternate Zone Street Suffix

Alternate Zone Text Apartment./Suite

Annuzl Fee Address 2

Mres (SF) Street Direction 2

Asian Street Name 2

Bakery Street Type 2

BBQ Street Suffix 2

Billing Address 1 General Location

Billing Address 2

Billing Address 3 Header

Billing Business Tet to display at the top of the

B!Ilmg E-mail column in the grid.

Billing Name 2

Help

J([Save ][ Concel

)
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HEADER INFORMATION

Grid Name

Grid Type

Caption
Page Size

Description

COLUMN EDITOR

Provides a unique title for the grid.

Indicates which module is associated with the grid.  This field is read-only and is

based on the program, module and component selected in the Grid Manager.

Displays the text that will appear at the top of the grid in Lucity Web.

Indicates the number of records that will appear on a page of the grid by default.

Explains the purpose of the grid.

Available Columns

ERN

Selected Columns

Lists all columns in the module that can be added to the grid.

Used to move columns back and forth between the Available Columns list and
the Selected Columns list.

Lists the columns that are included in the grid.

’ A l I v ] Used to move a column up and down within the Selected Columns list.
Columns, as listed top to bottom, appear left to right in the grid.

Properties Lists the display properties of the selected column. More information about
column properties (see "Column Properties" on page 232)

FOOTER

Offline Mode Makes the grid available to mobile users when they are offline.

Manage Buttons

Save

Opens the Manage Buttons pop-up, which lets administrators choose which
buttons appear on the grid's toolbar.

Saves all edits and closes the Grid Builder.
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Cancel Closes the Grid Builder without saving edits.

How to add columns

To Add a Column

[) Inthe Available Columns list (on the left), select a column to add to the grid.

2) Click the > button to move the selected column name to the Selected Columns list.

To Remove a Column

[) Inthe Selected Columns list (in the middle), select a column to remove from the grid.

2) Click the < button to move the selected column name to the Available Columns list.
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Grid Nome Wk O1der

Giid Type, Caplion |Work Oices Mode: PogeSize |10~
Description

Work Order main gid

Cobumn Edilor
vz

(Kvailable Columns ) Properties.
-~ Project Text

iea ity ——— lesls  Feason Tex
e | [a ] ‘e et
(asigred By v
Assigned By Tewt P [i] B Field

Header
Textlo display o thetop of the.
‘colum n the gid

Nof
Available Columns list.
Location grid.

: When creating or editing Work Order grids, a System ID 1 and a set of address fields appear in the
These fields are automatically populated with the first asset ID number in the Asset grid, and first Address from the

By including these fields, administrators have a way to add some asset and address information directly into the Work Order
grid so users don't have to drill down on every record to see the location of the Work Order.

How to change column order

[) Selecta column name in the Selected Columns grid.

2) Click the up and down arrows to move the selected column up or down in the list. The order of the columns, as listed top to bottom,
indicates how they will appear in the grid from left to right.

COLUMN PROPERTIES

When a column name is highlighted in the Selected Columns list, its properties appear on the right in the Grid Builder.

o}

Header - The text that will be displayed above the column in the grid.

o Mobile Width - The width of the column in the iOS Mobile app. If left blank the column is sized based on field type.
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= Boolean-75

= Datetime -100

=  Numeric - Max length of the number.

=  Text - Max length of the text.

o Related Field - The database field to which the column is mapped (read-only).

How To Change a Column Property

I) Select a column name in the Selected Columns list.

2) Click on a property in the Properties list to the right.

Column Editar
Available Columns
[ZofEmployees ]I

1-Compartment Sinks
2-Compartment Sinks
3-Compartment Sinks
Account Number
Active Facility
Alternate Zone
Alternate Zone Text

Asian

Bakery

BEQ

Billing Address 1
Billing Address 2
Billing Address 3
Billing Business
Billing E-mail
Eilling Name

L» ]
[« ]

Selected Columns

Facility Name
Address

Street Direction
Street Name
Street Type
Street Suffic
Apartment /Suite
Address 2

Street Direction 2
Street Name 2
Street Type 2
Street Suffix 2
General Location

[ s |
L~y ]

The property name will be highlighted.

The following properties are available:

Emperliee

4 Display
Header
MobileVWidth

4 Feld
RelatedFielc

Header

Facility Number

FA_NUMBER

Teat to display at the top of the
column in the grid.

3) Click in the field to the right of the property name and change the value.

4) Save changes.
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MANAGING BUTTONS

In Lucity Web, a toolbar appears at the top of every grid.

By default, all toolbar buttons are enabled; however, an administrator can choose to hide a button(s) from all users using the Manage Buttons
button in the Grid Edit screen.

User permissions determine whether certain toolbar buttons are enabled for a particular user.  For example, if a user does not have the
permission to add a record in a module, the Add button will not appear.

. [
D o @ VY- A B & | Work Orders 4 ~ 10 ~ 1 of 9218 GO » »=

Work Order Rec # Work Order # Category Text Main Task Text | Problem Text Reason Text Lead Worker Text Assigned Crew 1

How To Turn Toolbar Buttons On or Off

I) Click the Edit button in the toolbar for the desired grid.
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2) Click the Manage Buttons button in the bottom right corner. The following screen appears:

Button Rules Form

Buttons selected are included over the grid.
Mote: Some features are unavailable in child grids. and won appear regardless of the

option selected here.
[¥] Open In Desktop Button [¥] Report Button [¥] Open In Ancther View
[¥| Create New WorkOrder Button [V/| Tools Button [¥] Show In Map Button

[¥] Create New Reguest Bulton Delete Button Riter Button
[¥] Add New Record Button [V] Subset Button [¥] Documents Button

[¥] Camy Ower Button [¥] Export Data Button /| Edit Resources Button

Create New PM/Template Button

| oK || Cancel |

3) Check or uncheck the desired buttons. Buttons that are checked will appear in Lucity Web.

4) Click OK to save and close.

‘ Note: Users must leave the module and reopen it to see an administrator's toolbar changes.

‘ Note: The Carry Over button is a Form button; disabling it on this screen disables it on the Form attached to this grid.
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COLUMN PROPERTIES

When a column name is highlighted in the Selected Columns list, its properties appear on the right in the Grid Builder.

o Header - The text that will be displayed above the column in the grid.
o Mobile Width - The width of the column in the iOS Mobile app. If left blank the column is sized based on field type.
= Boolean-75
= Datetime - 100
=  Numeric - Max length of the number.
= Text - Max length of the text.

o Related Field - The database field to which the column is mapped (read-only).

How To Change a Column Property

I) Select a column name in the Selected Columns list.

2) Click on a property in the Properties list to the right. The property name will be highlighted. The following properties are available:

Column Editor

Available Columns Selected Columns Fmperliu

- !I] 4 Display

1-Compartment Sinks T Facilty Name ility Number
2-Compartment Sinks A @ Address E ;e:?e‘:vdt’ Facility
3-Compartment Sinks Street Direction aDIEwT

Account Number E Street Name 4 Feld

Active Facility Street Type RelatedFielc FA_NUMBER
Alternate Zone Street Suffoc

Alternate Zone Text Apartment/Suite

Annuzl Fee Address 2

Lrea (5F) Street Direction 2

Asian Street Name 2

Bakery Street Type 2

BEQ Street Suffix 2

Billing Address 1 General Location

EBilling Address 2

Billing Address 2 Header

Billing Business Teat to display at the top of the
Billing E-mail column in the grid.

Eilling Name &

3) Click in the field to the right of the property name and change the value.
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4) Save changes.

MANAGING BUTTONS

In Lucity Web, a toolbar appears at the top of every grid.

By default, all toolbar buttons are enabled; however, an administrator can choose to hide a button(s) from all users using the Manage Buttons
button in the Grid Edit screen.

User permissions determine whether certain toolbar buttons are enabled for a particular user. ~ For example, if a user does not have the
permission to add a record in a module, the Add button will not appear.

S [
D o @ VY- A B & | Work Orders 4 ~ 10 ~ 1 of 9218 GO » »=

Work Order Rec # Work Order # Category Text Main Task Text | Problem Text Reason Text Lead Worker Text Assigned Crew 1

How To Turn Toolbar Buttons On or Off

[) Click the Edit button in the toolbar for the desired grid.
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2) Click the Manage Buttons button in the bottom right corner. The following screen appears:

Button Rules Form

Buttons selected are included over the grid.
Mote: Some features are unavailable in child grids. and won appear regardless of the

option selected here.
[¥] Open In Desktop Button [¥] Report Button [¥] Open In Ancther View
[¥| Create New WorkOrder Button [V/| Tools Button [¥] Show In Map Button

[¥] Create New Reguest Bulton Delete Button Riter Button
[¥] Add New Record Button [V] Subset Button [¥] Documents Button

[¥] Camy Ower Button [¥] Export Data Button /| Edit Resources Button

Create New PM/Template Button

| oK || Cancel |

3) Check or uncheck the desired buttons. Buttons that are checked will appear in Lucity Web.

4) Click OK to save and close.

‘ Note: Users must leave the module and reopen it to see an administrator's toolbar changes.

‘ Note: The Carry Over button is a Form button; disabling it on this screen disables it on the Form attached to this grid.
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IMPORT TEMPLATE VIEWS/FORMS

Forms, views, and grids can be exported and imported.

How To Import a Form, View or Grid

) Select Import from XML on the Forms menu. The following window appears:
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s

/. OpenFile

-

%@l . =« Help » InstallDVD's » 145B800_InstaliDVD » Import Forms » Sewer FOG

Organize = Mew folder

5 Favorites
4. Downloads
=] Recent Places
Bl Desktop

- Libraries
@ Documents
Jﬁ Music
[ Pictures
= videos

(M Computer
&, Local Disk (C3)
(—y HP_TOOLS (E})
— HP_RECOVERY (G)
2 h (\\gbams-net-02) (H:)
o i (\\gbams-net-02) (I3}

|13

m

Documents library
Sewer FOG

MName

|| SewerFOGCorrectivefctionSetupViewxml
|£Z| SewerFOGDisposalFeeSetupView.xml
|£| SewerFOGFacilityEventsView.xml

|| SewerFOGFacilityGreaseTrapsView.xm|

= SewerFOGFacilitylnspectionView.xml

| B §

|£| SewerFOGFacilityViewxml

|£| SewerFOGGreasebxtractorView.xml

i

=| SewerFOGGroupSetupView.xml

| B §

|£| SewerFOGHaulerEventViewxml

= SewerFOGHaulerGroupSetupView.xml

| B §

= SewerFOGHaulerView.xml

=l

|| SewerFOGInspectionChecklistsView.xml

Arrange by:

Date modified

B
B
B
B
3
B
B
b

3/6/2014 12:54 PM
3/
3/
6/
/19/2014 10:37 AM
/19/2014 10:36 AM
/19/2014 10:39 AM
/19/2014 10:39 AM
/6/2014 2:14 PM

/19/2014 10:40 AM
/19/2014 10:40 AM
/15/2014 10:41 AM

f6/2014 12:55 PM
6/ 2014 1:08 PM

19/2014 10:38 AM

L
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2) Choose one or more xml files and select Open. A confirmation message appears to indicate that the import was successful.

ASSIGN DEFAULT GROUP VIEWS

The Assign Default Group Views feature lets administrators assign different default views for a module to different user groups. This allows
each user group to open a module to the view it prefers. This is only available for the following modules.

Supported Modules

o Equipment Inventory

o Facility > Building Inventory
o  Work > PM/Templates

o  Work > Requests

o  Work > Work Orders
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The tool is accessed through the Administration Tool at Forms > Assign Default Group Views.

E,Z, Assign Group Default Views E]@

Groups

-
BBTest

BV Test Group1
Dale TestGroup 5 -
DeeGroupfccess [Equlpmenl ]
DeeGroupAccess [ v]
DeleteME =

DeniedWorkGroup
General User Select default view for selected group
GIS Administrator
Greg GIS Test [ -
JakobTestGroup | &
Kevin Limited Pemission

Matt Deny URL Corfig

Matt Limited Permission

Matt Restricted Fields

Matt ViewOnty WO

Nicole Dery

Mo SWQ Comm Inv Edit

MoClosedRequests

Noels Test Group

MUnit AdminGroup Test

NUnit AndroidGroup Test 2

[F‘Ianb”Equwpmant - ]
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Groups Displays a list of user groups from the Security module.

Module Selection Enables the administrator to control which Views/Forms are displayed in the
Drop-downs Available Views/Forms grid by selecting a program, a module, and one of its
components.

Select default view for Enables an administrator to select a view for the selected module.
selected group

Assign default view to  Assigns the selected view as the default view for the selected group.  This
group function will only work for a user if the selected Group is set as the user's Default
Rules Group in the Security program.

How to assign a default View for a Group

Administrators have the ability to assign a default View for each Lucity module. In the Web application, all users who navigate to a module
using the Modules menu will see this View by default. However, for a select number of modules, an administrator may set a different default
View for different Groups.

‘ Note: For users to see the View assigned as the default, they must have the associated Group assigned as their Default Rules Group in the
‘ Security program.

I) Select one group in the Groups list.
2) Use the Module Selection drop-downs to find the module you want to set a default for.

3) Using the drop-down list, select a view in the Select default view for selected group section.
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4) Click the Assign default view to group button.

-

5&. Assign Group Default Views

STOOTEST

Groups
-

BY Test Group1

Dale TestGroup
DeeGroupAccess
DeeGroupAccess
DeleteME
DeniedWorkGroup
General User

G5 Administrator

Greg GIS Test

Jakob TestGroup
JoshDenial Group
Kewvin Limited Permission
Matt Deny URL Corfig
Matt Limited Pemission
Matt Restricted Fields
MattViewOnhy WO
Micole Dermy

Mo SWQ Comm Inv Edit
MNoClosedRequests
Moels Test Group

M Unit AdminGroup Test

m

MNUnit AndroidGroup Test e

| Work

| PM/Work Templates

| PM/Work Templates

Select default view for selected group

[Nu Default Group View -

Assign default view to group ]

(= el =]
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GIS

The GIS menu option allows administrators to control which maps users have access to within the Web application and set various connection
strings for the GIS Server tasks. Note that changes made to the system settings here will be applied to all users. Follow the links below for
additional information.
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GIS CONFIG

The GIS Config tool allows an agency to configure Lucity with the GIS data it stores in ArcGIS Online.

o5 GIS Configuration Tool

ArcGIS Online Data

Name: Lucity Inc.

1D:

53PExamplepc

- ) Water Control Valves
-1 Water Main Breaks
10 Water Mains
11 Water Services
2 Water Meters
3 Water Nodes
4 Water Pump Stations
5 Water Sampling Station
& Water Storage Facilties
7 Water Supply Sources

< [0

=8 LucityG15Dev_WaterDist ReadOnlyHostedOnAGOL (Feature |

Curment G15 Configuration

Layers | Number Generators | GIS Tasks | Spatial Relates |

Layer Info | Fields | Spatial Relates | Number Generators | GIS Tasks

[=EE]

General Info Feature Class Linking Fields

Layer Name: These values can be modfied under the Relds tab
Peter Cortrl Vaves v CoGDIVCINUNEERIE  7C1LITD
Lucity Module: ntrol Valves

Lucity Auto ID (VC_ID) -

Lucity Table:

[ Disable Feature Class
AMlways Update Length/Area Field

Layer Fields (nat linked to Lucity)

Display By...
@ Layer () Module

() Service

. Hydrarts

.. Tree

- Water Control Valves
- Water Main Breaks

- Water Mains

- Water Meters

- Water Nodes

- Water Pump Stations

- Water Sampling Station
- Water Services

- Water Storage Facilties
- \Water Supply Sources
- Water Valves

- Water Vaults

m

In Lucity Flag: Last Synchronized Date:
INLUCITY - LastSynDate e
Last Modfied By: Last Modffied Date:
LastModBy - LastModDate e
Field For Display:
FACILITYID e
Service Info

http://services arcgis.com/53PExamplepc/ArcG1S/rest//services.LucityG15_WaterDistReadOnlyHostedOnAGOL/ Feature Server
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The tool is divided into three sections:

ArcGlIS Online Data (on Displays information about an agency's ArcGIS Online account.
page 249)

Current GIS Configuration Provides an overview of the entire configuration.
(on page 255)

Feature Class Shows configuration information for the layer selected in the ArcGIS Online Data
Configuration (on page section or the Current GIS Configuration section.
257)

How to log into the GIS Config tool

[) Inthe Administration Tool, select GIS > GIS Config. The ArcGIS Online Login window appears.
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2) Enter your ArcGIS Online Username and Password and click Sign In.

Lucity GIS Configuration Tool wants to access
your account information

Sign In esri
Username
Password

CANCEL

Forgot username or password?

Sign in with your enterprise login

o, ArcGIS Online Login [SlEE]

-

m

The tool connects to your ArcGIS Online account and displays a list of the services available to you.

Note: Your login must be associated with your agency inside ArcGIS Online.
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ARCGIS ONLINE DATA

The ArcGIS Online section of the Lucity Admin Tool displays information about an agency's ArcGIS Online account.

ArcGIS Online Data
Name: | ity Inc ID: 53PExamplepc
B- LucityGl5Dev_WaterDist ReadOnlyHostedOnAGOL (Feature |
- [} Water Control Valves
-1 Water Main Breaks
- 10 Water Mains
- 11 Water Services
- 2 Water Meters
- 3 Water Nodes
- 4 Water Pump Stations
- 5 Water Sampling Station
- & Water Storage Facilties
7 Water Supply Sources -
< 11 »

m
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Name Identifies the ArcGIS Online organization that is logged in.

ID Specifies the ArcGIS Online ID for the organization that is logged in.
Grid

The grid, illustrated above, displays a list of feature services that the organization's hosts on its ArcGIS Online account. Expand a service to view
the available feature class layers. Services listed in black do not have any feature class layers linked to Lucity. Services listed in green
currently have feature class layers linked to Lucity.

Click on a green feature class layer to review the configuration between the layer and Lucity.

Right-click on a feature class to view available tools. The tools that appear here are dictated by whether or not the layer is linked to Lucity.

TOOL LIST

Link Layer to Lucity (on Associates the feature class layer to a module in Lucity and allows the user to
page 250) configure the link.

Remove Link to Lucity (on Unlinks the layer from Lucity.

page 251)

Validate (on page 252) Checks the configuration for errors.

LINK LAYER TO LUCITY

The Link Layer to Lucity tool associates an ArcGIS feature class layer with a Lucity module and allows the user to configure the link.

How To Link an ArcGIS Feature Class Layer to Lucity

I) Select a feature class layer listed in black.
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2) Right-click on the layer and select Link Layer to Lucity. The following fields are displayed on the right side of the tool:
New layer mapping...

Select the Lucity module to link to:

@ Inventory ) Inspection
[ =)
o

3) Select whether the feature class layer should link to an Inventory or Inspection module.
4) In the drop-down box, select the Lucity module to which the layer should link.
5) Click OK.

o The ArcGIS Online Services folder is added as a new GIS Connection String (see "GIS Connection Strings" on page 284,
http://help.lucity.com/webhelp/v170/admin/index.htm#26705.htm) if it hadn't been added previously.

o The ArcGIS Online feature service that contains the layer is added to the GIS Map Services (on page 292) list if it hadn't been added
previously.

o The configuration is created for the layer and feature class.

6) Select the layer in the ArcGIS Online Data (on page 249) section or the Current GIS Configuration (on page 255) section to display the Feature
Class Configuration (on page 257) section.

REMOVE LINK TO LUCITY

The Remove Link to Lucity tool breaks an existing link between an ArcGIS Online feature class layer and a Lucity module.

How To Break a Link between a Feature Class and a Lucity Module

I) Select a feature class layer listed in green in the ArcGIS Online Data section of the tool.
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2) Right-click on the layer and select Remove Link to Lucity.  The association no longer exists.

VALIDATE

Once an ArcGIS feature class layer is configured, administrators should use the Validate tool to confirm that there are no errors in the link
between the layer and the module.

There are three steps in the validation process is to verify that the geodatabase meets Lucity requirements. If the Validate tool encounters no
critical errors during a step in the process, it moves to the next step in the validation process.

e Validate Lucity Configuration - Checks the Lucity configuration to make sure all require information is filled out etc.....
e Validate against Geodatabase - Checks the geodatabase to make sure all features and fields referenced in the configuration actually exists.

e Validate against Services - Checks the related feature services to make sure the related feature classes exist.

How To Run a Validation Check

[) Select a feature class layer listed in green in the ArcGIS Online Data section of the tool.
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2) Right-click on the layer and select Validate. The tool begins its three-part validation process, displaying results as it runs:

:|I= Validation Results

i File -

Validating Setup Requirements

General Custom : CMGENINVG
Solid Waste : CMSWASTEG
Facilty Buildings EFBLDGG
Facility Doar : EFDOORG
Equipment : EFEGUIPG
Fleet : EFFLEETG
Facility Floar : EFFLOORG
Facility Fumishing EFFLURMNG
Emor: Missing Required Commaon |dentifier Field £1
Facility Roof : EFRCOFINWG
Facility Room : EFROOMSG
Facility Site Asset - EFSASSETG
Facilty Site : EFSITEG

a. Lucity verifies the geodatabase setup against Lucity requirements to check that the Required and Optional linking fields are completed.

253



As the tool checks the setup, it displays results under the Lucity Module name : Feature Class Name headings. Suggestions appear in light
gray, warnings in orange and errors in red.

If the system detects an error, the validation process stalls and the system alerts the user:

Lucity GIS

' Critical errors were found in your GIS configuration. Unable to continue validation against your geodatabase until these errors are fixed. You will likely experience issues with using th
until these errars are resolved!

b. If the tool confirms that the geodatabase is set up properly, it immediately begins the second part of the validation process.

Results appear in the same validation window.

¢. The third part of the validation process verifies that the configuration can connect to the feature service that the module is configured to
connect to.

The system checks whether the feature class layer is in the service.
Then, it confirms that all of the linked fields are in the service.

If it can't find a field, the system verifies that the field name entered in the geodatabase configuration has the same case as the actual field
name. If it finds a discrepancy, the following prompt appears:

ity Gis [

Field names are case sensitive with feature services. A conflict was found: This
layer [wiSite] contains field [LASTSYNDATE] but in Lucity it is listed as
[LastSynDate]. This must be resolved before interacting with this feature layer.
Would you like to change the field name in Lucity to match that of the feature
layer? Select Cancel to stop displaying the message during this validation

L
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= Click Yes to update the geodatabase configuration with the case-matching field name. The system repeats this step for any problem fields.

3) If the link between the feature service and the module is validated, the system displays the following message:

Paszsed valiadation tests! Please review the validation results for minor warnings.

4) After the validation process is complete, the user can review it.  Users can select and copy the results to word-processing software or use
the File menu to Print, Save, or Email the Results to Lucity Support.

CURRENT GIS CONFIGURATION

The Current GIS Configuration section provides an overview of the entire configuration.
Current G15 Corfiguration
Layers | Number Generators | GIS Tasks | Spatial Relates|

Display By...
@ Layer @) Module () Service

.. Hydrants o~
... Tree

- Water Control Valves

- Water Main Breaks

- Water Mains

- Water Meters

- Water Nodes

- Water Pump Stations

- Water Sampling Station
- Water Services

- Water Storage Facilities
- Water Supply Sources
- Water Valves

- Water Vaults |

m
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Layers Tab
The Layers tab lists feature class layers that are configured to work with a Lucity module. Users have three options for displaying these items:

Layer Lists all ArcGIS Online layers that are linked to a Lucity module.

Module Lists all ArcGIS Online layers that are linked to a Lucity module, arranging them by
Lucity program and module.

Service Lists all ArcGIS Online layers that are linked to a Lucity module according to which
ArcGIS Online service the layer is in.

Click on a feature class layer to display the configuration between the layer and Lucity.

Other Tabs

The Number Generators tab, GIS Tasks tab, and Spatial Relates tab are included in the software; however these tools are currently not active.
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FEATURE CLASS CONFIGURATION

The Feature Class Configuration section displays configuration information about the layer selected in either the ArcGIS Online Data section or

the Current GIS Configuration section.

Layer Info | Fields | Spatial Relates | Number Genertors | GIS Tasks |

General Info Feature Class Linking Fields
Layer Name: These values can be modified under the Felds tab
Water Control Valves - [CommBRIDCINOMBERIE 2111710

Lucity Module:  Water Contral Valves
Lucity Table: WTVALVEC

Lucity Auta 1D (VC_ID):

[ Disable Feature Class
Aways Update Length/Area Field

Layer Fields {not linked to Lucity)

In Lucity Flag: Last Synchronized Date:
INLUCITY - LastSynDate -
Last Modified By: Last Modffied Date:
LastModBy - LastModDate -
Field For Display:
FACILITYID -
Service Info

http://services arcgis.com./53PExamplepc/ArcG1S /rest /services. LucityG1S_WaterDist ReadOnlyHostedOn AGO L/ Feature Server
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The Feature Class Configuration section contains tabs that provide settings and information related to the configuration.

Layer Info Displays basic information about the feature class, as well as its linking fields and
certain diagnostic fields.

Fields Displays the feature class fields grid, which is used to link feature class layer fields
to Lucity module fields.

Spatial Relationships Lists the spatial relationships that are configured to update this feature class.
Number Generators Lists the number generators that are configured to update this feature class.
GIS Tasks Lists the GIS tasks that are configured to push edits between the layer and the

Lucity module.

LAYER INFO

This Layer Info tab displays basic information about the feature class, as well as its linking fields and certain diagnostic fields.

General Information

General Info

Layer Mame:
Water Cortrol Valves -

Lucity Module:
Lucity Table:  WTV.

[7] Disable Feature Class
Always Update Length/Area Field
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Layer Name:

Lucity Module:

Lucity Table:

Disable Feature Class:

Always Update
Length/Area:

Identifies this particular feature class layer in the feature service.

Indicates the Lucity module with which the layer is associated. (This field is
read-only.)

Identifies the Lucity database table that stores information for the selected Lucity
modaule. (This field is read-only.)

This flag disables a feature class layer that is not in use, but needs to remain in the
setup. It is recommended to disable any feature class layers that are not being
used; it will speed up processing time.

When enabled, directs the Lucity GIS Extension to update the field in the feature
class that is mapped to the Lucity Length/Area field when the shape of a feature
changes.

If disabled, the Length/Area fields are populated only when the feature is first
created.

Layer Fields (Not linked to Lucity)

This section contains optional fields used to keep track of changes in Lucity. The only exception is the Field for Display.

Layer Fields (not linked to Lucity)

In Lucity Flag: Last Synchronized Date:
INLUCITY - LastSynDate -
Last Modfied By: Last Modffied Date:
LastModBy - LastModDate -
Field For Display:
FACILITYID -
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In Lucity Flag Field

Last Modified By

Last Modified Date

Last Synchronized Date

Field for Display

This field is updated by Lucity to indicate whether or not a record in the feature
class has been synchronized with Lucity.

®  This should be a short integer field

® should be assigned a domain that classifies 0=No or False and 1= Yes or true.

This field is controlled by Lucity to indicate the last user to modify the record in
the map.

® This should be a Text Field

This field is controlled by Lucity to indicate the last date the record was modified
in the map.

® This should be a Date field

This field is controlled by Lucity to indicate the last date the record was
synchronized with Lucity.

® This should be a Date field

® This is the field that is displayed by various Lucity GIS tools. By default this is
set to the Facility ID/Common ID of the feature class.

Feature Class Linking Fields

This section is a quick reference to show which fields in the feature class layer form the basis of the link between the layer and the Lucity module.

Feature Class Linking Fields
These values can be modiied under the Relds tab

[CommonIDIVEINUMBERIE  FACILITYIC
Lucity Auta ID (VC_ID)
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Common ID Field:*

Lucity AutolD Link:

* Required

Service Info

The unique identifier assigned by the user for this asset. The value for this
field cannot be directly modified; it is automatically populated based on
the field mappings on the Fields tab. Every module has at least one field
that defines the asset as unique. These fields are highlighted in red on
the Fields tab. To enter a value in this field go to the Fields tab, find the
corresponding red highlighted field, and type the field name into the
Feature Class Field Name column.

‘ Note: This field should be a string field in the geodatabase, not a
‘ numeric field.

This field is used by Lucity to store an indexed long integer link between
the records in the feature class and the records in the Lucity inventory
table. This field must be long integer. The value for this field name is not
editable; to update this value, use the grid on the Fields tab.

Note: While this field is not required it is still strongly
recommended to have it. Not having this field will impact the
performance of some of the Lucity GIS tools as additional resources
will be used to determine the AutolD value based upon the Facility
ID/Common ID.

This section displays the URL for the Feature Service that contains the Layer.

Service Info

http .//services.arcgis.com/53PExamplepc/ArcGlS rest /services. LucityG1S_WaterDistReadOnlyHostedOn AGO L/ Feature Server
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This path is just for information. It is read-only.
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FIELDS

The Fields tab contains a grid that allows administrators to link fields in the Lucity module to feature class layer fields.

Note: GIS fields that link to a Lucity pick-list field can only link to the Code portion of the Lucity field.

Note: Never link ESRI's Shape.Length field to the Lucity length field.

Fields

These fields are read only and will cause the integration to fail.

The following images display the types of fields that can be linked.

FieldMame DisplayMame 'IEI):E}I;de MaxMask Feature Class Field Name E::I:?mp Lﬁg‘:?n
BK_ADR_STR  Street Name String
BK_ADR_TY  Street Type Sting Bx (|
BK_AZOME_.. Atemate Zone Sting 10 .
BK_BR CD | Defaut WO Cat Sting  10x ]
BK_CITY_CD  Facity Shot  nonn ]
BK_COVR_CD  Surface Type Shet  nnnn (|
BK_CRW_CD | Repair Crew Shet  nnnn ]
BK_DESC_CD  Break Type Shet  nnnn BREAKTYPE .
BK_ID Mainbreak Rec # long  rpAnnnAnn LUCITYID [ ]
BK_INCN_CD | Interior Condition Shot  mnnn ]
BK_LOC General Location Sting 100« (|
BK_MAP_NO  Map Mumber Sting 1% . ]
BK_MAP1_NO | At Map Number Sting 15 . ]
BK_MZONE_...  Maintenance Zone String 10 L]
BK_NOWORK  No WO/PM/Req Boolean (|
Sung 2« FACUTYID [
BK_OTCN_CD | Bxteror Condtion Short nnnn :]
BK_PIP_DPT | Pipe Depth ft) Double  -nnnnnnnnn ]
BK_PIPE_DI Diameter (n) Double  -nnnnnnnnn. .. .
BK_PMAT CD | Material Shot  nnnn ]
BK_PP_ID Pipe Rec # Long nAnnnnnn [—]
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HI_INBY_CD

HIINSP_BY  Inspected By Sting | 25¢ INSPECTOR I
HIINSP_TM  Inspection Time Tme  hhmmam

HI_NEEDREP  MNeeds Repair Boolean MTCERQRD

HI_NMNT_DT  Ne Insp Date Date | mm/ddyyyy

HI_NOZL CD  Nozzle Condtion Shot  |nnnn

HI_NOZLGRD  Grade to Nozze Double  -nrnnnnnnn
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COLUMN PURPOSES

FieldName:
DisplayName:
Field Type:
MaxMask:

Feature Class Field Name:

Field Lookup:

Lookup Lucity ID

Identifies the field in the Lucity table.
Indicates the field caption for the field as it appears in Lucity.
Indicates the type of data stored in the field.

Indicates the data format for the field. A numeric value followed by an "x"
indicates the number of characters allowed. An "n" indicates a numerical digit.

Identifies the corresponding field in the feature class. (This is NOT the alias field
name.)

Provides a button administrators can click to display a list of the feature class
fields. Note: If Lucity is unable to connect to the geodatabase, no fields will
be listed.

Directs the Lucity/GIS integration to look up the Rec # for the asset based on the
Common ID provided. This lookup field appears when a feature class layer links
to an asset /D in a Lucity Inspection module.

e |fthe ID stored in the feature class is the asset's Rec #, link that field to the
Rec # field and leave this box unchecked.

e |fthe ID stored in the feature class is the the asset's Common ID, then link the
field to the Common ID and check the Lookup Lucity ID field next to the Rec #.
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Color Coding

Indicates that the field has special requirements.

Red - Required field.

Orange - ID number required for related feature.
Yellow - ID number optional for related feature.
Green - Composite Address field.

Pink - Strongly recommended field. (Typically, the Lucity autolD field is
coded pink. Although, technically, this field isn’t required, Lucity strongly
recommends that the feature class contain a field that stores the Lucity
autolD. Without it, the system expends resources to identify the record
[asset?], which can impact performance of certain Lucity GIS tools.

How to Link a Feature Class Field to a Lucity Field

)
2)
3)
4)
3)

Decide which field should be linked.

Look at the field in Lucity. Copy the field display name or CTRL + Right -click to find the field name in the field properties.

In the GIS Config tool, select the feature class linked to the correct module.

Search through the grid on the right for the Lucity field using its field name or display name.

Enter the name of the feature class layer in the Feature Class Field Name field OR push the Field Lookup button for a list of fields from the

associated feature class.
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DATE FIELDS

Users can link Lucity's Date and Time fields to GIS Composite Date/Time fields.
Time in another; the GIS Composite fields, on the other hand, store this information in a single field.

Lucity, link that field to Lucity's Date field AND to its Time field.

Note, however, that Lucity stores the Date in one field, and the
To link a composite Date/Time field to
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ADDRESS FIELDS

Address fields are made up of multiple components and can be linked using 2 different configurations

Components

Lucity breaks out street address information into the following fields.

e Building Number - The address

e Building Number 2 - Extended information about the address (1/2, A, etc...)
e Street Direction

e Street Prefix

e Street Name

e Street Suffix

e Street Type

Multiple field configuration

In this configuration the feature class has all of the different building number and street name fields broken out. This is configured by linking
each field in the feature class to each field in Lucity

e Building Configuration

SV_ADR_B2  Street Post Bldg No Sting B« ADR_BDGText L]
SV_ADR_BDG  Address Long  nnnnnn ADR_BDG L. ]
SV_ADR_BDG Address String [ ]
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Street Name Configuration

SV_ADR_DIR
SV_ADR_PT
SV_ADR_SFX
SV_ADR_STR
SV_ADR_STR

SV_ADR_TY

Street Direction
Street Prefic Type
Street Suffic
Strest Name
Strest Name
Street Type

Single Field configuration

In this configuration the feature class has the building number fields combined and the street name fields combined.
linking the field in the feature class to the special composite field in the geodatabase configuration

Building Configuration

SV_ADR_E2
SV_ADR_BDG
SV_ADR_BDG

Street Post Bldg Mo
Address
Address

Street Name Configuration

SV_ADR_DIR
SV_ADR_PT
SV_ADR_SFX
SV_ADR_STR
SV_ADR_STR

SV_ADR_TY

Street Direction
Street Prefic Type
Street Suffic
Strest Name
Strest Name
Street Type

String
String
String
String
String
String

String
Long
String

String
String
String
String
String
String

LG

ﬁ.

nnnnnn

EIGIE

ﬁ.

ADR_DIR

ADR_SFX
ADR_STR

ADR_TY

FULLBUILDINGNO

FULLADDRESS

111

L1 il

This is configured by
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Combined Configurations

These configurations can be used together but both configurations for the same component cannot be used together.

Examples that work

o  Single Field Building Configuration + Single Field Street Name Configuration

o Single Field Building Configuration + Multiple Field Street Name Configuration

o Multiple Field Building Configuration + Single Field Street Name Configuration

o Multiple Field Building Configuration + Multiple Field Street Name Configuration
Examples that don't work

o Multiple Field Street Name Configuration + Single Field Street Name Configuration

o  Single Field Building Configuration + Multiple Field Building Configuration
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SPATIAL RELATES

Spatial relationships, also called Spatial Relates, streamline the process of adding new features by automatically updating specified fields based
on a feature's relative location to another feature.

The most common use of Spatial Relates is to update a child record with a parent record's ID number. For example, an agency could use a
Spatial Relate to automatically add the proper Park ID to a record for a piece of playground equipment within a park. A spatial relate can
update any feature fields, whether or not those fields are linked to Lucity. They can also use non-Lucity feature classes to update Lucity feature
classes.

Triggering a Spatial Relationship update

The GIS Task that synchronizes the GIS data in an agency's feature service into Lucity includes an option to Update spatial relationship.

Considerations

When creating a Spatial Relate, consider:

e  Which features require data from other features?
e  Which features would benefit from having data pulled over from other features?

e What is the relationship between these features?

How to add a new Spatial Relate

I) Click the Add New Spatial Relate button. A new record appears in the Spatial Relates grid.
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2) Select the new spatial relate record in the grid and complete the Spatial Relationship Info section that appears at the bottom of the grid.

Spatial Relationship Info
Field to Update:

-

Service that containg related layer (Only necessary if related layer is not in the same service)

-

Related Layer Mame:

Related Layer Field:
Never overwite a non-null value
Relationship Type: Distance Value:
- D Update value to null if no relationship is found

3) Field to Update: Enter the name of the field in the selected feature class layer that you want the system to automatically update. (Required.)

4) Service that contains related layer: Enter the name of the feature service that contains the layer you wish to relate to the selected feature
class layer. (This information is required if the related layer is not in the same service.)

5) Related Layer Name: Enter the name of the feature class layer that you wish to relate to the selected feature class layer. (Required.)

6) Related Layer Field : Enter the name of the field in the Related Layer with the value that the system should use to update the field you
designated in Step 3 above. (Required.)

7) Relationship Type: Use the drop-down box to select from a list of predefined relationships. (Required.)

o From Intersect: Finds any features in the Related Layer that intersect the From Point of the feature in the selected feature class layer.
This relationship only works for Polyline, Edge or Complex Edge features.

o To Intersect: Finds any features in the Related Layer that intersect the To Point of the feature in the selected feature class layer. This
relationship only works for Polyline, Edge or Complex Edge features.

o Is Contained by: Finds any features in the selected feature class layer that are contained by features in the Related Layer. The Related
Layer must be a Polygon feature class layer.

o Intersects: Finds the first feature in the Related Layer that intersects the feature in the selected feature class.
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To Intersect Distance: Finds the first feature in the Related Layer (which must be a Polyline geometry type) that intersects the feature in
the selected feature class layer. The system then calculates the distance along the related feature between the intersection location and
the To Point. (If the selected feature class layer is of a Polyline geometry type, the To Point of the selected feature must intersect the
related feature.)

From Intersect Distance: Finds the first feature in the related feature class layer (which must be a Polyline geometry type) that intersects
the feature in the selected feature class layer. The system then calculates the distance along the related feature between the
intersection location and the From Point. (If the selected feature class layer is of a Polyline geometry type, the To Point of the selected
feature must intersect the related feature.)

Midpoint Intersect: Finds any feature in the Related Layer that intersects the Midpoint of the feature in the selected feature class layer.
This relationship requires the selected feature class layer to be of Polyline, Edge or Complex Edge geometry, and the Related Layer to be
a Polygon feature.

Force Feature to Self-Update: Finds any features that intersect the feature in the selected feature class layer and adds them to the edit
cache so that they are synced to Lucity (even if the records have not changed). This relationship is used primarily for the Street Segment
feature class, with the Street Intersection feature class as the Related Layer. The Spatial Relate forces the system to automatically
recalculate the intersection configurations for the diagram in the desktop Intersection module when Street Segments are changed.

Is Within Distance of: Finds all features in the Related Layer that are within a specified distance of the feature in the selected feature
class.

8) Enter the Distance Value. (Required only for the Is Within Distance Of Relationship Type.)

9) Choose whether to enable the Never Overwrite a Non-Null Value option, which prevents the data in the Field to Update from being
overwritten if a value already exists.

[0) Choose whether to enable the Update Value to Null if No Relationship is Found option, which sets the Field to Update value to null if no
relationship is found.

I'l) To save the Spatial Relate, select another node or close the form.
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Note: Spatial Relationships can be edited any time after they have been saved.

How to delete a Spatial Relate

I) Select a Spatial Relationship record in the grid.
2) Click the Delete button. The record will be deleted from the grid.

NUMBER GENERATORS

Number Generators streamline the process of creating a unique value for a feature class field.

Triggering a Number Generator

The GIS Task that synchronizes the GIS data in your feature service into Lucity also automatically triggers any existing Number Generators.

Considerations

When creating a Number Generator, consider:

e Do | want this number to have a prefix?
e |Ifso, is the prefix set, or does it change depending on location?

e What would the next number in the feature class be?

How to add a Number Generator

[) Click the Add New Number Generator button. A new record appears in the grid.
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2) Open the record and complete the Number Generator Info section at the bottom.

Number Generator Info

Field to AutoNumber: + Buffered Number Length: Generate Next Number
Prefic Settings (Optional) D MumberGeneratorl|
@ None »
Use Set Prefix Seperator Character:

Use a polygon layer to create a prefix

Service that contains related layer (Only
necessary if related layer is not in the same
service):

Polygon layer

Field that contains prefix value

q 1 3

3) Inthe Field to AutoNumber, enter the name of the field to which you want to apply a number generator. (Required.)
o This field should be a text field that is large enough to support the numbers the system will generate based on the settings on this form.

4) Enter the number of digits desired for the Buffered Number Length. This option adds buffered zeros to the beginning of the generated
number, which can be helpful in sorting data.

o Example, if a user chooses a Buffered Number Length of 5, and the auto-number generated is 985, system expands the figure to five
digits, or 00985.

5) Choose Prefix Settings, if desired.
o None: Marked by default. Indicates that the user does not want a Prefix for this field.
o Use Set Prefix: Allows the user to specify a prefix in the Generate Next Number grid, along with a separator character.

o Use a polygon feature class to create a prefix: Generates a prefix based on a feature's spatial relationship to a Polygon feature class.
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= Service that contains related layer: Enter the name of the feature service that contains the Polygon layer the number generator should use.
(Only necessary if the related layer is not in the same service.)

= Polygon Layer: Enter the name of the Polygon feature class layer on which the system should base the prefix.
=  Field that Contains prefix value: Enter the name of the field in the Polygon feature class that contains the value to be used as a prefix.
6) Inthe Separator Character field, enter the character(s) you wish to appear between the Prefix and the generated number.
7) Click the Generate Next Number button to set the correct start number.
o If the Prefix Settings are set to None or Use Set Prefix, only one Next Number record may be generated.

o If the Prefix Settings are set to Use a Polygon Feature Class, you can set multiple Next Numbers, one for each polygon in the feature class.

Note: If no Next Number is set, when a new feature is created in the selected feature class, the number generator sets the new feature to 1,
and the new Next Number to 2, and so on. The same is true if a Polygon feature class is used.

8) The Number Generator preferences are saved when you click on a different feature class.

Note: A Number Generator can be edited any time after it is saved.

How to delete a Number Generator

I) Select a Number Generator record in the grid.

2) Click the Delete button. The record will be deleted from the grid.

GIS TASKS

GIS Tasks, also called Scheduled Tasks, are designed to push data back and forth between the feature class layer and the Lucity database. There
are two types of tasks:

I) Lucity to GIS- Currently only available for Inspection feature classes.
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2) GIS to Lucity- Supported for all GIS-enabled modules (Inventory and Inspection).
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For example, a task can push Inventory data from the feature class layer to Lucity or push Inspection data from Lucity to the feature class layer.

GIS Tasks can be configured to run automatically. The GIS Task Runner processes Scheduled Tasks based upon the frequency rate (and other
criteria) established by the user.

The GIS Task function greatly expands the ability to integrate Lucity and GIS through feature services. Lucity can pick up edits to the feature
service, regardless of who made them or the environment in which they were made.

For example, a Task can detect edits made in:

Collector for ArcGIS (iOS & Android)- including disconnected editing,
Lucity Web Map,
ArcGIS.com map viewer, or

any other third-party applications that support feature-service editing.
(http://resources.arcgis.com/en/help/main/10.2/index.html#/Using_feature_services_in_a_client_application/0154000005sq000000/)

Notes:

Record merges, splits, renumbers, and deletes must still be performed an ArcMap editing environment with the Lucity extension enabled in
order for the related Lucity Inspection, Construction, and Work history to be properly updated.

Features must meet the Lucity module requirements in order for the synchronization to be successful. For example, required fields, such as
the Lucity Common ID, must contain a unique value.

GIS Tasks interact with the feature class through the feature services. Before setting up a GIS Task, make sure there is a feature service
defined at either the feature class or geodatabase level.

Primary Uses

GIS Tasks are especially useful in:

importing Inspection records that were created in an inspection feature class layer into Lucity;

updating Lucity with edits made to feature classes layers in the Lucity Web Map; and

278


http://resources.arcgis.com/en/help/main/10.2/index.html#/Using_feature_services_in_a_client_application/0154000005sq000000/

Prerequisites

In order for the GIS Task to run properly the feature classes in the feature service must contain the all of the fields that are linked to Lucity.

Considerations

When creating a GIS Task, consider:

How to add a GIS Task

[) Click the Add New GIS Task button. A new record appears in the grid.

2) Select the record in the grid and complete the GIS Task Info section at the bottom.

updating Lucity with edits made to Lucity-linked feature class layers using editing environments that aren't integrated with Lucity.

Which Inspections should appear in the feature class?

Should old records be updated with new changes?

General Info

Task Type: + [ Disabled
Fitter Options

@ Mone [process all source records) (7 Filtered set
Where Clause: Select Filter

Scheduling Info

Units: O Frequency: -
Last run: Ovenide
Neat run (ERd Recalc

Options
[] Only process records modified since last run

Last Edited DateTime Field:
[ Insert record f it dossnt already exist
[] Enable number generator for imports
[] Update existing record

A Delete previous inspection|s) for asset. ({Onfy keep
most recent inspection)

Last Sync contained emors
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3)

4)

3)

6)
7)

Under General Info, select the desired Task Type:

o

o

Sync - Lucity to GIS - Pushes Inspection data from Lucity to an Inspection feature class layer.

Sync - GIS to Lucity - Pushes any data from the feature class layer to Lucity.

Under Filter Options, select which records the Task will process when it runs:

o

o

None - Directs the Task to consider all records when syncing.

Filter Set - Directs the Task to consider only records that meet the criteria of a particular filter.

Select Filter - Choose an existing Lucity filter from the related module.

Under Scheduling Info, indicate how often the Task should run.

o

o

Units - Indicate the number of minutes, hours, days, or months that will pass between runs.

Frequency - Select whether the units represent minutes, hours, days, or months.

Last Run - Displays the date on which the Task was last run. (The system automatically completes this field.)
Override - Allows the user to manually modify the Last Run date.

Next Run - Displays the next date/time the Task will run.  (The system automatically calculates this field based on the Last Run, Units,
and Frequency fields.)

Click the Recalc button to calculate the Next Run date using the Units, Frequency and today's date.

Under Options, set how the GIS Task should behave when populating the feature class:

o

Only process records modified since last run - Directs the Task to check the records' Last Modified dates. Only records (in the filter set)
that were modified since the Last Run date are synced.

Last Edited DateTime Field - Directs the Task to store the date/time that the record was last edited (typically the ESRI Editor Tracking
field). This option is only enabled when the Only Process records modified since last run option is checked and the Task Type is Sync-
GIS to Lucity.

Insert record if it doesn't already exist - Tells the Task to add any new records to the destination.
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o Enable number generator for imports - Directs the Task to assign numbers to assets using a Lucity GIS Number Generator related to the
feature class.

o Update existing record - Tells the Task to update existing records with new attribute data.

o Delete previous inspection(s) for asset. (Only keep most recent inspections) - Directs the Task to delete any Inspection in the feature
class that is not the most recent Inspection for an asset. The option is helpful if an agency wants the feature class to contain only the
most recent Inspection for each feature. (Enabled only when the Task Type is Sync- Lucity to GIS.)

8) Click on a different part of the tool to save changes.

Note: History section - This section contains information about the last time the GIS Task ran.

How to delete a GIS Task

I) Selecta GIS Task record in the grid.
2) Click the Delete button. The record is deleted from the grid.
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PROCESS LOG

The Process Log tab displays a history of previous GIS Task runs.

TimeStamp
Status

Edit

Error

ErrorDescription
ErrorException
GUID

ModID

LucitylD

GISID

Syntax

Specifies when the entry was made in the log.

Indicates the processing status of the task.

1 =Inserts
2 = Edits
3 = Deletes

1 = Transactional Details
2 =Validation Failed

3 = Process Failed

4 = Service Issue

5 = Business Object Issue

6 = Missing Data

Provides further detail regarding the edit or error.

Provides further detail regarding the error.
Denotes the processing batch GUID.
Indicates which Lucity module was affected.
Indicates which Lucity record was affected.

Specifies the ObjectID of the GIS feature.

The syntax used for either retrieving, updating, inserting or deleting.

These log entries are automatically deleted after 30 days.
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AUTHENTICATION SETUP

The Authentication Setup tool allows administrators to store credentials for web services.

User Authentication Grid

The User Authentication grid displays the credentials for accessing ArcGlIS for Server.

Name/Desc ** Specifies the name of this stored credential. This term will be used when
selecting the credentials for use in other GIS configuration tools.

Username * Specifies the user's login ID for accessing ArcGIS for Server.
Has Password? Indicates whether the password has been set for this login.
Set Password Allows the administrator to set the password for the login.
Add User Adds a new user.

Delete User Deletes the selected user.

* Required.

* Must be unique.

How to add a User Authentication

[) Click Add User. A new record will be added to the bottom of the grid.
2) Enter a Name/Desc. (Must be unique.)
3) Enter the Username.

4) Click somewhere else in the tool to save changes.
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5) If this login is secured, return to the record and click the Set Password button. The following pop-up appears:

o' Set Password [o][= ] ==

|
|| Show Password

6) Enter the password and click OK. The Has Password? box is now checked for that user.

Note: ArcGIS Online layers require users to login every time they connect even if you have saved credentials.

GIS CONNECTION STRINGS

The GIS Connection Strings window is used to connect Lucity to ArcGIS geodatabases. Connection strings have two purposes:

I) They allow Lucity to connect to a geodatabase to update the attributes of feature class records that are linked to Lucity.

2) They help the Lucity GIS tools in ArcMap to identify feature classes linked to Lucity.
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To access the GIS Connection Strings window, in the Lucity Administration tool, go to GIS > Connection Strings. The following window appears:

Z GIS Connection Strings

Name 'DI':T a8 Database Server Instance Wersion %ﬁ;ﬁm IserMame
DEFALLT SDE w | LucitylS Bxample sde:sqlserver: Example dbo. DEFALULT CE * | GIS

| Add Connection String... | | Delete... | “Note: Changes wil be persisted automatically for valid records when you leave the row

285



Name

Database Type

Database

Server

Instance

Version

States the user-defined name of the connection string. The first string MUST be
called DEFAULT and should point to the geodatabase that contains the feature
classes linked to Lucity.

Indicates the type of geodatabase, SDE, File, Personal and ArcGISOnline, being
connected to.

SDE - Specifies the name of the SQL Server geodatabase. The database listed
here is not the SDE repository database. Instead, it is the geodatabase that
contains the infrastructure data that you want to integrate with the Desktop.
For Oracle geodatabases, this field must be left blank.

Personal or File - the path to the geodatabase, including the geodatabase.
(Example - R:/GIS/Lucity/LucityGlS.gdb)

SDE - Specifies the name of the server that stores the SDE database.
Personal or File - Leave blank.

SDE - Indicates the name of the instance for the SDE database. Supports either
spatial or direct connections.

® Spatial Connection: Enter the port where ArcSDE is installed. By default, this
is typically 5151. Do not include the /tcp identifier; enter only the port
number.

® Direct Connection: Enter the name of the direct-connect driver and the name
of the server instance.

SQL Server example: "sde:sqlserver:GIS_SERVER\DATA"

O

o Oracle example: "sde:Oracle11g:GIS_SERVER\DATA"

D

Personal or File - Leave blank.

SDE - Designates the name of the ArcSDE version that Lucity will use when
connecting to the geodatabase (required). For Oracle, the field is case sensitive.

Personal or File - Leave blank.
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Authentication Type

UserName

Password

Edit Map Service URL

SDE - Determines how Lucity will connect to the database.
® DB (Database Authentication) - Complete the UserName and Password fields.

® OSA (Operating System Authentication) - Uses the credentials from the user
currently logged into Windows.

Personal or File - Leave blank.

SDE - Provides the database login that Lucity will use to connect to the
geodatabase. The specified user must have permission to ALL feature classes
linked to Lucity. Only enter a value if the Authentication Type is set to DB.

Personal or File - Leave blank.

SDE - Provides the password that Lucity will use to connect to the geodatabase.
Enter a value only if the Authentication Type is set to DB.

Personal or File - Leave blank.

The feature service that is used to update the geodatabase with edits made in
Lucity. This service must be entered into the GIS Map Services dialog. Once it
is entered there it can be selected in this dialog.

SDE

® Stores the URL for a default map service that will be used to push Lucity
updates to the geodatabase and vice versa. This map service will pass
updates for all feature classes that do not have an Alternate Feature Service
specified on their Edit Map Service tab.

More information on SDE Updates using ArcServer

ArcGISOnline

® Stores the URL that points to the ArcGISOnline directory that lists your ArcGIS
Online services.

e Example: http://services.arcgis.com/<code>/ArcGIS/rest/services.
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Map Service User Indicates the User ID required to access the Edit Map service if it is a secured

service.
Map Service Password Specifies the password for the Map Service User.
Last Modified By Specifies the last user to modify the connection string.
Last Modified Date Indicates the last date the connection string was modified.
Last Modified Time Indicates the last time the connection string was modified.
Update GDB? Indicates that the selected geodatabase should be updated with edits made in the

Lucity Desktop, Web, and Mobile interfaces.
Replica GDB? Indicates that the selected geodatabase is a replica of your default geodatabase.

Add Connection String Adds a new connection string.
button

Delete Button Deletes the selected connection string.

Note: An exclamation point in the left-hand margin indicates a bad connection.
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COLLECTING SDE CONNECTION STRING INFORMATION

The Connection String setup in the Lucity Adminstration tool must match the connection strings that ArcMap users use.

Connection String Values

Database - The name of the geodatabase.
Server - The server that stores the database.
Instance - The connection instance for the geodatabase.

Version - The version of the database that Lucity will update.

Username/Password - A login and password that has access to the database/version.

Authentication Type is set to DB.
Authentication Type - The type of authentication used to connect to the database.

Database Type - The type of database being connected to Lucity.

This field should be completed only when the
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ArcCatalog/Map Connection String

[5at server

sde:sgl server:Example

Lucity Connection String

GIS Connection Strings
Database
Type

DEFAULT SDE : ] dbo. DEFAULT

Name Database Server Instance Version UserName Password Edit Map Service Ud

[ ‘Add Connection String... ][ Delete. ] “Note: Changes will by i i for valid records when you leave the row
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The following values are not covered in the example above:

e Server - This entry is the same as the last section of the Instance.

e Version - This field must be provided by the GIS Administrator.

e Database Type - For this kind of connection, the Database Type should be set to SDE.

How To Find the Connection String Information in ArcCatalog

) Open ArcCatalog.
2) Inthe Table of Contents, expand Database Connections.
3) Find a database connection that is used to add Lucity GIS data to ArcMap.

4) Right-click on the connection and select Connection Properties.

How To Find the Connection String Information in Lucity

I) Open the Lucity Administration tool.

2) Go to GIS > Connection strings.
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GIS MAP SERVICES

The GIS Map Services window enables administrators to connect Lucity to map services available on the Internet or that they have set up in Arc

Server. Defining map services in this dialog defines them as an available service to add to a web or viewer map.

Note: Map services must be added to this setup screen before they can be added to the GIS Map Setup (on page 301) dialog.

' GIS Services (==
Map Services | Utility Services | Work Zone Sennm|
Name U Order  Opacty Logllep Bacellen, E::tl_.lre User Auth ﬁf"ﬁ::?, Mobile Ui ?g.laltr:..lereMoblh_
Service? Service Ud
hitp:/Alct arcsrv-01:6080/arcgis/rest servicesLucityGIS Dev/LucityGIS_Fark/Map Server 4 ] ] I [cEAMS\derc &
LucityGIS_Facilties hitp:/ Act-arceny-01 6080/ arcgis.rest /services/LucityGIS Dev/LucityG1S_Facilties/Map Server 2 [} [} (=] ] |
LucityGIS_Sewsr hittp:/Act-arcsrv-D1:6080/arcgis/rest/services/LucityG15 Dev//LucityG1S_Sewer/Map Server 3 ] ] [ [} I
LucityGIS_Storm http:/Act-arcsrv-D1:6080/arcgis rest /services/LucityG1S Dev//LucityGIS_Storm/Map Server 3 ] (=] E [}
LucityGIS_Street http:/Act-arcsre-01 -6080/arcgis /rest /services LucityGIS Dev,/ LucityGIS _Street /Map Server 3 I} I} ] ]
LucityGlS_Traffic http #Act-arcanv-01:6080/ arcgis/fest/services/LucityGISDev/LucityGIS_Traffic/Map Server 3 [ ] [ 0 '
LucityGIS_ROW http:/Act-arcsrv-D1:6080/arcgis.rest /services/LucityG1S Dev//LucityGIS_ROW./MapServer 3 ] (=] E [}
LucityGIS_Water_Dist http:/Act-arcsrv-01:6080/arcgis/rest /services.LucityGIS Dev./ LucityGIS_Water_Dist/Map Server 3 I} I} ] ]
LucityGlS_Water Raw http:#Act-arcanv-01:6080/ arcgis/fest/services/LucityGISDev/LucityGIS_Water Faw/MapServer 3 [ ] [ 0
LucityGIS_Water_Recycled | http://lct-arcsrv-01:6080/arcgis/rest/services/LucityGIS Dev/LucityGIS_Water_Recycled/MapServer |3 [ [ 0 0
LucityGIS_G1STasks_Edita... |http./Act-arcerv-01:6080/arcgis rest/services/LucityGIS Dev./LucityGIS_GI1S Tasks_Editable/MapServer |4 = = =
LucityGlS_Parcels http/Act-arcsrv-01 6080/ arcgis/fest/services/LucityGISDev/LucityGIS_Parcels/MapServer 1 [ ] [ [
LucityGIS_Imagery http:#Act-arcsre-01:6080/arcgis/rest /services/LucityGIS _Imagery/Image Server 1] [ (] ] [}
LucityGIS_LandBase http:/Act-arcerv-01:6080/arcgis/rest /services/LucityG1S_LandBase/Map Server 1 = = 1 mw [}
LucityGIS_Redining http:/Act-arcsrv-01:6080/arcgis/rest/services,/LucityGIS Dev// LucityG1S _Rediining/Feature Server 4 = [l = 0
LucityGIS_All_Editable http/Act-arcsrv-01:6080/arcgis /rest /services/LucityGIS Dev/LucityGIS_All_Editable/Map Server 4 [} [} GBAMS\deric 8
< M ] 3
Delete.. Default Base Map for Web: Esi_WordTopo - Default Base Map for Mobile: QA Raster Save Cancel

292



MAP SERVICES TAB

The Map Services tab lists the map services used in the Lucity Web Map and the Lucity GIS configuration.

Map Services Grid

FIELDS

Name Uniquely identifies the map service during setup.

URL Specifies the URL of the map service or the path of a local map package. A map
service URL usually looks something like this: http://<server
name>/ArcGIS/rest/services/<service name>/MapServer. This must include
/rest after ArcGlIS.

Note: In Arc 10.x, the <service name> is case-sensitive.
More information about Bing services (see "Bing Services" on page 382)

Order Specifies the order in which the map service will appear when implemented with
other map services. Lower-numbered services appear beneath
higher-numbered services. Basemap services always appear on the bottom.

Opacity Controls the opacity of this service.
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Base Map for Web?

Base Map for Mobile?

Has Feature Service?

User Auth

Indicates whether a layer should be used as a basemap in the Lucity Web Map.
All layers marked as a basemap will be available to all users in the Basemap
Selection tool in the Web Map.

e Note: Basemaps must be either a tiled map service, an image service, or a
Bing Map.

e Note: Basemaps can have a different spatial reference than other layers.
However, when the basemap is loaded in the Web Map, the map will zoom
to its full extent and abandon the user's current location.

e Note: This functionality [the basemap?] is not available in the Lucity GIS
Viewer.

Indicates whether a layer should be used as a basemap in the Lucity Mobile Map.
All layers marked as a basemap will be available to all users in the Basemap
Selection tool in the Mobile Map.

e Note: Basemaps must be either a tiled map service, an image service, or a
Bing Map.

e Note: Basemaps can have a different spatial reference than other layers.
However, when the basemap is loaded in the Web Map, the map will zoom
to its full extent and abandon the user's current location.

Indicates whether the map service has an associated feature service. If a
feature service is available, editing is enabled for related layers in the Lucity Web
Map and the Lucity Mobile Map.

Enables administrators to select which authentication to use for a secured
service. The authentication options that appear here are configured in the GIS >
Authentication Setup (see "Authentication Setup" on page 283) tool.

Note: If the service is secured and no User Name/Password is provided, users are
required to log in.
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Require Logon

Mobile URL

Offline Mobile Feature
Service URL

Proxy URL
Last Modified By

Last Modified Date

Last Modified Time

Provides an added layer of security by forcing users to enter their own login
credentials when a map service is a secured service.

® All AGOL services require login credentials and must have this box checked..

Specifies an alternative, external URL for the service if it will be accessed by Lucity
Mobile.

Specifies a URL for an alternate map service in cases in which a map is likely to be
used in Lucity Mobile's offline mode.

Map services that are taken offline have several ESRI-imposed restrictions. This
setting allows an agency to use an unrestricted map service in its Web
Map/Mobile Map, then automatically switch to an alternative service (designed
to be in line with ESRI's offline restrictions) when users take the map offline.

Identifies the proxy address for clients using one.
Identifies the last user to modify the connection string.

Indicates the date the connection string was last modified.

Indicates the time the connection string was last modified.

‘ Note: Multiple tiled services can be used in the map ONLY if the services have the same spatial reference. If a tiled service is set up as the

‘ basemap, and another service with a different spatial reference is used as a normal map layer, the Web Map will fail to render.

Grid Tools

BUTTONS

Add Map Service

Delete

Adds a new row in which to enter map service information.

Deletes the selected map service.
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Test

Default Base Map for
Web

Default Base Map for
Mobile

Save

Cancel

Displays a pop-up that shows the map service URL and a list of layers that the
system recognizes as connected to Lucity.

Specifies the name of the map service that should be used as the default basemap
for the Lucity Web Map. Only map services marked as a base map appear in this
list.

Specifies the name of the map service that should be used as the default basemap
for the Lucity Mobile Map. Only map services marked as a base map appear in
this list.

Saves edits made in the grid.

Closes the window without saving.
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UTILITY SERVICES

The Utility Services tab stores information about services that perform various functions within the Lucity Web and Lucity Mobile Maps.

% The Admin > App Admin permissions are required to change Utility Services settings.

Geocoding Services Grid

Name

URL

Service is secure?

Proxy URL

Last Modified By
Last Modified Date
Last Modified Time

Grid tools

Add Geocoding
Service...

Uniquely identifies the geocoding service; used during setup.

Specifies the URL for the geocoding or parcel services used to find addresses. To
switch between the two types of services, check the setting "Use an address layer

for..."
Note: REST/ must precede the word service in the URL.

Note: If using a parcel service, enter the URL for the map service and add the
layer number to the end. For example, if the parcel layer is the 10th layer in the
service, the end of the URL would look something like:
...rest/services/baselayers/MapServer/10

Indicates that the service requires a login and password. The program will
retrieve the credentials from the first record in the Map Service grid (see "Map
Services Tab" on page 293).

Identifies the proxy address for clients using one.
Identifies the last user to modify the connection string.
Indicates the date the connection string was last modified.

Indicates the time the connection string was last modified.

Adds a new row in which to enter geocoding service information.
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Delete... Deletes the selected geocoding service.

Default Geocoding Service Specifies the name of the geocoding service that should be used by default for the
Lucity Web and Lucity Mobile Map. Only map services marked as a base map
appear in the list.

Save... Saves edits made in the grid.

Cancel Closes the window without saving.

Geometry Service Grid

URL Specifies the URL for the ArcGIS Geometry service, which facilitates geometry
operations in the map, such as buffering and reprojecting coordinates. This field is
required for the Web Map.

Service is secure? Indicates that the service requires a login and password. The program will
retrieve the credentials from the first record in the Map Service grid (see "Map
Services Tab" on page 293).

Proxy URL Identifies the proxy address for clients using one.

Last Modified By Identifies the last user to modify the connection string.
Last Modified Date Indicates the date the connection string was last modified.
Last Modified Time Indicates the time the connection string was last modified.
Grid tools

Save... Saves edits made in the grid.

Cancel Closes the window without saving.

Routing Service Grid
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URL Designates the URL to be used for a network analysis service.

Service is secure? Indicates that the service requires a login and password. The program will
retrieve the credentials from the first record in the Map Service grid (see "Map
Services Tab" on page 293).

Proxy URL Identifies the proxy address for clients using one.

Last Modified By Identifies the last user to modify the connection string.

Last Modified Date Indicates the date the connection string was last modified.

Last Modified Time Indicates the time the connection string was last modified.

Grid tools

Save... Saves edits made in the grid.

Cancel Closes the window without saving.

Default Vehicle Start Indicates the address that the Routing tool should use as the start location. If no

Address for Work Routing address is supplied, the first Work Order is used.
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WORK ZONE SERVICES

The Work Zone Services tab contains grids that store information services used to identify work zones.

% The Admin > App Admin permissions are required to change the Work Zone Services settings.

Never overwrite
maintenance or alternate
zone

When enabled, prevents the system from overwriting the existing Maintenance
Zone or Alternate Zone values when these fields are entered on a Request or
Work Order.

Maintenance Zone Info

Maintenance Zone- Field
Name

Maintenance Zone- Layer
Index or Alias Name

Maintenance Zone-
Service Name

Alternate Zone Info

Alternate Zone- Field
Name

Alternate Zone- Layer
Index or Alias Name

Alternate Zone- Service
Name

The name of the field that contains the maintenance zone ID in the maintenance
zone layer.

The name of the maintenance zone layer in the map service.

The name of the map service that contains the maintenance zone layer. Found
under GIS > GIS Services > Map Services tab (on page 293).

The name of the field that contains the alternate zone ID in the alternate zone
layer.

The name used for the alternate zone in the map service.

The name of the map service that contains the alternate zone layer. Found
under GIS > GIS Services > Map Services tab (on page 293).
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‘ Note: You can also use the Service Lookup buttons to complete these fields. When using this method, complete the fields in the following
‘ order: Service Name, Layer Index or Alias Name, Field Name.

GIS MAP SETUP

After map services are configured with Lucity, an agency must create a map in the Lucity Administration Tool by layering map services.

The Map Setup tool enables administrators to define maps and assign them to different groups of users.

the Lucity Web Map, Lucity GIS Viewer, and for Lucity Mobile - Map Mode.

-
{tf Map Setup

[= ===
Maps Group Assignment for [|
Shared Web Only Availzble Groups Groups assigned to this map
Name - Name Administrator
r AdminRoles-Dee F Assign Group(s) to
GISDev TestWebOnly ,Ea genemlu User A Map e
et Power User
Eval - Draft Test Web Only Dashboard Users
Dee LowPems
Matt Test Map Delete Map Web Only e 7 Ful Ackmin Un-Assign Group to
ago E Equipment ReadOnly Map <<
ago with rediine Mobile Onby GIS Administrator
ago mixed Name |~ Defaut web map for group [} Set this map as web default for group
AGOL+Local QA Mabile Test Map
—| [@A Mobile word i . .
LakelandTest | ) Defautt mobile map for group [ Set this map as mobile default for group
GIS Dev QA Mobile Editable 0
i Teocd Maokbile Oich i
GIS Viewer ‘?I':Ste:xtzre:?un z?ml it i rch its and is al: factorwh
is i used to limit geocoding search results and is also a factor when
pddiongSchy Name determining the default extert for web and mobile maps.
Current extent:
Delete: Ma Enter url to service or layer to calculate an extent
2 Calculate Bxtent
Save._.. [] Manualy Erter
Heln Fomat: (Xmin,Ymin, Xmas, Ymao wiid) Save as new extent

The process is used to create maps for
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Considerations

e  Which map services should be in this map?

e For which mapping product is this map intended?

Maps

This section allows agencies to manage their maps.

Shared

Web Only
Mobile Only

GIS Viewer

Add Map Setup
Edit Map Setup
Delete Map

Lists maps that are available for both the Lucity Web and Lucity Mobile
applications.

Lists maps that are only available for the Web application.
Lists maps that are only available for the Mobile applications.
Lists maps that are available for the GIS Viewer application.
Adds a new map.

Edits the map selected in one of the grids.

Deletes the map selected in one of the grids.

Group Assignment for [...]

This section allows agencies to manage which groups are assigned to the map selected on the left.

Available Groups

Assign Map to Groups
>>

Un-Assign Group to
Map <<

Lists user groups that could be assigned a default map. This list is populated
with the security groups that are assigned as a Default Rules group in the Lucity

Security Program.

Assigns the selected map as the default map for the group(s) selected in the
Available Groups grid.

Removes the association between the selected map and the group(s) selected in

the Assigned Groups grid.
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Groups assigned to this
map

Default web map for
group [...]

Default mobile map for
group [...]

Set this map as web
default for group [...]

Set this map as mobile

default for group [...]

System Default Extent

Lists groups assigned to the selected map.

Indicates the map currently set as the default web map for the group selected in
the Available Groups grid.

Indicates the mobile map currently set as the default mobile map for the group
selected in the Available Groups grid.

Sets the currently selected web map as the default web map for the group
selected in the Groups assigned to this map grid.

Sets the currently selected mobile map as the default mobile map for the group
selected in the Groups assigned to this map grid.

This section allows admins to set the default extent of the webmap. This can:

® Dictate the location the map is opened to.

> GIS Web > Force the GIS Web Map to always open to the default extent setting.

Current Extent

Clear Extent

Enter url to service or

layer to calculate an
extent

Calculate Extent

Manually Enter Extent

Displays the extent that is currently selected. The extent can be modified using
some of the fields below.

Clears out the Current Extent field.

Indicates the web address for the map service or layer (within a service) used to
calculate the Current Extent field. The program will use the URL to copy the
service's or layer's Full Extent/Extent and set the Current Extent field.

When enabled, calculates the Current Extent from the Enter url to service or layer
to calculate an extent field.

Unlocks the Manual Entry field.

To force the map to open to this extent every time you must set the Admin Portal > Settings > System Settings
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Manual Entry Field Indicates that the extent should be determined by the parameters provided.
Enter the desired extent using the following format:

Xmin, Ymin, Xmax, Ymax, wkid

Save as new extent Saves the manually entered extent as the Current Extent.
Help Launches the Help guide.
Save... Saves any changes made to the map setup.
Cancel Cancels any changes made on this screen.

How to set up a Web Map

How To Add or Edit a Map

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu. The map setup appears:
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2) The left side of the dialog displays all available maps.

3)

-
;_’ Map Setup

Tect Mobile Mok

Add Map Setup

Edit Map Setup

Delete Map

GIS Viewer

Name

[==]E=]
Maps Group Assignment for []
Shared Web Only Availzble Groups Groups assigned to this map
Name - MName Administrator -
AdminRoles-Dee Pssign Group(s) to

GlSDev TestWebOnly Asset General User Map 5>
Eval - Draft Test Web Only Faset Power Lser
Matt Test M Delete Map Web O Dee LowPems

o= e clete Map Web Only Dee TS Full Admin Un-Assign Group to
aga = Equipmert ReadCnly Map <=
ago with rediine Mobile Onby GIS Administrator
ago mixed Name i Defaut web map for group [ Set this map as web defautt for group
AGOL=Local QA Mabile Test Map

QA Mobile World i . :

LakelandTest Emlime e e Set this map as maobile default for group
GIS Dev QA Mobile Editable 0

System Default Edent
This extent is used to limit geocoding search results and is also a factor when
determining the default extent for web and mobile maps.

Curent extent:
Enter url to service or layer to calculate an extent:
Calculate Edent
[] Manually Enter

Fomat: (Xmin,Ymin, ¥mas, Ymao whid) Save as new exent

the GIS Map Edit screen.

The Map Editing tool (see "Map Editor" on page 312) opens.

a. Enter a unique name in the Name field.

b. Under Lucity applications that can use this map, select Web & Mobile or Web only.

c. Check the Use as Default Map box to make this the default map.

d. Setthe Geocoding Url.
Default Geocoding Url field.

e. Select the service that contains your Redline layers.

Click the Add Map Setup or select a map and click Edit Map Setup buttons to open

Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
The Default Url is set in the Lucity Administration Tool, under System > Settings on the GIS Web tab.
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f. Use the map services listed in the Available Web Services and the Available Editable Services to populate the Services to Display in Map
grid.

g. Modify the service settings in the Services to Display in Map grid.
Note: The Web Map and Mobile Map tools will recognize Lucity data in all layers as long as the aliases are set up correctly.

4) Click Close to return to the Map Setup screen.
5) Once the maps have been defined, click Save on the Map Setup screen.

6) Assign the map to the desired user groups (see "GIS Map Setup" on page 301).
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How to set up a Mobile Map

How To Add or Edit a Map

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu. The Map Setup appears:

A Map Setup EI@
Maps Group Assignment for [|
Shared Web Only Availzble Groups Groups assigned to this map
Name - Name Administrator -
Tl AdminRoles-Dee Ags‘gn Group(s) to
GlSDev TestWebOnly Asset General User o m
Asset Power User
Eval - Draft Test Web Only Dashboard Users
Matt Test M Delete Map Web O Dee LowPems
= e i o "5“-‘” Goete
aga £ Equipmert ReadCnly EP <«
L i
ago with rediine Mobile Only GIS Administrator
ago mixed Name = Defaut web map for group [ Set this map as web defautt for group
AGOL+Local QA Mabile Test Map i)
LaklandTest | [ Mobie Word L4 B TR [ Set this map as mobile default for group
GIS Dev QA Mobile Editable 1
il £ R o

GIS Viewer S DERIEE
This extent is used to limit geocoding search results and is also a factor when

Name determining the default extent for web and mobile maps.

Current extent:

——
Enter url to service or layer to calculate an extent:

Delete M,
Calcuste Bxtent
 Save.. | [ Cancel Manualy Enter
e —

2) The left side of the dialog displays all available maps. Click the Add Map Setup button or select a map and click the Edit Map Setup button
to open the GIS Map Edit screen.

3) The Map Editing tool (see "Map Editor" on page 312) opens.
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Enter a unique name in the Name field.
Under Lucity applications that can use this map, select Web & Mobile, or Mobile only.

Set the Geocoding Url. Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
Default Geocoding Url field. The Default Url is set in Lucity Administration under System > Settings on the GIS Web tab.

Select the Redlining layers if you use redlining in your map.

Use the map services listed in the Available Web Services and the Available Editable Services to populate the Services to Display in Map
grid.

Modify the service settings in the Services to Display in Map grid.

Note: The Mobile Map tools will recognize Lucity data in all layers as long as the aliases are set up correctly.

4) Click Close to return to the Map Setup screen.

e.

f.

Select the map in one of the grids in the Maps section.
Select one or more groups you want to access the map in the Available Groups grid.

Click the Assign Groups to Map >> button. The groups will move to the Groups assigned to this map grid and are now able to access to
that map.

If the map should be a default map for a group, select the map in the Maps section.
Select the group in the Available Groups grid.

Click the one of the Set the map as... buttons.

5) Once the maps have been defined, click Save on the Map Setup screen.

6) Assign the map to the desired user groups.
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How

How

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu.

to set up Viewer Map

To Add or Edit a Viewer Map

The map setup appears:

A Map Setup EI@
Maps Group Assignment for [|
Shared Web Only Availzble Groups Groups assigned to this map
Name - Name Administrator -
Tl AdminRoles-Dee Ags‘gn Group(s) to
GlSDev TestWebOnly Asset General User o m
Asset Power User
Eval - Draft Test Web Only Dashboard Users
Matt Test M: Delete Map Web O Dee LowPems
== i ud Dee TS Full Admin Un- Asagn Group to
aga £ Equipmert ReadCnly EP <«
L HE
ago with rediine Mobile Only GIS Administrator
ago mixed Name = Defaut web map for group [ Set this map as web defautt for group
AGOL+Local QA Mabile Test Map i)
LaklandTest | [ Mobie Word L4 B TR [ Set this map as mobile default for group
GIS Dev QA Mobile Editable 1
il £ R o

GIS Viewer

Csave | [

System Default Extent

This extent is used to limit geocoding search results and is also a factor when
determining the default extent for web and mobile maps.

Current extent:
Clear extent
Enter url to service or layer to calculate an extent:
Calculate Edent
Manually Enter

Fomat i Yo Xnac Y o)

2) The left side of the dialog displays all available maps.

3) The Map Editing tool (see "Map Editor" on page 312) opens.

a.

Enter a unique name in the Name field.

Click the Add Map Setup or Edit Map Setup buttons to open the GIS Map Edit screen.
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Under Lucity applications that can use this map, select GIS Viewer.
Check the Use as Default Map box to make this the default map.

There can only be one default map. If more than one map exists, the Viewer will ask which one to use. The default map will appear at
the top of the list.

Set the Geocoding Url. Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
Default Geocoding Url field. The Default Url is set in Lucity Administration Tool, under System > Settings on the GIS Web tab.

The Geocoding Url can be either a URL for a geocoding service OR the path to a geocoding package (.gcpk).
Use the map services listed in the Available Web Services and the Available Local Services to populate the Services to Display in Map grid.

Modify the service settings in the Services to Display in Map grid.

‘ Note: The Lucity GIS Viewer will recognize Lucity data in all layers, as long as the aliases are set up correctly.

4) Click Close to return to the Map Setup screen.

5) Assign the map to the desired user groups.

‘ Note: All maps that are marked as GIS Viewer will be visible to all Lucity GIS Viewer users.

How to assign maps to groups

To assign maps to user groups:

Select a map in one of the map grids list on the left side of the dialog box.
Highlight one or more groups in the Available Groups list on the right side of the dialog box.
Click the Assign Group(s) to Map >> button.

The groups will appear in the Groups assigned to this map grid.
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e) When a user logs into the web map or mobile map they will be able to look at any map that is assigned to a group that they are a part of.

Note: Groups and Users are created and associated in the Lucity Security program.

How to set default maps for groups

I) Select the map that you want to set as a Default map for a group.
2) Review the groups in the Groups assigned to this map grid.

o Ifthe group you want to assign the map to as a default is not in this grid you need to select the group in the Available Groups grid and
click the Assign Group(s) to Map >> button.

3) Select the group in the Groups assigned to this map grid.
o To set the map as the group's default web map click the Set this map as web default for group [...] button.

o To set the map as the group's default mobile map click the Set this map as mobile default for group [...] button.
Note: These buttons are grayed out if an incompatible map is selected.

4) When the user opens the web map it will default to the map listed under Default web map for Group |[...].

5) When the user opens the mobile map it will default to the map listed under Default mobile map for Group [...].

‘ Note: Because each group can have a default map, and each user can have multiple groups the web and mobile maps will use the default
\ map assigned to the user's Default Rules Group. Each user can only have one Default Rules Group, which is assigned in the Lucity Security
‘ program.

More information about adding and editing web maps>> (see "Map Editor" on page 312)
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MAP EDITOR

The Map Editor screen allows administrators to design a map using the map services they have configured.

-
- GIS Map Edit ===

MName GISDev Lucity application(s) that can use this map: Web & Mobile -
Geocoding
Default Gi ding Ud:  Fttpe//a de arcgi /arcgis/est/services/World/Geocode Server |
Geocoding Urd (f
different than default):
Redlining

Select the feature service that contains the redlining layers:

Erter the feature layer index for the three redlining layers:
- Point index: 0

LucityGISDev_MarkupSecurs

Polyline index: 1 Polygon index: 2

Services to Display in Map

- Wi Order  Disable Disable Disable Default
ams Visibilty —Extert

LucityGlSDev_Parcel

http ./ ExamplSrr:6080 /arcgis/rest/services/LucityGISDev_Parcel/Map5...
QA Mobile Raster

QA Mobie Pared LucityGISDev_ http.// :6080 /arcgis/rest/services/LucityGISDev_SewerStrestS..
obile Parcels
QA Mobile Word LucityGISDev_Park http.// ExamplSrer:6080 /arcgis/rest /services/LucityGIS Dev_Parc/MapSer..
Add x> LucityGISDev_GI5TasksEd... | http:/f ExamplSnr:6080 /arcgis/rest/services,/LucityGISDev_GI5TasksEdit..
Luci'tgvﬁISDev_\l'\.’aterDistF{ead[)r|hw|%|
LucityGISDev_WaterDist Editable H Add
QA Mobile Sewer 2 >

Pwailable Local Services

Add >>
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Name

Lucity application(s) that
can use this map

Geocoding

Specifies a unique name for the map.

Indicates which Lucity mapping program this map is designed for.  This interface
is used to create maps for Lucity Web, Lucity Mobile, and the GIS Viewer.

e Web & Mobile, Web Only, Mobile Only, GIS Viewer

Specifies which geocoder the map will use.

Default Geocoding URL

Geocoding URL (if
different than default)

Redlining

This is the default geocoder that the map will use if you don't select another one.
This is set in the URL for Geocoding Service ... setting under System > Settings >
GIS Web tab (http://help.lucity.com/webhelpv170/web/index.htm#38257.htm).

Enter a URL here if the geocoding service used for this map will be different than
the URL in the Default Geocoding Url box.

Controls which redlining layers appear in the map.

Select the feature service
that contains the redlining
layers

Point Index
Polyline Index

Polygon Index

Available Services

Available Web Services

Select the Redlining map service from the drop-down if users need to use the
redlining tool in the map. (This list only displays the feature services configured
in the Map Services (see "GIS Map Services" on page 292) tool.)

Indicates the number for the redlining point layer in the redlining map service.
Specifies the number for the redlining line layer in the redlining map service.

Indicates the number for the redlining polygon layer in the redlining map service.

Lists all web map services (those services entered into the Map Services tool that
are not map packages and do not have the Has Feature Service box checked).
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Add >>

Available Editable Services

Add >>

Available Local Services

Add >>

Adds the map services selected in the Available Web Services list to the map.
The services will appear in the Services to Display in Map list.

Lists all editable web map services (those services entered into the Map Services
tool that are not map packages and have the Has Feature Service box checked).

Adds the editable map services selected in the Available Editable Services list to
the map. The services will appear in the Services to Display in Map list.

Lists all map packages [those services entered into the Map Services tool that are
map packages (paths to .mpk files)].

Adds the local services selected in the Available Local Services list to the map.
The services will appear in the Services to Display in Map list.

Services to Display in Map

Lists all of the map services that are in the map.

Name
URL
Order

Order Override

Disable Identify
Disable Edits
Disable Visibility

Displays the name of the map service.
Displays the URL/path to the map service

Displays the default sequence of the layers, based on the Order entered in the
Map Services (see "GIS Map Services" on page 292) tool.

Allows the user to adjust the sequence of layers for this map by ordering the
items in this column. 0is the lowest layer in the map.

Prevents users from identifying or selecting features in a map service.
Prevents users from editing a specific map service in this map.

Hides the selected map service. Services with visibility disabled are turned off
when the map is initially accessed; however, users can turn them back on.
Disabling visibility of map services makes the map load faster.
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Default Extent

<< Remove

Close

Marks a single layer as the default extent. That is, the service's extent will be
the default extent for the entire map when it is loaded.

This function requires the Force the GIS Web Map to always open to the default
extent setting to be enabled under System > Settings > GIS Web tab
(http://help.lucity.com/webhelpv170/web/index.htm#38257.htm).

Removes the service selected in the Services to Display in Map list.

Closes the Map Editor.
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SECURITY

The Security menu gives access to the Security program as well as the ability to grant groups access to views and forms. This feature is used
concurrently with the group management function available in the Security program.

‘ Note: For additional information on the Security program, see the Security Help Guide included with Lucity Desktop: Program Files >
‘ Lucity > Admin Tools > Lucity Security Help.

MENU OPTIONS

Security Launches the Security program from Lucity Administration for Web Apps
(http://help.lucity.com Help.

/webhelp/v750/securit

y)

Assign Groups to Allows administrators to grant groups access to views and forms, as well
Views/Forms (on page as set a default Work Order form for a Default Rules Group.

317)
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ASSIGN GROUPS TO VIEWS/FORMS

The Assign Groups to Views/Forms feature enables administrators to assign different user groups to defined Views and Forms.

assign default Forms to a group.

Note: This section is disabled if the System > Settings > Website tab > Allow All Users Access to All Views setting is enabled.

This module may be accessed through the Administration Tool at: Security > Assign Groups to Forms.

?Z._ Assign Groups To Views/Forms

Groups

-
BBTest =

BV Test Group [worke

)

DaleTestGroup

DeeGroupAccess [Work Orders
DeeGroupAccess1

)

DeleteME
DeniedWonkGroup

m

[Work Orders

7

General User
GIS Administrator Show Only Views, Not Forms
Greg GIS Test
J %st Gmme) m [7] Show All Views/Forms
jgtﬁgl:?;g:ﬂ; ["] Show Program Views./Forms
Kevin Limited Pemission
Matt Deny URL Config

Matt Limited Permission ]
Matt Restricted Fields Assign Groups
MattViewOnlyWO

Micole Deny

nicoles test

No SWQ Comm Inv Edit

NoClosedRequests

Noels Test Group &

l Groups Assigned To

e Bpoaie l View/Foms...

Available Views/Forms

[=EEs

Bryan test

Import Test View

Roys Only View

Test WO View

Test WO View 2

vic test view

vic test work order view
Work Orders - Full

Work Orders - Full with Asset

Refresh List

They can also
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LEFT COLUMN

Groups
Group Properties

Groups Assigned to
Views/Forms

Displays a list of groups from the Security module.
Displays a list of Views/Forms assigned to the selected group.

Displays a list of groups that are assigned to each View/Form.

CENTER COLUMN
Module Selection Selects a program, a module, and one of its components. This controls which
Drop-downs Views/Forms are displayed in the Available Views/Forms grid.

Show Only Views, Not
Forms

Show All Views/Forms

Show Program
Views/Forms

Show only Timesheet
Forms

Assign Groups

RIGHT COLUMN

Hides all Forms in the Available Views/Forms grid.

Overrides the module selection drop-downs and displays all Views and Forms for
every module.

Displays all the View/Forms for all modules and components underneath the
selected program in the first drop-down.

Overrides the module selection drop-downs to only display the Timesheet Forms.

Assigns the Views/Forms selected on the right to the groups selected on the left.

Available Views/Forms

Refresh List

Lists Views and Forms that can be assigned to groups.

Refreshes the Available Views/Forms grid.
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How to assign Groups to Views and Forms

I) Select one or multiple groups from the Groups box on the left side of the screen.

2) Inthe center of the screen, select the Program, Module, and Section of the module. (For example, to see the Forms for a Work Order,
select Work Order Manager, Work Orders, Work Orders.

o This filters down the Available Views/Forms column down to forms just for that section of the module.
o To show all forms at once, check the Show all Views/Forms box.
3) Select one or multiple forms from the Available Views/Forms box on the right side of the screen.

4) Click the Assign Groups button. All selected Groups will be associated with all selected Forms.

‘ Note: If a Form will be accessed by the public, the group assigned must contain the Lucity login account that is used with the public
application. Refer to the System > Settings > Citizen section for the public Login ID.

‘ Note: This step is not necessary if the System > Settings > Website tab > Allow All Users Access to All Views setting is enabled.

How to view Group properties

I) Select a group in the Groups column.

2) Click the Group Properties button in the bottom-left corner.
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3) The Group Properties window appears, displaying the users in the group and the Forms to which the group is assigned.

fﬁ Group Properties

Users Assigned to Group
Administrator

bvandusen
Chris

Dale

Deaun

DEM
DemoTrey
Don Pinkston
edaniel

Frank

Geoff

m

[ =]

Forms this group has access to:

"
Aupdliary Equipment m
Audliary Equipment Inspection =m
Backflow Testing Companies

BMP Asset Inspections

BMFP Asset ltem Inspections

BMP Asset tems

BMP Asset Milestones

BMP Asset Tests

BMP Checklist Setup

BMF Comective Action Setup 2

Remove access to selected form(s)

How to view Groups assigned to Views/Forms

)

In the center of the screen, select the Program, Module, and Section of the module.

select Work Order Manager, Work Orders, Work Orders.

O

For example, to see the Views/Forms for a work order,

This filters the Available Views/Forms column to display only Forms for that section of the module.
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2) Click the Groups Assigned To Views/Forms button. The following pop-up appears:

o5 Groups Assigned To View/Forms

=SEEE]

Assigned Views/Forms Assigned Groups
Eval Work Order Complete Administrator
GIS Adrinsrator
EVAL4 GBAMS WOGF Review Equipme| GIS User
gbExport PublicWebGroup
JoeTestExport WorkOrdersOnhy
Josh View Test

Peters Work Orders

RobsWOwoComments

SW Drainage WO View

Work Orders - Full

Work Crders - Full (1)

3) Select a View or Form on the left to see a list of groups assigned to it on the right.

4) Close the window when finished.

How to remove access to a Form

I) Inthe Assign Groups for Views/Forms window, select the Group and click the Group Properties button.
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2) Inthe Group Properties window, select the Form and click Remove access to selected form(s). The Form will be removed from the list.

/. Group Properties [E=0(EOR x|

Users Assigned to Group
Administrator Forms this group has access to:

afowles - -
BEFP & Aupdliary Equipment m
brent |E Avrdliary Equipment Inspection =m
bvandusen Backflow Testing Companies

Chris backflowView

Dale BMP Asset

Deaun BMP Asset Inspections

DEM BMFP Asset ltem Inspections

DemoTrey BMP Asset ftems

Don Pinkston BMP Asset Milestones

edaniel BMP Asset Tests

Frank BMP Chechdist Setup

Geoff 2 BMF Comective Action Setup 2

Remove access to selected form(s)
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HELP

The Security Help menu provides links to Help documentation and resources, as well as general product information.

e Click on Help Topics or hit F1 to launch the Lucity Administration for Web Apps Help File.
e Click Lucity Help Portal and Search to launch the Lucity Help portal to view/search all Help Guides.

e Select About... to view the product version information.

About. . ==

=

I.-f"_"“-.l Lucity Administration Application
W 150 Service Pack 0
150 Service Pack0
Copyright @ 2015 Lucity, Inc

Application icon provided by http://jonasraskdesign.com

323



LUCITY USER IMPORT TOOL

The Active Directory Import tool enables organizations to integrate Lucity Security with their Windows Active Directory. This integration
streamlines user administration by allowing Lucity Security to be partially managed via Active Directory.

Success of the import relies on having Active Directory groups and Lucity groups with identical names. When an administrator runs the import,
Lucity checks the Active Directory groups to determine which users are present and performs the following actions:

e |fauserisin one of the Active Directory groups that corresponds to a Lucity group but is not in the Lucity Security program, the user is added
to Lucity.

e Ifauserisinan Active Directory group but is not in the corresponding Lucity Security group, the user is added to the the Lucity group.
e |fauserisin notinan Active Directory group but is in the corresponding Lucity Security group, the user is removed from the Lucity group.
e Optionally, if a user is no longer in Active Directory but is found within Lucity, the user remains in Lucity, but the account is disabled.

' Lucity User Import for Client CLINT417 (=

Import Processing |Template Setup |

Choose Template to Process:
[LUC\tY AD Template -

Process |

Close |

% To run this tool, a user must have the Lucity App Admin or Lucity IT Admin permission.
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TEMPLATE SETUP TAB

The User Import tool's Template Setup tab lets administrators create, edit, and delete Active Directory Import templates.

Delete Template il Create Template
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TEMPLATE SETUP

Select Template to Edit

Path

Provider

Lucity Logon

First Name

Last Name

Email

Windows Login*
Windows Domain*
Template Name

Enable Application
Authentication

Disable User is Allowed

Delete Template

Create Template

Displays a list of User Import templates that have been created and saved in an
agency's system.

Indicates the path to an agency's Active Directory or LDAP.

Indicates whether users should be imported from Active Directory or LDAP.
Sets the field from AD/LDAP that will be used as the Lucity login.

Sets the field from AD/LDAP that contains the users' first names.

Sets the field from AD/LDAP that contains the users' last names.

Sets the field from AD/LDAP that contains the users' email addresses.

Sets the field from AD/LDAP that contains the users' Windows logins.
Identifies the domain under which users are running.

Provides the name of the template if it is new.

Allow imported Lucity users to log into Lucity using a Lucity login and password.

Directs the import to disable users in Lucity who are no longer found in a
corresponding AD/LDAP group.

Permits the import to remove users from Lucity security groups if the users are no
longer in the corresponding AD/LDAP group.

Note: The user is not removed from Lucity. They are just disassociated from the
Lucity security groups.

Deletes the template currently selected in the Select Template to Edit field.

Creates a new template.
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Save Saves edits to the current template.

* When both of these fields are completed, users are not required to enter a login and password when logging into Lucity applications. With
the exception of Lucity Mobile, all Lucity applications will automatically match the user logged into Windows to the correct Lucity user.

IMPORT PROCESSING TAB

The User Import tool's Import Processing tab allows administrators to select an Active Directory Import Template and process it. The tab also
displays a log of the import results.

| Lucity User Import for Client CLINT417 (=3

Import Processing | Template Setup

Choose Template to Process:
[Luc\tjr AD Template -

Process

Close
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IMPORT PROCESSING

Choose Template to Provides a drop-down list of available Active Directory Import Templates. These
Process templates are created on the Template Setup tab.
Process Runs the import using the selected template.

HOW TOS

The following sections discuss how to set up the Lucity User Import.

SECURITY STRUCTURE

How to set up Lucity Security

[) Plan out your security groups.
o Identify which groups you should create and what permissions each group requires.

o Consider Lucity's Suggested Security Group Setup (http://help.lucity.com/webhelp/v170/security/index.htm#39729.htm).

Note: You may want to add a 'Lucity_' prefix to all of the security groups. That way, all matching groups in Active Directory/LDAP are
grouped together.

2) Add your Lucity Security groups.
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3) Click New Group (under the Groups grid). The following window appears:
Group Information

Group Mame: || |

Cancel

4) Enter a Group Name and click Ok.

5) Assign the desired permissions to the Lucity Security groups.

Modules View Method

[) Inthe Groups grid, select one or more groups to which to grant a permission.
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2)

3) Check the box next to the desired modules within the suite.

4)

5) When all desired permissions are selected, click the << Grant button.

In the Modules View tab, under Permission Controls, expand the module suite for which the permissions will be granted.

Modules View | Pemissions \ﬁew|

Modules:

Permissions:

-7 General -
w-CIGIS

] Lucty Apps ]
-] Mabile

=[] Park

[T Park At Inspections

| Park Artworks E
[ | Park Construction Records
[ | Park Cortroller Inspections
|| Park Cortrollers

-] Park Court Inspections N
|| Park Courts

|| Park Fields Inspections

|| Park Fumiture

|| Park Fumiture Inspections
|| Park Import

|| Park Inspection Checklist Se
-] Park Imigation Nodes

|| Park Imgation Pipes

--[7|Park Landscape Areas

|| Park Landscape Inspections -

[7]Park Fence Inspections
[7Park Fences
[ Park Fields

m | 3

_ Pemmissions applying
@ to one or more of the
selected modules

Permissions applying

) to all selected

modules

Note: To grant a group all of the permissions in the Park suite, check the box next to Park. The system will check all modules underneath
the root.

Select one or more permissions in the Permissions grid.

Note: Hold down the Shift or Ctrl keys while clicking to select multiple items.

The system grants the selected permissions to the selected group(s).
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Permissions View Method

I) To grant a particular permission—like the General-Edit permission—for multiple modules in the Lucity program, select a group(s) in the

Groups grid.

2) Open the Permissions View tab.

3) Select the desired Permission from the grid on the left.

Muodudes View | Permitiaong Viess

[Pz

Fusld Pacpentins -~
Filtsad - vz

Filtwi Bigwrt - [rplatn

Filti i - [obals My Den
Goneral - Add

15 Sisbem Conbrgyashon
Global Bsoavnes
Global Ediéy
ImeageaaMorvesTipcuments - Add
ImeagesMorvesTincuments - Delele

4) Select the Modules to which to apply the permission and click the << Grant button.

group(s).

Moduaz

duderan - GIS Convechion Sngs -
Auderan - GIS Hap Seraces

fudrray - GIS Wap Sebup

Adrean - Grougs

A - Syshorm S oirge

Elscinz « Asnal Maks

[ | Y e

Elecinic - Bus Bar

Elscine - F sl Coment Livha

[Elmitric - sl rbwmpier Irapeschion

[Elactnic - Fune frapachion

Elscinic - Funa Location

Elsctric - Fute Lini

Elacinic - Gerawai W

Miodule:s wth ore o Mgl wath, ol of
(2 mone of the sslected ) the sebscted

S

The system grants the permission(s) to the selected
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Note: Hold down the Shift or Ctrl keys while clicking to select multiple items.

How to set up AD/LDAP

I) Set up Active Directory groups using the same names as the Lucity Security groups. [add the note about adding Lucity__in front of each name?]

2) Add the Lucity users' Windows accounts to the appropriate Active Directory groups.

Is this topic complete? It was still in the Blue "Notes" release state...

USER IMPORT SETUP

How to set up an Import Template

)
2)
3)
4)

3)
6)

Open the Lucity User Import.

Click on the Template Setup tab.

Click the Create Template button.

Enter the Path to the Active Directory or LDAP.

o

o

The first time an administrator runs the import, it will attempt to set the path based on the domain it is running under.

When setting up a second template or modifying the original Path, you must click Save and Close and reopen the Lucity User Import.
Doing so allows the User Import to query the data source and return the data required for the next step.

Select the Provider.

Identify the fields from the source data that will supply the users':

o

o

Lucity Logon (Typically, the same as the Windows login.)

First Name
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o Last Name
o Email
o Windows Logon
7) Enter the Windows Domain.
8) Choose whether to Enable Application Authentication for the imported users.

9) Choose whether to enable the Disable Users Is Allowed option, which directs the import to disable Lucity users that are no longer in the
corresponding Active Directory/LDAP groups.

10) Click Save.

RUNNING THE IMPORT

The User Import can be run manually on a one-time basis, or it can be run on a schedule using a Windows Scheduled Task or the Lucity Services.

How to run the Import manually

[) Find the Lucity.ImportUsers.exe. This file is installed automatically with Lucity Desktop and with the Lucity Services.
o C:\Program Files (x86)\LucityServices\Lucity.ImportUsers.exe
o  C:\Program Files (x86)\Lucity\bin\Lucity.ImportUsers.exe

2) On the Import Processing tab, select the Import Template that you would like to use.

3) Click the Process button. The application will run using the template and log the results at the end of the process.
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How to run the Import as part of a script

The Lucity User Import can be run as part of a script, or as part of a Windows scheduled task.

Use the following syntax to run the import as part of a script.

C:\Program Files (x86)\LucityServices\Lucity.ImportUsers.exe CLINTO01 "AD Template

CLINTOO1 - The client identifier.  Will be like CLINTO01, CLINT002, etc...

AD Template - The name assigned to the of the import configuration.

How to run the Import as part of a windows scheduled task

)
2)
3)
4)
3)

6)
7)

After configuring your import use the following steps to schedule the import.
Access the server that is running the Lucity Services.
Login as a windows users with administrative privileges.

Locate and run the Lucity.ImportUsers.exe. This is typically located in the C:\Programs Flles (x86)\Lucity Services directory.

Login using a lucity login and password or windows authentication. These credentials must be for a user that has permission to access the

security program.
Go to the computer's Control Panel and open Administrative Tools.

Open the Task Scheduler.
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o

o

o

8) Right-click on the Lucity folder and select Create Task...

On the left side select Task Scheduler Library.

'Z_E-Z' Task Scheduler (Locall
‘I 3 Task Scheduler Library
T Endpoint Protection.c
- ] Hewlett-Packard
- [ Microsoft
| OfficeSoftwareProtect
| Remediation

| WPD

Right-click on it and select New Folder.

Name the new folder Lucity.

9) On the General tab...

a.
b.
c.

d.

Enter the Name of the task. It is suggested to name it the same as the Import User Configuration that the task will run.

Enter a Description of the task.

Select the Run whether user is logged on or not button.

Check the Run with highest privileges box.

10) Select the Triggers tab.

a.

Click the New... button.

b. On the new trigger pop-up enter the schedule that you want the task to follow.

C.

Click OK.

[ 1) Select the Actions tab.

a.
b.

C.

Click the New... button.

In the Program/script field browse to the Lucity.ImportUsers.exe.

Enter the parameters in the Add arguments field.

These are listed in the previous How To.
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d. Inthe Start In field enter the path to the Lucity Services folder. C:/Program Files (x86)/Lucity Services
e. Click OK.
[2) Click OK.

I3) The task will ask for windows credentials. Use the credentials for a windows user that has permission to run the .exe and has a
non-expiring password.

ADD EMPLOYEES

The User Import tool automatically adds users into the Lucity system; however it does not automatically create matching Employee records in the
Lucity > Work Flow Setup > Employee Setup module. To create Employee records, an administrator must use Lucity's Import and Update
program.

How to automatically add employees to Lucity from Active Directory

[) Inthe Import and Update program, create a new Import configuration.

2) Enable the Allow adding new records option.

3) Set the Work > Work Employee Setup module as the destination for the import data.

4) Indicate that Active Directory will be the source of the import data.

5) Map your employee data to the appropriate Lucity fields, making sure to load Lucity login IDs into the Login ID field.

6) Run the Import and Update manually or as part of a schedule.

336



More information about configuring and running the Import and Update (http://help.lucity.com/webhelp/v170/import/#34616.htm)

DATA QUALITY TOOL
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The Data Quality Tool enables administrators to check the quality of their data using preconfigured SQL statements. The Data Quality tool can
uncover issues ranging from an incomplete field to incorrect calculations.

To launch the Data Quality tool, go to a machine that has Lucity Desktop installed and run the C:\Program Files
(x86)\Lucity\bin\Lucity.DataQuality.exe program.

‘ By Requires the Lucity App Admin permission.

@ Overview Video
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Query Selection Tools

The Query Selection tools, which appear at the top of the program, let users choose which Data Quality query(ies) they wish to run.

Select a Database

Query List

Group

Count

Test Name

Module

Description tab

sQl tab
Run Selected Query

Number of Open Tabs
Open Lucity Web

Select Group Queries

Provides a list of Lucity programs. Select the program that contains the module
you would like to run a Data Quality query against.

Lists all available queries.

Indicates whether the query belongs to a query group. Queries are organized
into groups based on how critical potential data errors might be. Groups of
queries can be run together.

Indicates how many records the query identified. The Count displays "-1" until
the user runs the query.

Lists the name of the test.

Indicates the module the query applies to. If the query does not apply to a
specific module, the word 'None' appears.

Provides more detailed information about the query.

Sometimes, a stored query is not designed to be run by the Data Quality tool (e.g.,
queries that are designed to delete bad records). In such cases, this field
displays the query that a DBA can run against the database.

Displays the SQL statement that is being run for the selected query.

Runs the query selected in the Query List. Any queries that produce results will
open a tab in the Results grid.

Provides a count of the tabs that have produced results.

Opens Lucity Web and displays the records that appeared in the selected tab of
the Results grid.

Enables the user to select a group of queries to run.
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Run Group Query Runs all the queries in the selected group. Any queries that produce results will
open a tab in the Results grid.

Fix It This button appears for queries that require a simple fix.  Click this button to
resolve issues discovered by the selected query.

Reprocess Selected This button appears for the Spatial records query. It clears errors on failed
records which allows the Spatial Indexer to reprocess them.

Results Grid

Displays the results of the query(ies) as tabs. Located at the bottom of the screen.

STREET RENAMING TOOL
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The Street Renaming Tool provides a way to quickly update a Street Name on every record in which it appears throughout the Lucity system.
This feature is helpful when an agency needs to correct a misspelling or to update a street whose name has changed.

To launch the Street Renaming Tool, go to a machine that has Lucity Desktop installed on it and run the C:\Program Files
(x86)\Lucity\bin\Lucity.StreetRenamingTool.exe program.

] Requires the Lucity App Admin permission.
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OLD STREET NAME

Select Street

Type Street

Select Street To change

Select Street

Type Street

NEW STREET NAME

Allows the administrator to select the Street Name that needs to be
changed from the Street Name List. Type in the field to begin searching
for a Street Name.

Allows the administrator to type in the Street Name that needs to be
changed.

This section changes depending on whether the user chose to Select
Street or Type Street.
Find all Streets with this name: (type at least 2 characters to search addresses)

|
Clear |

Prefix Direction Street Name Type Suffix

Change Street to this
name

FILTERING OPTIONS

Allows you to select the street name from the street name list that you
want to change the street to. Type in the field to search for a street
name.

For This City

In This State

Identifies the city in which the Street is located. |If records are filtered by
City, the system only changes the Street Name on Address records with
the specified City.

Identifies the state in which the Street is located. If records are filtered by State,
the system only changes the Street Name on Address records with the specified
State.
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BUTTONS

Update GIS Directs the system to update street address fields in the geodatabase that
are linked to street address fields in Lucity.

Close Closes the tool.

Run Runs the tool with the current selection.

How to change a Street Name

)

2)

3)

4)

Choose whether to select a street name from the Street Name List or to type in a street name.

o Select Street - Begin to type in the street name. The tool displays a list of matching Street Names. Select one.

Metcalf

METCALF AVE

METCALF LN

METCALF FRONTAGE RD

o Type Street - Type in the complete Street Name. The tool will only update records that match this information exactly.

Prefix Direction Street Name Type Suffix
E Geronimo T

Select a Street Name to replace the one identified in Step 1. Begin to type in the street name. The tool will display a list of matching
street names. Choose one.

METCALF AVE

Clear |

Enter the City and State, if desired. If the user provides this information, the system filters the street records to only update those with
matching City or State values.

Mark whether to update the Street Name in the GIS, as well.
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5) Click Run. The program indicates the number of records that were updated in each table.

6) Click Close when complete.

The application logs events or error
messages to certain rolling log files,

ERROR AND EVE NT LOGS which may be found in the following

locations:

PROGRAM LOG LOCATION PURPOSE
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Lucity rolling.log
Desktop

gslog.htm
Lucity rolling.log
Administrati
on Tool

Lucity.User.l rolling.log
mport.exe

Server Logs

Lucity Web  rolling.log

Lucity rolling.log
Services

Upgrade Logs

%APPDATA%\Lucity\Logs

on the workstation
machine for the current
user

%APPDATA%\Lucity

on the workstation
machine for the current
user

%APPDATA%\Lucity\Logs

on the workstation
machine for the current
user

%APPDATA%\Lucity\Logs

On the workstation or
services server for user
running the .exe.

inetpub\wwwroot\[Virtu
al Directory]\logs

%APPDATA%\Lucity\Logs

On the server, under the
user set to run the
services

Records the use of the Lucity Desktop and Lucity
Administration Tool programs by the current
Windows user on this machine.

Tracks Lucity Desktop's attempts to communicate
with and update the geodatabase.

Records the use of the Lucity Desktop and Lucity
Administration Tool programs by the current
Windows user on this machine.

Records the use and import process for the
Lucity.User.Import.exe.

Logs the activities of the Lucity Web program for all
users connected to it.

Logs the activities of the Lucity PM service.

345



Client ClientMaint  %APPDATA%\Lucity Records any errors that occur in client maintenance
Maintenanc enanceError . during configuration and the database upgrade.
on the workstation
e .log . Errors are logged as part of the server/database
machine for the current
user upgrade, or when run manually from the desktop
computer.

‘ Note: Error logging is enabled by default, but additional logging options can be turned on in the corresponding logging.config.

‘ Note: It is possible to configure the logs to write to the Event Viewer or to other places, such as a SQL database, a text file, or emails. Using
‘ alternate logging destinations requires additional coding by the end-user.
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HOW TO: SET UP LUCITY WEB

Lucity Web applications and tools configured in Lucity Web

The following Lucity Web applications and tools are configured in Lucity Web. Please review the full setup instructions.
(http://help.lucity.com/webhelp/v170/web/#35014.htm)

e Dashboard

e Documents
e Links

® Reports

e Timesheets

e Work Scheduler

Lucity Web applications and tools configured in the Lucity Administration tool

The following sections explain how to set up standard components of Lucity Web from start to finish.

e Views, Grids, and Forms (see "View/Form Manager" on page 145)
e  Map Setup (see "Lucity Web Map Setup" on page 349)
e  Web attribute updates to the Geodatabase (http://help.lucity.com/webhelp/v170/gis/index.htm#34240.htm)
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MAP SETUP

The Lucity mapping applications enable agencies to provide mapping information to their employees that use Lucity Web. These sections
explain how to set up a map for both the Lucity Web Map and the Lucity GIS Viewer. The Lucity Mobile application uses a similar set-up

process.

Note: Before configuring maps, an agency must configure the geodatabase with Lucity.

e Lucity Web map (see "Lucity Web Map Setup" on page 349)

@ Lucity GIS Viewer (see "Setup Lucity GIS Viewer" on page 426)

Lucity Mobile
(http://help.lucity.com/webhelp/mobile/android/mobile/v101/full/index.htm#271

39.htm)
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LUCITY WEB MAP SETUP

The Lucity Web Map gives users tools to interact with Lucity data.

To create the Web Map, administrators combine map services published to the web. These services can come from Microsoft Bing Maps, free
online web services, or an agency's own published map services. Administrators can also create custom maps for different parts of the

organization.
This section provides links to step-by-step instructions for configuring the Web Map.
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P Lucity Map - Google Chrome

©<Jai

[ Ict-w2008:2-01/lucitywebT6/ Map.aspx?

/]

.

BARY

5 BREENFIELY G5

Ady

e

OATRENS L3

‘ | Selection |

Water Hydrants | Water Valves | Water Nodes | Water Mains

E—SAM-GAN

o8

~ & wE

OBIJECTID
437
438

i

Pipe Number

13851

12

13852 &

J

Diameter (in)

Material Length (ft)
Prestressed Concrete 217.6
Prestressed Concrete 13

Pressure Zone .{]vmer
Pressure Zone 2 City

Pressure Zone 2  City
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Note: The geodatabase configuration and alias configuration must be completed before performing these steps.

Requirements

Lucity Web installed
Lucity Web Map license

Configuration Steps

)
2)
3)

4)

3)

6)
7)

Web Server/ArcGIS server configuration (see "Web Server/Arc Server Configuration" on page 352)
Configure users and permissions (see "Configuring Users" on page 356)

Building map services (on page 363)

o Alias configuration (on page 365)

Map service configuration (see "Map Services Configuration" on page 376)
o Bing maps

Base maps

Red-lining (see "Red-Line Configuration" on page 384)

Map setup (see "Map Setup for Web Map" on page 425)
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WEB SERVER/ARC SERVER CONFIGURATION

When deploying the Lucity Web Map, the web server that hosts Lucity Web must be able to talk to the web server that hosts ArcGIS Server.
both of these applications are on the same server, no further setup is required. However, when Lucity Web and Arc Server are hosted on

If

separate servers (which is common), administrators must create either a ClientAccessPolicy.xml or a CrossDomainPolicy.xml. Silverlight will

always first attempt to check for and download a ClientAccessPolicy.xml file. If it cannot find a client access policy, Silverlight will look for a
CrossDomain.xml file.

Automatic Configuration

ArcGIS Server 10.1 and higher can configure this relationship automatically using the ArcGIS Web Adapter
(http://resources.arcgis.com/en/help/main/10.1/index.html#//0154000005m8000000).

Manual Configuration

One or both of these XML files MUST be placed on the ArcGIS Server in the root folder in which ArcGIS is installed.

For example:

o ArcGIS Server is installed to C:\inetpub\wwwroot\ArcGIS\Manager - Place these files in C:\inetpub\wwwroot.

o ArcGIS Server is installed to C:\inetpub\gisroot\ArcGIS\Manager - Place these files in C:\inetpub\gisroot.

The presence of the ClientAccessPolicy.xml and CrossDomainPolicy.xml files opens a hole in the ArcGIS Server machine's security that allows
Silverlight applications on other servers to communicate with ArcGIS Server. The type of policy an agency applies dictates which types of
machines allowed to communicate with ArcGIS Server.

Policy examples are provided below. Feel free to copy, paste, and modify these examples.
ClientAccessPolicy.xml

Allows traffic from any domain/site
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EXAMPLE

COPYABLE CODE

<2xml version="1.8" encoding="utf-8"2>
faccess-pollcy>
{cross-domain-accesss
<policy>
{allow-from http-request-headers="*"%*
¢domain uri="*"/>
<fallow-from:
{grant-to>
<resource path="/" include-subpaths="true"s/>
</grant-to>
«fpolicys
£f/cross-domain-accesss
<faccess-policys

Allows traffic from a specific site (http://www.mysite.com)

<?xml version="1.0" encoding="utf-8"?>
<access-policy>
<cross-domain-access>
<policy>
<allow-from http-request-headers="*">
<domain uri="*"/>
</allow-from>
<grant-to>

<resource path="/"
include-subpaths="true"/>

</grant-to>
</policy>
</cross-domain-access>

</access-policy>
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EXAMPLE

COPYABLE CODE

£?wml version="1.8" encoding="utf-8"2>
faccess-policy>
{cross-domain-access:
<policy>
{allow-from http-regquest-headers="*">»
<domain uri="http://www.mysite.com" />
<fallow-from>
<grant-to>
<resaurce path="/" include-subpaths="trus"/»
<fgrant-to>
</policy:
</cross-domain-accesss
¢faccess-policys

Allows traffic from an intranet web server (Norway)

<?xml version="1.0" encoding="utf-8"?>
<access-policy>
<cross-domain-access>
<policy>
<allow-from http-request-headers="*">
<domain uri="http://www.mysite.com"/>
</allow-from>
<grant-to>
<resource path="/" include-subpaths="true"/>
</grant-to>
</policy>
</cross-domain-access>

</access-policy>
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EXAMPLE COPYABLE CODE

<2xml version="1.8" encoding="utf-8"2> <?xml version="1.0" encoding="utf-8"?>
{access-policy? )
f{cross-domain-accessy <access-policy>
<policy> <cross-domain-access>
<allow-from http-request-headers="*"%
<domain uri="http://NORWAY" /> <policy>
<fallow-from>
<grant-toz <allow-from http-request-headers="*">
<resource path="/" include-subpaths="trus"/> . .
<ferant-to> <domain uri="http://NORWAY"/>
</policy> </allow-from>
{fcross-domaln-accesss
<faccess-policy> <grant-to>

<resource path="/" include-subpaths="true"/>
</grant-to>
</policy>
</cross-domain-access>

</access-policy>
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CrossDomainPolicy.xml

Allows Adobe or Silverlight traffic from any web site (or web server) to access resources on the web site

EXAMPLE COPYABLE CODE

<2uml version="1.8"2> . . . . <?xml version="1.0"?>

LIDOCTYPE cross-domaln-policy SYSTEM "http://www.macromedlia.com/xml/dtds/cross-domain-policy.dtd™ >

<cross-domain-policy> <IDOCTYPE cross-domain-policy SYSTEI
<allow-http-request-headers-from domain="*" headers="%"/>

</cross-domain-policy> <cross-domain-policy>

<allow-http-request-headers-fron

</cross-domain-policy>

CONFIGURING USERS

Two items must be configured in the Lucity Security program in order for a user to access the Lucity Web Map:

I) The user needs permission to access the Web Map.

2) The user must be assigned to a Default Rules Group.  The Default Rules Group controls which Web Map that user sees. This setting is also
used elsewhere in the Web Map setup.
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Considerations

e  Which users should have access to the Web Map?

e  Which group's Web Map should each user see?

How to give users permissions to view the Web Map

[) Inthe Lucity Security program go to Security > Permission Setup

2) On the left select the group(s) or user(s) that should have access to the Lucity Mobile app
3) On the right in the Modules View expand the GIS node and check the GIS Web Map box.
4) In the Permissions list select the Run permission

5) Click the Grant Button
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¥~ Permission Assignments

View

Groups | Users |

GIS Administrator
GIS User

Noels Test
PublicWebGroup
RESTAPIGroup
test
WebAppPemissions T
WorkOrderReadOnly

Modules View | Pemissions View |

Modules:

- [[] Admin

[]GIS System Corfiguration

[]GIS Work Requests
[]GIS Work Routines
[ Lucity GIS

|

[I£3

Permizsions applying
(® to one or more of the
selected modules

Permissions applying
O to al selected
modules
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Note: The Permissions Screen may look different depending on settings under the View menu.

How to assign a user to a default Group

I) Inthe Lucity Security program go to Security > User/Group Setup.

. User And Group Assignments

|zers:

The following screen will appear.

First

User I Name

Last Name

jsemones
FublicVWeb!zer
RESTAPILogon
Scheduled Tasksser

Default Rules
Group

Administrator
PublicWebGroup
RESTAPIGroup

Edit Userjs) Copy User

J [Heset Passwnrd{s]-]

Application Authentication

Delete serjs)

359



2) Select a user from the list and click Edit User(s).

User Information

jsemones |

Add { Eemaoyve
Allow Application Authentication

3) Select a group out of the Default Rules Group and click OK

-OR-
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I) Inthe Lucity Security program go to Security > User/Group Setup. The following screen will appear.

" User And Group Assignments

User [0 First Name Last Mame giﬁ;h = Ep#:g;g;ﬁm
George Butler Assoc., Inc. Administrator

PublicWebJser PublicWebGroup

RESTAFILogon RESTAPIGroup

Scheduled Taskslser

[ Mew User ] [ Edit User(s) J [ Copy User J [Heset F‘assword{s}]
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2) Select the record or records in the grid to assign one default group to.
to those users.

% User And Group Assignments

|lzers:

Click in the Default Rules Group field and select the group to apply

Default Rules
Group

ser It e

Administrator

Administrator
GIS Administrato
G155 User

G5 Work Order
PublicWebGroug
RESTAPIGroup
Sewer Data Mar
Sewer Field W

jsemones
Public\WebUser
RESTAPILogon

Scheduled Tasksser

[ Mew ser H_ Edit Lsens) ][ Copy User

pplication Authentication

Delete |ser(s)
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BUILDING MAP SERVICES

In order for Lucity Maps to interact with Lucity data, GIS administrators must create maps containing Lucity features in ArcMap and publish them
to ArcGlIS Server.

Consider these factors when publishing map services:

Requirements

Each feature class in a map that links to Lucity must have the following fields visible when the service is published:

e Lucity Common ID - The field that links to the related Lucity module's user-defined ID for the asset.

e Shape - The Esri field that controls geometry. This field should also be the last field in the list of fields.

Optimization

e Include the Lucity Auto ID field. This field links to the related Lucity module's system-defined ID for the asset. While this field is not
required by the Web Map, some functions will perform better with the Auto ID present.

e Use scale-dependent rendering wherever possible. Scale-dependent rendering speeds up the map display and reduces server load, which
makes for a better end-user experience.

e Use MSD-based map services. MSD (map service definition) services are optimized for faster rendering and provide other advantages, as
well.

e Take advantage of ArcGIS's Analyze Map tool. The Analyze Map tool verifies the integrity of the map and suggests methods for optimizing
it for web use. See the ESRI documentation on the tools, available in ArcMap under Customize > Toolbars > Map Service Publishing, for
more information.

e (Cache certain services to save download and server time. Lucity recommends caching map services for base-layer data that does not
change; however, caching is a time- and server-intensive process. It's important to fully understand the implications of the caching
process before establishing one. Map-caching is documented in the ArcGIS Server help documentation installed with the ArcGIS Server
product.

Secured Map Services
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e The Webmap supports secured map services.

e An authorized login and password can be included in the setup for the configuration or users can be required to enter a username and
password when they launch the webmap.

e When secured services are loaded in the Web Map, the data will not appear until a authorized username and password have been entered.
e  Lucity currently only supports securing services using ArcGIS Token Authentication. We do NOT support Web Tier Authentication.

Multiple-Layer Caches

e The Webmap does not support multi-layer caches.

Notes

e The background color for dynamic services is always transparent.
e Map services must be deployed as pooled services. ESRI's Silverlight components do not support services that are not pooled.

Resetting the REST Cache

Caching with ESRI’s REST APl improves performance and reduces server load. Any time services are added, removed, updated, or upgraded to a
new version, the REST cache may need to be reset. See the ESRI help article
(http://resources.esri.com/help/9.3/arcgisserver/apis/rest/index.html) for instructions.
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ALIAS CONFIGURATION

An alias is an alternate name for a feature class that gives the feature class a unique identity. The Lucity mapping applications (Web Map, GIS
Viewer, and Mobile) check the feature classes that are loaded into them and their display names against the aliases listed in the geodatabase
configuration to determine which feature class links to which module.

Note: The geodatabase configuration must be complete before an administrator can configure Lucity to recognize aliases.

Note: An administrator must establish and import aliases to the geodatabase configuration in order for the Lucity mapping applications to
work.

Setting an Alias

An administrator can either set an alias for a feature class within ArcCatalog or set aliases on a per-map basis in ArcMap. Feature class aliases
are tied to the feature class in ArcCatalog. Per-map aliases are set in ArcMap and are only saved for that .mxd, or for any map services or map
packages generated from that .mxd.

‘ Note: Aliases must be completely unique throughout the geodatabase configuration. For example, a Sewer Pipe feature class and a Water
‘ Pipe feature class cannot both have a "Pipes" alias.

‘ Note: Aliases should not start with a number.

How to set a feature class alias in ArcCatalog

I) In ArcCatalog, navigate to the desired feature class.
2) Right click on it and select Properties....

3) Onthe General Tab there are Name and Alias fields. Set the Alias to the desired value. Do NOT change the name.
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Note: By default, the Alias is the same as the Name.
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Feature Class Properties

J [ndexes " Subtypes " Relationships " Fepresentations ]
General | XY Coordinate System " Tolerance " Resalution " Dlomain " Fields ]

Marme:

Park Landscaping
Type

Type of features stored in this feature class:

Polygon Features

Geometry Properties
Coordinates indude M values, Used to store route data.
Coordinates indude Z values, Used to store 3D data.

Data Storage: High Precision

Attachments

Feature dass does not contain attachments,

[ ok ] ool 367




4) Click OK. The alias is now set for the feature class.

How to set a map-specific alias in ArcMap

I) In ArcMap, click on a feature class in the table of contents and rename it.
OR

Right-click on the feature class and select Properties.
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2) On the General Tab, change the name in the Layer Name field.
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Layer Properties

.[ Time [ HTML Papup | Lucity Field Links |
General | Source " Selection " Diisplay " Symbalogy " Fields " Diefirition Cueny " Labels " Joing & Relates ]

Layer Mame: Sewer Manholes ] visible

Description:

Credits:

Scale Range

You can specify the range of scales at which this layer will be shown:

(%) Show layer at all scales

) Don't show layer when zoomed:

out beyond: | <Nonex {minimum scale)

i 1Y
o ]
In beyond: | <MNone: {maximum scale) E 2

| ok JJ Cencel | [ Aoy |
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3) Click OK. The new alias is now set for that feature class.

4) Repeat for other desired feature classes.

Import Aliases

Aliases can be imported into the Lucity geodatabase configuration in two ways: 1) by importing the feature class alias or 2) by importing the
per-map aliases.

How to import the feature class alias(es) in ArcCatalog

I) Inthe Geodatabase Configuration tool, select the geodatabase connection or the feature class for which you wish to import an alias.
2) Right-click on the selected geodatabase or feature class and select the Import tool.

o Ifitis a geodatabase, the tool is Import Feature Class Alias Names.

o Ifitis afeature class, the tool is Import Feature Class Alias Name.

The system immediately begins importing aliases from the feature class aliases set in ArcCatalog. A log screen appears to provide
information about the import.

3) Review and close the log screen when the process is complete.
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How to import per-map aliases in ArcMap

I) On the Lucity Edit toolbar, click the Alias Import button. The following message appears:

This tool will update the Lucity Alias Mames list for each feature dass in the current map. Results are displayed in the Lucity Process Log. Are you sure you want to continue

[ Yes J[ Mo J[ Cancel J

2) Click Yes to continue. The process log displays the results:

Lucity Process Log

[] Log Everything The glias name has already been successfulty assigned -
ausuessiuly imported aliases!
Start ImportMADAlizses
Processing feature class [SWNETMHG]
Aliazs name has been created and assigned
Processing feature class [SWHETG]
The alias name has already been successfulty assigned
Successfulty imported aliases!

[
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Importing aliases using this method directly links them to the feature classes' Alias Names tab in the geodatabase configuration.

‘ Note: This import enables users to load their feature classes into a map. Change the names of the layers, and then quickly import them
‘ before publishing the .mxd as a map service or map package.

Manage Aliases

Aliases can be added manually for each feature class and managed in the Geodatabase Configuration tool.

How to manage aliases

I) Inthe Geodatabase Configuration tool, select a feature class. A window with several tabs appears in the center of the screen.

2) Select the Alias Names tab. This tab has two grids:
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The Associated Aliases grid lists all aliases assigned to the feature class.

O

O

Right-click on an existing record for options to Add, Edit, Delete, or Disassociate.

Disassociating a record in this grid detaches it from the selected feature class and moves
it to the Available Aliases grid.

Whenever a feature class with a name from this list appears in the Lucity Viewer, the
Web Map, or the Mobile Map Mode, Lucity connects the feature class to the associated
module.

| Feature Class Info | Hlizs Mames |;’-‘-55u:u:iateu:| ‘.".n'u:urkspau:es|

Associated Aliases:

(General Custom
testh

Available Aliases:

Sewer Inspections
Storm Conduits
test
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e The Available Aliases grid lists aliases set up by the user that aren't associated with any
feature classes. The grid is shared among all feature classes. Aliases in the grid can later
be associated with or re-associated with any feature class.

o Right-click on an existing record for options to Add, Edit, Delete, or Associate.

o Associating a record in this grid attaches it to the selected feature class, removes it from
the Available Aliases grid, and adds it to the Associated Aliases grid for the selected
feature class.

How To Add an Alias in a Grid

1) Right-click in the desired grid and select Add. The following pop-up appears:

" Enter Alias Name

Alias Name: | |

2) Enter the Alias Name and click OK.

Note: Aliases apply to the feature class and any replica feature classes.

3)
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MAP SERVICES CONFIGURATION

Once feature class aliases are established and imported into the geodatabase configuration, an agency must publish the maps it wishes to use.
The Lucity Web Map and the Lucity Mobile application support both .mxd, and .msp map services. After the services are published, an
administrator must configure Lucity to use the services.

How To Configure a Map Service

I) Collect map service information.

For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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2)
3)

b. Locate the service you wish to use and click on it to view its properties.

c. Click the Capabilities button.

d. Copy down the REST URL, which should have a path similar to:

Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer

Feature Service: http://<server name>/ArcGIS/rest/services/<service name>/FeatureServer
Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer
Geometry Service: http://<server name>/ArcGIS/rest/services/<service name>/GeometryServer
Routing Service: http://<server name>/ArcGlS/rest/services/<service name>/RoutingServer

e. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

f. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)

‘ Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the
| following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
‘ Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)

Open the Lucity Administration Tool.
If the map services are secured, go to GIS > Authentication Setup.

o Add the required Username/Login combinations.
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4) Navigate to GIS > GIS Services.

GIS Services (= EEs
Map Services | Utiity Services | Work Zone Services |
Name U Order  Opacty Logllep  Basellen E:astl_.lre User Auth ﬁf"ﬁ::?, Mobile Ut ?ﬂtrrremb'h T
Service? Service Ui
hitp:/Alct arcsrv-01:6080/arcgis/rest services/LucityGIS Dev/LucityGIS_Fark/Map Server 4 ] ] O |GBAMS\derc &
LucityG15_Facilties http/Act-arcsre-01 6080 arcgis/rest feenvicesLucityG1S Dev/ LucityG1S_Facilties /Map Server 2 |:| D |:| D L
LucityG1S_Sewer http ./ Act-arcsre-01:6080/arcgis/rest/services/LucityG1S Dev/ LucityGIS _Sewer/Map Server 3 [} [} (=] & I
LucityGIS_Storm http/Act-arcsre-01:6080/arcgis rest /services/LucityGIS Dev// LucityGIS _Storm./Map Server 3 [} =] = &
LucityGIS_Street http/Act-arcsre-01 6080 arcgis/rest /senvices.LucityG15 Dev./ LucityG15_Street /MapServer 3 |:| D |:| D
LucityG15_Traffic http ./ Act-arcsre-01:6080/arcgis/rest /services/LucityG1S Dev/ LucityGIS _Traffic/Map Server 3 [} [} (=] & [
LucityGIS_ROW http#Act-arcsrv-01:6080/arcgisrest /services/LucityGIS Dev// LucityGIS_ROW/MapServer 3 [} =] = &
LucityGIS_Water_Dist http:/Act-arcere-01:6080/arcgis rest /services,/LucityGIS Dev/LucityGIS_Water_Dist/MapServer 3 [ [ ] [}
LucityGI5_Water_Raw http:/Act-arcsrv-01:6080/arcgis/rest/servicesLucityG1S Dev/LucityG15_Water_Raw./Map Server 3 [ [ [} 0o
LucityGIS_Water_Recycled | http://lct-arcsrv-01:6080/arcgis rest/services./LucityG1S Dev/LucityG1S_Water_Recycled/MapServer |3 [ [ [} 0
LucityGIS_GISTasks_Fdita http/Act-arcsre-01 6080 arcgis /rest feenvicesLucityG1S Dev/ LucityGIS_G15 Tasks_Editable/MapServer |4 = = =
LucityGIS_Parcels http://ct-arcsrv-01:6080)/arcgis.fest /services/LucityGlS Dev/LucityGlS _Parcels/MapServer 1 [ [ [ ]
LucityGI5_Imageny http:/Act-arcsrv-01:6080/arcgis/rest'servicesLucityG1S _Imagery/Image Server 0 [ [ [} 0
LucityG1S_LandBase http:/Act-arcsre-01-6080/arcgis /rest /services,LucityG1S_LandBase /Map Server 1 = = | mw 0=
LucityGlS_Redining http://ct-arcsrv-01:6080/arcgis/fest/services/ LucityG1S Dev/ LucityG1S_Redining/ Feature Server 4 [ [ [ ]
LucityGIS_All_Editable http/Act-arcsrv-01:6080/arcgis/rest /services.LucityG1S Dev./ LucityGIS_All_Editable/Map Server 4 [} =] GBAMS\deric il
< 1 | 2
Delete... Default Base Map for Web:  Esi_WorldTopo - Default Base Map for Mobile: QA Raster Save.. Cancel

a. Onthe Map Services tab, click Add Map Service...

b. Enter the Name of the map service.
Lucity mapping products.

c. Inthe URL field, enter the REST URL for the map service.

=  More information about using Bing Maps (see "Bing Services" on page 382)

d. Inthe Order field, enter a value to indicate the order in which the service should appear in relation to other layers.

layered based on this field. A lower number represents a lower layer.

Zero is the bottom layer.)

This name is used to identify the service when it is added to a Lucity map or viewed in one of the

(Map services are
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3)

‘ Note: Lucity Mobile and Mobile Work Maps only query data out of the top-most layer. Therefore, make sure that the layer that contains
‘ Lucity assets has the highest number in the Order field.

e. Check the Base Map for Web? box if this layer is used as a basemap.

More information about configuring basemaps (see "Base Map Configuration" on page 384)

f. If the service is secured, use the User Auth drop-down box to select one of the authentications you created in Step 3.
g. Complete other fields as desired.

h. Click Save.

i. Click Test if the map service contains Lucity features. The system displays a list of all feature classes that the map recognizes as being
connected to Lucity.

After Steps 1 - 4 have been completed for all map services, go to Lucity Web, and navigate to Admin Portal > Settings > System Settings >
GIS Web section.

a. Inthe Operational Data Spatial Reference WKID field, enter the Spatial Reference number. [This topic was covered in Step 1.g.]

The WKID that is used here must be the the WKID that the operational data is referenced against. Lucity uses this spatial reference to
record x-y coordinates and any other spatial data.
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BING SERVICES

The Lucity Web Map supports the use of Bing map services as basemaps.

Note: To use Bing services for FREE, the Lucity Web application must have a public URL.

Bing maps are subject to a license agreement with Microsoft and require a key that is available to clients on ArcGIS 10 with a support and
maintenance contract. Review ESRI documentation to determine whether your agency qualifies to use Bing services. Lucity does not provide a
Bing authorization key.

How To Setup a Bing Map

) GetaBing key. How to obtain a Bing authorization key
(http://help.arcgis.com/en/arcgisserver/10.0/help/arcgis_server_dotnet_help/index.html#//00930000008m000000.htm)

2) In the Lucity Administration Tool, go to GIS > GIS Services.
3) On the Map Services tab, click Add Map Service...

4) Enter the Name of the map service. This name is used to identify the service when it is added to a Lucity map or viewed in one of the Lucity
mapping products.

5) Enter the URL, which is broken down into three parts:
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6)
7)

Bing Key
Bing:Key=<Bing Key from step 1>

Layer Style - The options are AerialWithLabels, Aerial, and Road. If no layer style is set, the style defaults to Road.
case-sensitive.)

&LayerStyle=AerialWithLabels

Extent - Optional. This value defines the default opening extent for the map.
&Extent=1,3,2,3
The resulting URL looks something like this:

Bing:Key=INeFTNEsdIDINDdIdisDINi2DInin9IDNin&LayerStyle=AerialWithLabels&Extent=1,3,2,3
Check the Base Map for Web? box.

Save changes and close the window.

(These options are
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BASE MAP CONFIGURATION

The Lucity Web map allows administrators set up multiple basemaps that users can then switch between. The map services that are used as
basemaps are specified in the Administration Tool under GIS > GIS services, by checking the Base Map for Web? box.

Note: Basemaps must be either a tiled-map service, an image service, or a Bing map.

A Base Map button is available on the Web Map toolbar. Click this button, and a drop-down list of all available basemaps appears, with a
thumbnail of each.

Thumbnails are automatically provided when using Bing maps. If an agency is using locally created map services, the thumbnails must be set up
by the administrator.

How To Add a Thumbnail

) Create a thumbnail.
o The recommended size is 200 (width) by 133 (height).
o Save the image as a PNG file.
2) Name the file using the same name used for the map service (defined in GIS > Map Services, in the Name column).

3) Place the image in the inetpub\wwwroot\LucityWeb\ClientBin\GIS\BaseMapThumbnails folder and ensure the file can be accessed to READ
by the relevant IIS process (I_IUSRS or IIS_WPG, depending on OS).

RED-LINE CONFIGURATION

The Red-lining tool lets users draw reference information directly on the map and add notes. For example:

e Asupervisor could create a Work Order and then use the Red-lining tool to indicate an area where he would like his workers to check for
potholes.

OR
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e A worker could use use the Red-lining tool to notify a supervisor that a street sign has been installed in the wrong location.

:

R

(e =

Creating Red-Line feature classes

Using the Red-line tool requires administrators to create feature classes in which to store the red-line data.

e Feature classes.
o The tool supports Points, Lines and Polygons.
o There is no requirement that each of these types has to exist.

o While there is no limit to the number of red-line feature classes an administrator can create, only one of each type can be added to a
map.

For example, an administrator could create a set of red-line layers for each department.
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e Fields
o There are no required fields.

o It'sagood idea to include a text field with a large mask so that users can add comments.

How to build the Red-Line map service

I) Create a map in ArcMap.
2) Add the red-line feature classes you created.
o This map should ONLY contain the red-line feature classes. Do not add operational data to the map.

o This map can contain more than one set of red-line data. However, only one layer of each type (point, line, polygon) can be added to
each Web Map.

3) Setthe symbology as desired. The default editing template for the feature class will be used in the Web Map.

4) Save the map in preparation for publishing.
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How to publish the service

When publishing the map to a map service, several special options must be enabled:

I) On the Capabilities tab, check the Feature Access option.
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| Connection: arcgis on ERICOANIEL-LT_6080 {publisher) Service Mame: MarkupOnSenver |

Geneea Capabilities
Chioges this capabiities you woild e snablad for this senice:

[F] Mapsping (abvays snabled)
[7] wes
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2) Then, open the Feature Access tab. Under Operations allowed, check all of the boxes. Note: the Create option is required.
options are not required, but some of the red-line tools will not work if the options are not enabled.

(et Bdrmr e — |

| Connection: arcgis on ERICOANIEL-LT_6080 {publisher) Service Mame: MarkupOnSenver |

Geneeal Feature Access
Parameters REST URL: bt ERTCOANIEL-LT 6080/ sregis rest fsarvices MarkupOnSanmes FastureServer
Cepebities SONP URL: hikp: ERTCDANIEL-LT : G080  arcgislservices/MarkupOnServer MapServer FeatureServer
Operations allowed:
WL Create (7] Delete  [¥] Query 7] Update
Faature Acoass
Froperties
Focling
Processes [¥] Adow geometry updates
Cading 7] el st oF i curves
Ttet Deeripbion
[T gty default z-value
rtirg or Updating Festures with no s-values, seb 2-valus bo: a

L] Enabde owmership-based access control on features
Cperations allowed on festures orested by other users
] Query Tlupdate [ oelete

[ Advanced Options...

Lok || come |

The other
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3) The Red-line tool also enables administrators to control how users interact with the red-lines that other users add. Check the Enable
ownership-based access control on features option and choose whether to allow users to Query, Update or Delete others' red-lines.

o The feature is only available in Arc 10.x.

More information from ESRI about this option (http://resources.arcgis.com/en/help/main/10.1/index.html#//0154000004n9000000)

How to configure Red-Line map services

[) Collect the URL for the feature service and the number for each layer.

For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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Locate the map service you wish to use.
Click on the map service to see its properties.
Click the Capabilities button.

Copy down the REST URL, which should have a path similar to this: http://<server name>/ArcGlS/rest/services/<service
name>/FeatureServer.

Click on the REST URL. A page listing the properties of the map service appears.

The Layers section lists all the service's layers. The number behind the layer name is the layer order number.
Layers:

¢ General Markup (Point) (0)
+ General Markup (Ling) (1)
e General Markup (Polygon) (2)

Collect both the URL for the feature service and the number for each layer.
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2) Launch the Lucity Administration Tool and select GIS > GIS Services.

~ GIS Services [= | =S
Map Services | Utiity Services | Work Zone Services |
Has . Offline Mobile +
Name Ud Order  Opacty Logllep  Basellen Festue | User At ﬁf"ﬁ::?, Mobile U Festue =
W http:AAct-arcsrv-01:6080/ arcgis/rest services ALucityGIS Dev/LucityGIS_Park/Map Server 4 GBAMS\deric
LucityG15_Facilties http/Act-arcsre-01 6080 arcgis/rest feenvicesLucityG1S Dev/ LucityG1S_Facilties /Map Server 2 L
LucityG1S_Sewer http ./ Act-arcsre-01:6080/arcgis/rest/services/LucityG1S Dev/ LucityGIS _Sewer/Map Server 3 (& ] & 3
LucityGIS_Storm http/Act-arcsre-01:6080/arcgis rest /services/LucityGIS Dev// LucityGIS _Storm./Map Server 3
LucityGIS_Street http/Act-arcsre-01 6080 arcgis/rest /senvices.LucityG15 Dev./ LucityG15_Street /MapServer 3
LucityGI5_Traffic http:/Act-arcery-01:6080/arcgis/rest/services/LucityGIS Dev/LucityGIS_Traffic/Map Server 3 b
LucityGIS_ROW http#Act-arcsrv-01:6080/arcgisrest /services/LucityGIS Dev// LucityGIS_ROW/MapServer 3
LucityGIS_Water_Dist http-/Act-arcsre-01 6080 arcgis/rest feenvicesLucityG1S Dev/ LucityGIS_Water_Dist/MapServer 3
LucityGIS_Water_Raw http:/Act-arcery-01:6080/arcgis/rest/services/LucityGlS Dev/LucityG1S_Water_Raw/MapServer 3
LucityGIS_Water_Recycled | http /Act-arcsrv-01:6080/arcgis rest /services/LucityGISDev/LucityGIS_Water_Recycled/MapServer |2
LucityGIS_GISTasks_Fdita http/Act-arcsre-01 6080 arcgis /rest feenvicesLucityG1S Dev/ LucityGIS_G15 Tasks_Editable/MapServer |4 [
LucityGIS_Parcels http:/Act-arcsrv-01 :6080/arcgis/rest /services,LucityGIS Dev/LucityGlS_Parcels/MapServer 1
LucityGIS_Imageny http#Act-arcsre-01:6080/arcgis/rest /services/LucityGIS _Imagery/Image Server 1]
LucityG1S_LandBase http:/Act-arcsre-01-6080/arcgis /rest /services,LucityG1S_LandBase /Map Server 1 mw
LucityGl5_Redining hittp://ct-ancsne-01:6080/ arcgis/rest /services/LucityG15 Dev//LucityG1S_Redlining/Feature Server 4
LucityGIS_All_Editable http/Act-arcsrv-01:6080/arcgis/rest /services.LucityG1S Dev./ LucityGIS_All_Editable/Map Server 4 GBAMS"deric il
< ur | D
| AddMepSenvics.. | | Delete.. | [ Test. | Default Base Map for Web:  Esi_WordTopo v Default Base Map for Mobile: QA Raster

3) Onthe Map Services tab, click Add Map Service...

4) Enter the REST URL for the feature. This will end in /FeatureServer.
5) Click Save....
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6) Go to GIS > Map Setup.

S B el
Maps Group Assignment for [J
Shared Web Only Availzble Groups ‘Groups assigned to this map
Name o Name Administrator
T AdminRoles-Dee
GISDev TestWiebOrly Asset Genersl User
Asset Power User
=vel- Drsft Test Web Only Dashboard Users
Matt Test Map Delete Map Web Only Des LowPems
| Dee TS5 Full Admin
ago E EquipmertReadOnly
ago with rediine Mobile Onty GIS Administrator
ago mixed Name it Defauk web map for group [ ‘ Set this map as web defautt for group ‘
AGOL+Local QA Mobile Test Map i)
| | @A Mobile Word i = :
Aeendles — Defaut map for L Set this map as mobile default for group
GIS Dev QA Mobile Editable 1
il £ R i

GIS Vi System Default Extent

This extent is used to limit geocoding search results and is also a factor when
E MName determining the default extent for web and mobile maps.

Cument extent:

[Gom ot
Enter url to service or layer to calculate an extent:

Delete M,
Catuinte Bdert
 Save.. | [ Cancel Manually Enter

T
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7) Inthe Available Maps grid, select the map to add the red-line service to and click Edit Map Setup.

-

' GIS Map Edit

[=EEE]

MName GlSDev
Geocoding

Lucity application(s) that can use this map:  Web & Mabile -

Default Geocoding Un: |itp://g=socode arcgis.com/arcgis/fest/services/World/Geocode Server

Geocoding Urd (f
different than default):
Redlining

Select the feature service that contains the redlining layers:
LucityGISDev_MarkupSecurs -

Pairt index: 0 Polyline index: 1

Available Web Services Services to Display in Map

Erter the feature layer index for the three redlining layers:

Polygon index: 2

LucityG|SDev_ImageService

LucityGISDev_Zones Name: Ud

<< Remove

LucityGISDev_SewerStreet Storm
LucityGISDev_WaterReadCnlyShared
QA Mobile Raster

LugityGlSDev_Parcel

Order Disable Disable

Order Disable  Default
Ovemide Identfy Edits i

Visibilty  Extert

LucityGISDev._ bt/

QA Mabile Parcels

-G080 /arcgis/rest/services/LucityGISDev_SewerStrestS...

QA Mobile World LucityGISDev_Parkc

http.// ExamplSnor:6080 /arcgis/rest /services./LucityGISDev_Par/MapSer...

cityG ]
LucityGl5Dev_GI5TasksEditable HI
LucityGISDev_WaterDist ReadOnly
LucityGISDev_WaterDist EditableH
QA Mobile Sewer 2

Pwailable Local Services

Add >>

LucityG15Dev_GISTasksEd... |http:// ExamplSnr:6080 /arcois/rest services/LucityGISDev_GISTasksEdi...

8) In the Redlining section, select the red-lining map from the drop-down.
Services (see "GIS Map Services" on page 292) tool.

This list displays only the feature services configured in the Map

9) Also in that section, enter the layer number within the feature service that corresponds to each type of redlining layer: Point, Polyline, and

Polygon.

10) Close the window and click Save on the Map Setup window. These layers now appear in the map.
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EDITING SERVICE CONFIGURATION

The Editing tools allow users to add new features to the map, edit existing features, and delete features. These tools use feature services to
push the edits back to the geodatabase.

How to build an editable map service
[) In ArcMap, create a map.
o You could also edit a map currently published as a map service.

2) Add the feature classes you would like to edit.

3) Setthe symbology as desired. The editing templates designed for the feature class will be used in the Web Map.

4) Save the map in preparation for publishing.
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How to publish an editable map service

When publishing the map to a map service, several special options must be enabled:

I) On the Capabilities tab, check the Feature Access option.
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| Connection: arcgis on ERICOANIEL-LT_6080 {publisher) Service Mame: MarkupOnSenver |

Geneea Capabilities
Chioges this capabiities you woild e snablad for this senice:

[F] Mapsping (abvays snabled)
[7] wes
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2) Then, open the Feature Access tab. Under Operations allowed, check all of the boxes.
Note: the Create option is required. The other options are not required, but some of the editing tools will not work if the options are not
enabled.
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| Connection: arcgis on ERICOANIEL-LT_6080 {publisher) Service Mame: MarkupOnSenver

General Feature Access
Parameters REST URL: hitp:{[ERTCOANIEL L T:6050] arcgis rest sarvices MarkupOnServer [FastureServer
Cepebities SOAPLRL:  hitp://ERICDANIEL-LT6080 arcgis/servicesMarkupOnServer MapServer FeatureServer
Mapping Operations allowed:
HHL ] creste (7] Delete  [7] Quary [ Update
Feature Access
pocing Froperties
Processes (7] Aoww grometry updates
caching " llows upcate of trus curves
[temn Description
[7] Appty default z-value
When insarting or updating festures with no z-vahues, seb z-valus bo: xﬂ

[F] Enable pwnership-based access control on festures
Operations alowed on features arested by other users ;

] Query Tupdate [T Daletm

| Advanced Options...
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3) The Editing tools also let administrators control how users interact with the features that other users add. Check the Enable

ownership-based access control on features option and choose whether to allow users to Query, Update or Delete others' features.

This option allows users to create features without disturbing other features. However, they may not be able to update existing features.

o The feature is only available in Arc 10.x.
More information from ESRI about this option (http://resources.arcgis.com/en/help/main/10.1/index.html#//0154000004n9000000)

How to add an editable map service to the map

I) Collect the REST URL for the map service.

For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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b. Locate the service you wish to use and click on it to view its properties.

c. Click the Capabilities button.

d. Copy down the REST URL, which should have a path similar to:

Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer

Feature Service: http://<server name>/ArcGlS/rest/services/<service name>/FeatureServer
Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer
Geometry Service: http://<server name>/ArcGIS/rest/services/<service name>/GeometryServer
Routing Service: http://<server name>/ArcGlS/rest/services/<service name>/RoutingServer

e. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

f. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)
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Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the

following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)
2) Launch the Lucity Administration Tool and select GIS > GIS Services (see "GIS Map Services" on page 292).
GIS Services ===
Map Services | Uity Services | Work Zone Services |
Name U Onder  Opacty [oclMlap Basellop, E::tgre User Auth Efg:g?, Mobile: Uil ?EJ:EMM_
Service? Service Ud
hitp://lct arcsrv-01:6080/arcgis/rest /services/LucityGISDev/LucityGIS_Park/Map Server 4 & & T [GBAMS\derc ]
LucityGIS_Facilities hittp-//ct-arcery-01:6080/arcgis./rest /services/LucityGISDev/LucityGIS_Facilties/MapServer 2 =] =] =] [ |
LucityGIS_Sewer hittp://ct-arcsrv-01:6080/arcgis/rest /services/ Lucity Gl SDev./LucityG1S_Sewer/Map Server 3 ] ] ] [ 3
LucityGIS_Stom http:/Act-arcsrv-01:6080/arcgis.rest /services/ LucityGl S Dev/LucityGIS_Stom,/Map Server 3 ] ] & [
LucityGIS_Strest hittp-//ct-arcery-01:6080/arcgis./rest /services/LucityGISDev/LucityG1S_Street/Map Server 3 =] =] =] [
LucityGIS_Traffic hittp://ct-arcsrv-01:6080/arcgis/rest /services/LucityGl S Dev/LucityG15_Traffic/Map Server 3 ] ] ] [ |
LucityGIS_ROW http:/Act-arcsrv-01:6080/arcgis.rest /services/LucityGl S Dev/LucityGIS_ROW,/Map Server 3 ] ] & [
LucityGIS_Water_Dist hittp://Act-arcerv-01:6080/arcgis /rest /services/LucityGISDev/LucityGIS_Water_Dist/MapServer 3 =] | =] = =
LucityGIS_Water_Raw http://ct-arcsrv-01:6080/arcgis/rest/services/ LucityGlSDev/LucityGIS_Water_Raw/MapServer 3 [ B I} I}
LucityGIS_Water_Recycled | http://lct-arcsrv-01:6080/arcgis/rest/services/ LucityGlSDev/LucityGIS_Water_Recycled/MapServer |3 [} [} [} I}
LucityGIS_GISTasks_Edta hittp:/Act-arcerv-01:6080/arcgis /rest /services/LucityGISDev/LucityGIS_G1STasks_Edtable/MapServer |4 =] | =] =
LucityGlS_Parcels hittp:/Act-arcarv-01:6080/arcgis/rest/services/ LucityGISDev/LucityGIS_Parcels/Map Server 1 B 0 0 ]
LucityGIS_Imagery http:/Act-arcsrv-01:6080/arcgis rest/services/LucityGIS_Imagery/Image Server 1] ] ] & [
LucityGIS_LandBase http-/Act-arcsrv-01-6080/arcgis rest /services/LucityG|S_| andBase/MapServer 1 1] 1} = mw =
LucityGlS_Redining hittp:/Act-arcarv-01:6080/arcgis rest/services/ LucityGISDev/LucityGIS_Redlining. Feature Server 4 B 0 0 ]
LucityGIS_All_Editable http:/Act-arcsrv-01:6080/arcgis restservices/ LucityGlSDev/LucityGIS _All_Editable/Map Server 4 = =] GBAMS\deric i
< m | 3
Delete... Default Base Map for Web:  Esi_WorldTopo - Default Base Map for Mobile: QA Raster Save.. Cancel

a. On the Map Services tab, click the Add Map Service button.

b. Enter a Name and the REST URL of the map service.

Note: This URL should end in /MapServer.

c. Check the Has Feature Service? box.

d. Complete other fields as desired.

This tells the map that the layer has an attached feature service.
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e. Click the Save button.

Note: If you are modifying an existing map service to include editing capabilities, simply mark Has Feature Service? box for the existing

record in the Map Service setup.

f. Close the GIS Services tool.

3) Open the GIS > Map Setup.

GIS Viewer

Name

| Save...

,x! Map Setup \EI@
Maps Group Assignmert for []
Shared Web Only Available Groups Groups assigned to this map
MName - Name Administrator ~
AdminRoles-Dee Assign Group(s) to
GISDev TestWebOnly Asset General User D
Asset Power User
Eval - Draft Test Web Only Dashboard Users
Matt Test May Delete Map Web Oni Dee LowPems .
i R I - e P
ago E EquipmentReadCOnly Map <<
ago with rediine Mobile Orlly GIS Administrator
ago mixed Name I Defait web map for group [ ‘ Set this map as web default for group ‘
AGOL+Local QA Mabile Test Map ]
LakelandTest | obte Word L4 B el [ Set this map as mabile default for group
GIS Dev QA Mabile Editable 0
- -
et Mokl Cink

System Default Extert

This extent is used to limit geocoding search results and is also a factor when
determining the default extent for web and mabile maps.

Current extent
Clear extent
Erter urd to service or layer to calculate an extent:
Calculate Bdent
Manually Enter
ST —
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a.

b.

C.

In the Available Maps grid, select the map to which to add the editable service and click Edit Map Setup.

' €IS Map Edit

[EEIE=]

Name GlSDev
Geocoding

Lucity application{s) that can use this map:  Web & Mobils -

Defautt Gi ding Ud: httos/a de arcgi /arcgis/rest/services/World/Geocode Server |

Geocoding U (if
different than default):

Redining

Select the feature service that contains the redlining layers:

Available Web Services

LucityG1SDev_Markup Secure -

Enter the feature layer index for the three redlining layers:

Pointindex: 0 Polyline index: 1 Polygon index: 2

Services to Display in Map

LucityGISDev_ImageService << Remo
LuctyGISDev_Zones ve

LucityGl5Dev_SewerStreet Storm
LucityGISDev_WaterReadOnlyShared
QA Maobile Raster
QA Mobile Parcels
QA Mobile World

ity VW ater Edit 9
LucityGISDev_RawWaterEdtableS
LucityGISDev_GIS TasksEdtable EI
LucityGISDev_WaterDistReadOrly
LucityGISDev_WaterDistEdtableH
QA Mabile Sewer - | [ Add>>

Available Local Services

Add =>

Name Urd Order

ice | http 5[ arnct Ervices/ Jev_m; .
LucityGl5Dev_Parcel http:// ExamplSrvr. 6080 /arcgis/rest/services/LucityGlSDev_Parcel/Map5...
LucityGISDev_! . |ttp:d 5080 /arcgis/rest/services/ LucityGlSDev_SewerStreetS...

LucityGISDev_Park http:// ExamplSrvr: 6080 /arcgis/rest/services/LucityGlSDev_Park/MapSer...

LucityGISDev_GISTasksEd... | hitp://ExamplSnr.6080 farcgis/rest /services/LucityGlSDev_G15TasksEdi. ..

If the Map Service record is not in the Services to Display in Map grid, locate it in the Available Editable Services grid.

Select the map service in the Available Editable Services grid and click the corresponding Add >> button.
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Note: All editable layers that are added to the map are used to display features in the map and then edit features when the edit tools are
enabled. To add an editable layer to a map for display purposes only and disable users' ability to edit it, simply add the service to the
Services to Display in Map grid. Then, check the Disable Edits box next to the layer in the grid. This option allows you to reuse the
same services in different maps while preventing everyone from editing them.

4) Close the window and click Save on the Map Setup window. The layers now appear in the map.

ROUTING CONFIGURATION

The Work Order Routing tool allows users to select a group of Work Orders and identify the most efficient route between the Locations and
Assets in those Work Orders.

The tool requires a routing service in order to work. The routing service can be either a third-party service (like ESRI's) or a routing service the
agency owns and maintains.

How To Configure the Map To Use a Routing Service

[) Collect the REST URL for the routing service
For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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2)
3)
4)
3)
6)
7)

b. Locate the service you wish to use and click on it to view its properties.

c. Click the Capabilities button.

d. Copy down the REST URL, which should have a path similar to:

Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer

Feature Service: http://<server name>/ArcGlS/rest/services/<service name>/FeatureServer
Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer
Geometry Service: http://<server name>/ArcGIS/rest/services/<service name>/GeometryServer
Routing Service: http://<server name>/ArcGlS/rest/services/<service name>/RoutingServer

e. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

f. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)

‘ Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the
| following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
‘ Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)

In the Lucity Administration Tool, go to GIS > GIS Services.
Go to the Utility Services tab. In the Routing Service grid, select the existing record. (Only one service is needed.)
Provide the REST URL for the routing service.

Complete the other fields as desired.

If you prefer that the route always starts at a specific address, enter that address into the Default Vehicle Start Address for Work Routing.

Click the Save... button below the grid.
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GEOCODING CONFIGURATION

The Lucity Web Map can locate addresses two ways: 1) using a geocoding service, and 2) using a parcel layer.

Locating Addresses Using a Geocoding Service

Geocoding services can be used to locate and identify addresses in the map. An agency may use its own geocoding service or one provided by
ESRI.

How To Configure the Map To Use a Geocoding Service

I) Collect the REST URL for the geocoding service.
For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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b. Locate the service you wish to use and click on it to view its properties.
c. Click the Capabilities button.
d. Copy down the REST URL, which should have a path similar to:
=  Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer

= Feature Service: http://<server name>/ArcGlS/rest/services/<service name>/FeatureServer

Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer

= Geometry Service: http://<server name>/ArcGlS/rest/services/<service name>/GeometryServer

Routing Service: http://<server name>/ArcGlS/rest/services/<service name>/RoutingServer

e. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

f. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)

‘ Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the
| following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
‘ Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)

2) In the Lucity Administration Tool, go to GIS > GIS Services and select the Utility Services tab .

3) Inthe Geocoding Services grid, click Add Geocoding Service... A new record appears in the grid.
4) Enter a unique Name for the geocoding service.

5) Provide the REST URL for the geocoding service.

6) Complete other fields as desired.

7) In the Default Geocoding Service drop-down box below the grid, select which service the Lucity Web and Lucity Mobile maps should use by

default.
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Note: You can select a different default service for every map during the map setup.

8) Click the Save... button below the grid.

Locating Addresses Using a Parcel Layer

Parcel services store the address in the layer, and the map identifies which parcel intersects with a given location.

How To Configure the Map To Use a Parcel Layer

) Tell the Web Map that it going to use a parcel service, rather than a geocoding service.

a. In Lucity Web, go to the Admin Portal > Settings > System Settings > GIS Web tab
(http://help.lucity.com/webhelpv170/web/index.htm#38257.htm).

b. Setthe Use an address layer for address queries instead of geocoding service option to TRUE.
2) Specify a Parcel Layer.
a. Collect the rest url for the service that contains the parcel layer.

For Arc 10.x
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b. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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c. Locate the service you wish to use and click on it to view its properties.

d. Click the Capabilities button.

e. Copy down the REST URL, which should have a path similar to:
=  Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer
=  Feature Service: http://<server name>/ArcGlS/rest/services/<service name>/FeatureServer
= Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer
=  Geometry Service: http://<server name>/ArcGIS/rest/services/<service name>/GeometryServer
=  Routing Service: http://<server name>/ArcGIS/rest/services/<service name>/RoutingServer

f. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

g. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)

‘ Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the
| following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
‘ Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)

h. Open the service and copy the Layer Index Number for the parcel layer.

i. Inthe Lucity Administration Tool, go to GIS > GIS Services and select the Utility Services tab.

j- Inthe Geocoding Services grid, click Add Geocoding Service... A new record appears in the grid.
k. Enter a unique Name for the map service.

I.  Provide the REST URL for the map service.

m. Add the layer index number to the end of the map service URL. It should look something like this:
...rest/services/baselayers/MapServer/10.

3) Specify a query template for the application to use when querying:
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a. In Lucity Web, go to the Admin Portal > Settings > System Settings > GIS Web tab.

b. See the Help Guide entry for the Comma separated criteria to use for... field
(http://help.lucity.com/webhelpv170/web/index.htm#38257.htm).

GEOMETRY SERVICE SETUP

Lucity uses geometry services to perform geospatial calculations when rendering the Lucity Web Map. Although a geometry service is not
required, Lucity strongly suggests that agencies use one.

How To Configure a Geometry Service

I) Collect REST URL for the geometry service.
For Arc 10.x
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a. Loginto Arc Server Manager and click on Services > Manage Services.
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esri.com | Resource Center | Sign Out | Help

Services

O ArcGIS Server Manager

Site Security Logs

Folders [ﬁ] Services [ Publish Service

Geolocate /# (Geocode Service) d»>rm 3 X
Locator for Gilbert Demo &rea
Status: Started

(5 Sysi=m Instances Running: 1
Instances in Use: u]

& Utiities Maximurm [nstances: 2
gis_edit# (Map Service) d»>» e 8 X
GIS Edit Service
Status: Started
Instances Running: 1
Instances in Use: a
Maximurmn Instances: 2

Map Service) drm g x
LICIEY erational Data
Status: Started
Instances Running: 1
Instances in Use: a
Maximurm nstances: 2
Parcels # (Map Service) d»>m 3 X
Parcels
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
RasterTiled # (Map Service) 58 d»rm g x
- Tiled Raster Service
Status: Started
Instances Running: 1
Instances in Use: u]
Maximurmn Instances: 2
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b. Locate the service you wish to use and click on it to view its properties.

c. Click the Capabilities button.

d. Copy down the REST URL, which should have a path similar to:
=  Map Service: http://<server name>/ArcGIS/rest/services/<service name>/MapServer
=  Feature Service: http://<server name>/ArcGlS/rest/services/<service name>/FeatureServer
= Geocoding Service: http://<server name>/ArcGIS/rest/services/<service name>/GeocodeServer
= Geometry Service: http://<server name>/ArcGIS/rest/services/<service name>/GeometryServer
=  Routing Service: http://<server name>/ArcGIS/rest/services/<service name>/RoutingServer

e. If collecting information for the map service that contains your operational data, click on the REST URL. A page containing the
properties of the map service appears.

f. Scroll down and copy down the Spatial Reference Number. (Do this only for the layer that contains Lucity data.)

‘ Note: If text appears in the Spatial Reference field, rather than numerals, use the closest matching Spatial Reference Number from the
| following lists:  Projected Coordinate Systems (http://help.arcgis.com/EN/ARCGISSERVER/10.0/APIS/REST/GCS.HTML) Geographic
‘ Coordinate Systems (http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/gcs.html)

2) In the Lucity Administration Tool, go to GIS > GIS Services and click the Utility Services tab.
3) Inthe Geometry Service grid, select the existing record. (Only one service is needed.)

4) Provide the REST URL for the geometry service.

5) Cpmplete other fields as desired.

6) Click the Save... button below the grid.
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MAP SETUP FOR WEB MAP

How To Add or Edit a Map

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu.

The map setup appears:

GIS Viewer

Csave | [

9&1 Map Setup EI@
Maps Group Assignment far []
Shared Web Only Availzble Groups Groups assigned to this map
Name o Mame Administrator ~
(Tl AdminRoles-Dee Ags, G !
Asset Power User
Bval - Drst Test Web Only Dashboard Users
Matt Test M Delete Map Web On Dee LowPerms
= _E > ud Dee TS Full Admin Un- Asagn Group to
ago = Equipmert ReadOnly MEP <2
o i
ago with rediine Mobile Onby GIS Administrator
ago mixed Name = Defautt web map for group [ Set this map as web defautt for group
AGOL+Local QA Mabile Test Map 1]
—1 | @A Mobie word I .
skelandTest L5 T I Set this map as mobile default for group
GIS Dev QA Mobile Editable 1
il £ R o

System Default Extent

This extent is used to limit geocoding search results and is also a factor when
determining the default extent for web and mobile maps.

Current extent:
Clear extent
Enter url to service or layer to calculate an extent:
Calculate Edent
Manually Erter

Pt D, o i)

2) The left side of the dialog displays all available maps.

the GIS Map Edit screen.

3) The Map Editing tool (see "Map Editor" on page 312) opens.

a. Enter a unique name in the Name field.

b. Under Lucity applications that can use this map, select Web & Mobile or Web only.

Click the Add Map Setup or select a map and click Edit Map Setup buttons to open
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c. Check the Use as Default Map box to make this the default map.

d. Setthe Geocoding Url. Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
Default Geocoding Url field. The Default Url is set in the Lucity Administration Tool, under System > Settings on the GIS Web tab.

e. Select the service that contains your Redline layers.

f. Use the map services listed in the Available Web Services and the Available Editable Services to populate the Services to Display in Map
grid.

g. Modify the service settings in the Services to Display in Map grid.
Note: The Web Map and Mobile Map tools will recognize Lucity data in all layers as long as the aliases are set up correctly.

4) Click Close to return to the Map Setup screen.
5) Once the maps have been defined, click Save on the Map Setup screen.

6) Assign the map to the desired user groups (see "GIS Map Setup" on page 301).

SETUP LUCITY GIS VIEWER

The Lucity GIS Viewer enables agencies to give their employees a desktop GIS viewer that works with Lucity, without giving them access to
ArcMap. The viewer can use both map services published over the web and map packages created through ArcMap.

Setup Steps

I) Security Setup (on page 429)
2) Creating Map Services or Packages (see "Creating Map Packages" on page 433)
o Alias Configuration (on page 365)

3) Map Service/Package Configuration (see "Map Service Configuration" on page 444)
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4) Map Setup

How To Add or Edit a Viewer Map

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu.

The map setup appears:

-
& Map Setup ===
Maps Group Assignment far []
Shared Web Only Available Groups Groups assigned to this map
Name - Name Administrator -
AdminRoles-Dee Assign Group(s) to
GlSDev TestWebOnly Asset General User Map ==
Asset Power User
Eval - Draft Test Web Only Dashboard Users
Dee LowPems
Matt Test Map Delete Map Web Only D e R min TR
ago E EquipmertReadOnly Map <=
ago with rediine Mobile Onby GIS Administrator
ago mixed Name i Defaut web map for group [ Set this map as web defautt for group
AGOL+Local QA Mabile Test Map 0
QA Mobile World i . :
LakelandTest Defautt mobile map for group [ Set this map as mobile default for group
GIS Dev QA Mobile Editable
i Teocd Maokbile Oich i
GIS Viewer ‘?I':Ste:xtzre:?un 3etml it di rch lts and is al: factor wh
is is used to limit geocoding search results and is also a factor when
pddiongSchy Name determining the default extent for web and mobile maps.
Curent extent:
Deiete Map Enter url to service or layerto calculate an extent:
Calculate Edent
Save._.. [ Manually Enter
Help Format: (Xmin. Ymin, Xmax. Ymap whid) e

2) The left side of the dialog displays all available maps.

3) The Map Editing tool (see "Map Editor" on page 312) opens.

a. Enter a unique name in the Name field.

b. Under Lucity applications that can use this map, select GIS Viewer.

c. Check the Use as Default Map box to make this the default map.

Click the Add Map Setup or Edit Map Setup buttons to open the GIS Map Edit screen.
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d. There can only be one default map. If more than one map exists, the Viewer will ask which one to use. The default map will appear at
the top of the list.

e. Setthe Geocoding Url. Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
Default Geocoding Url field. The Default Url is set in Lucity Administration Tool, under System > Settings on the GIS Web tab.

f. The Geocoding Url can be either a URL for a geocoding service OR the path to a geocoding package (.gcpk).
g. Use the map services listed in the Available Web Services and the Available Local Services to populate the Services to Display in Map grid.
Modify the service settings in the Services to Display in Map grid.
Note: The Lucity GIS Viewer will recognize Lucity data in all layers, as long as the aliases are set up correctly.
4) Click Close to return to the Map Setup screen.

5) Assign the map to the desired user groups.

Note: All maps that are marked as GIS Viewer will be visible to all Lucity GIS Viewer users.

I) Install the Viewer (see "Installing the Viewer" on page 459)
2) Activating the Viewer and Managing Activations (see "Activation and Activation Management" on page 462)

3) Using the Lucity GIS Viewer (http://help.lucity.com/webhelp/v170/gis/#24116.htm)
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Requirements

e lucity GIS Viewer

e ArcMap 10.x or above*
* ArcMap is only required for the single machine used to create map packages for setup. If map packages are created by an outside source,
ArcMap is not required.

SECURITY SETUP

Two actions must be performed within the Security program before using the Lucity GIS Viewer: 1) Establishing user permissions for the Viewer,
and 2) establishing administrator permissions for those who will manage activations.

Note: All desktop permissions apply to the Lucity GIS Viewer. If a user cannot create a Work Order in Lucity Desktop, he or she will not be
able to create one in the Viewer.

Considerations

e  Which users should have access to use the Lucity GIS Viewer?

e  Which users should be able to manage viewer activations?

How to give users permission to use the Lucity GIS Viewer

[) Inthe Lucity Security program, go to Security > Permission Setup.

2) On the left, select the Group(s) or User(s) who should have access to the Lucity GIS Viewer.
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3) Inthe middle, in the Modules tree, expand the GIS node and check the GIS Viewer box.

4) Inthe Permissions list on the right, select the Run permission.

*- Permission Assignments

View

Groups | Users |

5) Click the Grant button.

Modules View | Permissions View |
GI'DLII:IS: Maodules: Pemizsinns-
GBAWateriewer A ENREE A |
GBAWark Admin ) ) ) —
WA ) - [ ] Admin Connection Strings
GE AW ork Flow Admir e Ol g
GE_;-,_-.r.:-,:,ﬂ.: User E - [] Admin Map Services
GRAWoR iewer - [] Admin Map Setup
e - []GIS System Configuration
GIS | |=e << Remove [ ¥ g
J << Remove ] 1615 Views
PublicWebGroup TJEEEEr an B
RESTAPIGroup [ Lucity GIS
Sewer Data Manage - [] Work Order
Sewer Field — W
Work Data Manager ™ ....E'-r.ll-:: E::I;I::t w
Pemissions apphying Pemizsions apphying
(® toone ormore ofthe ) to all selected
selected modules modules
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Note: An agency's Permissions screen may look different, depending on settings made in the View menu.

How to give admins permission to manage viewer activations

I) Inthe Lucity Security program, go to Security > Permission Setup.
2) On the left, select the Group(s) or User(s) who should be able to manage activation codes.
3) Inthe middle, in the Modules tree, expand the Admin node and check the Activations box.
4) Inthe Permissions list on the right, select the desired permission(s):
o The Run permission allows users to view activations and activation codes in the Lucity Admin tool.

o The General - Edit permission allow users to delete or modify activation records in the Lucity Admin tool.
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Note: Users do NOT need the Activations > Run permission to activate a product.

Only admins need this permission to view activation
codes.

5) Click the Grant button.

* - Permission Assignments

View
Groups | Users |
2 Modules View | Pemissions View 4
Groups Modules: Pemissions
SNETTAdmn ~ General - Ed
IS Uer - : Activations | Run
315 Wark Order Management 3] olps
PublicWebGroup [ Security Admin
RESTAPIGroup -+ [[] System Configuration
2ovr Do arganer i spses
Work Data Management . - [] Blectric E
& [ o
&[] Genersl
<< Deny #-[]GIS
PN
-] Mobile -
&[] Park
&[] Sewer
&[] Stom >
Pemissions applying Permissions applying
tooneaormore of the (O toall selected
selected modules modules
. ' .. . . . . .
Note: An agency's Permissions screen may look different, depending on settings made in the View menu.

432



CREATING MAP PACKAGES

The Lucity GIS Viewer supports either map packages, online services, or ArcGIS Server services. Most agencies likely use local map packages
with the GIS Viewer. This section explains how to create a local map package.

How To Enable ArcGIS Runtime Tools

One ArcMap option must be changed before you can create a map package that will work with the Viewer.

[) In ArcMap, go to Customize > ArcMap Options.
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2) On the Sharing tab, check the Enable ArcGIS Runtime Tools box.
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ArcMap Options |E|

| General || Diata View || Layout View || Metadata || Tables || Faster |

CAD | Sharing

Diisplay Cache

Publishing

Lets you change the location where your map will be staged when
publishing to ArcGIS Server. You can override this folder from an ArcGIS
Server Connection in Catalog.

Staging Path:

| s\jsemonesLocal Settings\Application Data'Esri\Desktop 10, 1Y5taging |

IUze Default
Shaw warning when cache exceeds 500.0 B

Shaw file location when saving draft service definitions

Packaging

Lets you choose to support the ArcGIS Runtime when packaging.

Enable ArcGIS Runtime Tools

Lets you choose the location to unpack packages for all ArcGIS Desktop
applications.

(&) automatically select location

) Use user specified location

[

[ ok || canesl | [ pov
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3) Click OK.

Publish a Map Package
I) In ArcMap, create a map that has the features desired for the map package.
Note: The data in this map must come from your geodatabase.

2) Adjust symbology and labeling as desired. (These features will carry over into the map package and be displayed in the Viewer.)

o If alayer can't be selected in the map, when the map package is created the layer won't be selectable by default in the Viewer.
However, users do have control over layer selectability in the Viewer.

3) Import the feature class aliases, especially if any of them were changed in the map.

a. On the Lucity Editor toolbar, click the Alias Import button to update Lucity with any name changes made to the feature classes. The
following message appears:

Note: This step does not require ArcMap to be in an edit session.

This tool will update the Lucity Alias Mames list for each feature dass in the current map. Results are displayed in the Lucity Process Log. Are you sure you want to continue

[ Yes J[ Mo ][ Cancel ]
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b. Click Yes. The process log appears. Review the results to make sure that all the Aliases were imported properly.

Ludty Process Log O x |
[] Log Everything

—ldil |||||.-l_-|[f\"|}§D.5'-JiE|SES
Processing feature class [SVWHETMHG]
Alizs name has been created and assigned
Processing feature class [SWHNETG]
Alias name has been created and assigned
Processing feature class [SWSERWVG]
Alias name has been created and assigned
Successfulty imported aliases!

More information on configuring/importing aliases (see "Alias Configuration" on page 365)

4) To create the map package, click File > Share as > Map Package. The following window appears:
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Note: If this package is supposed to be a tiled image or layer, choose File > Share as > Tiled Package.
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Map Package |E|

q_/'.I“H"IEIh'IE Share B

o LS Map Package

Item Description

Additional Files (O Upload package to my ArcGIS Online account

| test |

() Save package to file

| C:'Documents and Settings\jsemonesDesktop\test.mpk |

Include Enterprise Geodatabase data instead of referendng the data
Support ArcGIS Runtime

[Jreference all data

About creating 8 map package

439



5) On the Map Package page, choose the location in which the map package will be saved. The best location is on a local network that all GIS
Viewer users can access.

6) Check the Support ArcGIS Runtime box.

7) Choose how the map package will handle the data by checking the Reference all data box or leaving it blank. Normally, the package
includes a copy of all of the data from the geodatabase. Marking the Reference all data box causes the map package to point to the
geodatabase and read the data from there, instead. If you choose to check this box, the geodatabase must be accessible over the network.

8) On the item Description page, enter the Summary, Tags, and Description fields.
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Map Package

]
._/ Analyze Share B

Map Package
Item Description

Additional Files

Item Description

summary (reguired);

Lucityvile Sewer Data

Tags (required):

| Manhole, Sewer Pipe

[ Choose Your Tags... J

Diescription:

This is & package of all the Sewer Data

Access and Use Constraints:

Credits:

Update missing metadata in document based on item description.
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9) At the top-right of the window, click the Analyze button.

Map Package

10) The Prepare window appears. It lists any errors or warnings related to the map package you are about to publish.

Prepare O x
[ﬁ 0 Errars ] [& 0 Warnings ] [@ 3 Messages ] | | *h

|Severit5-' |51311.|s |Code |Descri|:lﬁon MName Type |Dat...
@ Low Unresolved 30003  Laver draws at all scale ranges (3 items)

Status: Complete | 3/3 Items | Show only unresalved items [

I'1) After correcting any errors and addressing any warnings or messages, return to the Map Package window and click the Share button.

Map Package

s e
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12) If the following pop-up appears, click Yes.

Save Map Document

\ ? ) This map document has changed and needs to be saved before creating the map package., Would yvou like to save the document and create the map package now?

e JC %

I3) When the process is complete, the following message appears:

Succeeded

Successfully created map package.

C:'\Documents and Settings\jsemones\Desktop\test.m
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MAP SERVICE CONFIGURATION

After an administrator has created map packages (or online services), Lucity must be configured to recognize them. This section explains how
to add a local map package to the GIS Map Services form.

More detailed instructions for adding an online service (see "Map Services Configuration" on page 376)

How To Configure a Map Package

I) Open the Lucity Administration tool and go to GIS > Map Services.

2= GIS Map Services

Ordar Opacity Base Map? Tiled? ggfﬁ!fgmcal

O
O

Mame L

O]
O

C:hLucity Data G5 Sewer mpl 1
Chlucity Data G154 Base mphk

ViewerSewer

O
O

ViewerBase

Save. . Cancel

[ Add Map Service... Delete.. Test...

a. Click Add Map Service...
Fill in the Name field. This name will identify the map service when it is added to a Lucity map, or viewed in one of the Lucity mapping

products.
c. Inthe URL field, enter the path to the map package.
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= The map package should be stored on a network that users of the Viewer have access to.
= The map packages have file names ending in .mpk or .tpk.

d. Enter avaluein the Order field. (Map services are layered based on this field. A lower number represents a lower layer. 0 is the
bottom layer.)

e. lgnore the Base Map field. The Viewer does not use it.
f. If thefile is a tiled map package (.tpk), check the Tiled? box to indicate the layer is a tiled service.
g. Click Save.
2) After all map packages have been added, go to the System > Settings > GIS Web tab in the Lucity Administration tool.

a. Inthe URL for Geocoding Service... field, enter the path to a geocoding package (.gcpk) or the URL to a geocoding service. This will be
the default geocoding service for all of the Lucity mapping applications.

b. Click Save.
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ALIAS CONFIGURATION

An alias is an alternate name for a feature class that gives the feature class a unique identity. The Lucity mapping applications (Web Map, GIS
Viewer, and Mobile) check the feature classes that are loaded into them and their display names against the aliases listed in the geodatabase
configuration to determine which feature class links to which module.

Note: The geodatabase configuration must be complete before an administrator can configure Lucity to recognize aliases.

Note: An administrator must establish and import aliases to the geodatabase configuration in order for the Lucity mapping applications to
work.

Setting an Alias

An administrator can either set an alias for a feature class within ArcCatalog or set aliases on a per-map basis in ArcMap. Feature class aliases
are tied to the feature class in ArcCatalog. Per-map aliases are set in ArcMap and are only saved for that .mxd, or for any map services or map
packages generated from that .mxd.

‘ Note: Aliases must be completely unique throughout the geodatabase configuration. For example, a Sewer Pipe feature class and a Water
‘ Pipe feature class cannot both have a "Pipes" alias.

‘ Note: Aliases should not start with a number.

How to set a feature class alias in ArcCatalog

I) In ArcCatalog, navigate to the desired feature class.
2) Right click on it and select Properties....

3) Onthe General Tab there are Name and Alias fields. Set the Alias to the desired value. Do NOT change the name.
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Note: By default, the Alias is the same as the Name.
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Feature Class Properties

J [ndexes " Subtypes " Relationships " Fepresentations ]
General | XY Coordinate System " Tolerance " Resalution " Dlomain " Fields ]

Marme:

Park Landscaping
Type

Type of features stored in this feature class:

Polygon Features

Geometry Properties
Coordinates indude M values, Used to store route data.
Coordinates indude Z values, Used to store 3D data.

Data Storage: High Precision

Attachments

Feature dass does not contain attachments,

o) o




4) Click OK. The alias is now set for the feature class.

How to set a map-specific alias in ArcMap

I) In ArcMap, click on a feature class in the table of contents and rename it.
OR

Right-click on the feature class and select Properties.

449



2) On the General Tab, change the name in the Layer Name field.
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Layer Properties

.[ Time [ HTML Papup | Lucity Field Links |
General | Source " Selection " Diisplay " Symbalogy " Fields " Diefirition Cueny " Labels " Joing & Relates ]

Layer Mame: Sewer Manholes ] visible

Description:

Credits:

Scale Range

You can specify the range of scales at which this layer will be shown:

(%) Show layer at all scales

) Don't show layer when zoomed:

out beyond: | <Nonex {minimum scale)

i 1Y
o ]
In beyond: | <MNone: {maximum scale) E 2

| ok JJ Cencel | [ Aoy |
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3) Click OK. The new alias is now set for that feature class.

4) Repeat for other desired feature classes.

Import Aliases

Aliases can be imported into the Lucity geodatabase configuration in two ways: 1) by importing the feature class alias or 2) by importing the
per-map aliases.

How to import the feature class alias(es) in ArcCatalog

I) Inthe Geodatabase Configuration tool, select the geodatabase connection or the feature class for which you wish to import an alias.
2) Right-click on the selected geodatabase or feature class and select the Import tool.

o Ifitis a geodatabase, the tool is Import Feature Class Alias Names.

o Ifitis afeature class, the tool is Import Feature Class Alias Name.

The system immediately begins importing aliases from the feature class aliases set in ArcCatalog. A log screen appears to provide
information about the import.

3) Review and close the log screen when the process is complete.
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How to import per-map aliases in ArcMap

I) On the Lucity Edit toolbar, click the Alias Import button. The following message appears:

This tool will update the Lucity Alias Mames list for each feature dass in the current map. Results are displayed in the Lucity Process Log. Are you sure you want to continue

[ Yes J[ Mo J[ Cancel J

2) Click Yes to continue. The process log displays the results:

Lucity Process Log

[] Log Everything The glias name has already been successfulty assigned -
ausuessiuly imported aliases!
Start ImportMADAlizses
Processing feature class [SWNETMHG]
Aliazs name has been created and assigned
Processing feature class [SWHETG]
The alias name has already been successfulty assigned
Successfulty imported aliases!

[
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Importing aliases using this method directly links them to the feature classes' Alias Names tab in the geodatabase configuration.

‘ Note: This import enables users to load their feature classes into a map. Change the names of the layers, and then quickly import them
‘ before publishing the .mxd as a map service or map package.

Manage Aliases

Aliases can be added manually for each feature class and managed in the Geodatabase Configuration tool.

How to manage aliases

I) Inthe Geodatabase Configuration tool, select a feature class. A window with several tabs appears in the center of the screen.

2) Select the Alias Names tab. This tab has two grids:
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The Associated Aliases grid lists all aliases assigned to the feature class.

O

O

Right-click on an existing record for options to Add, Edit, Delete, or Disassociate.

Disassociating a record in this grid detaches it from the selected feature class and moves
it to the Available Aliases grid.

Whenever a feature class with a name from this list appears in the Lucity Viewer, the
Web Map, or the Mobile Map Mode, Lucity connects the feature class to the associated
module.

| Feature Class Info | Hlizs Mames |;’-‘-55u:u:iateu:| ‘.".n'u:urkspau:es|

Associated Aliases:

(General Custom
testh

Available Aliases:

Sewer Inspections
Storm Conduits
test
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e The Available Aliases grid lists aliases set up by the user that aren't associated with any
feature classes. The grid is shared among all feature classes. Aliases in the grid can later
be associated with or re-associated with any feature class.

o Right-click on an existing record for options to Add, Edit, Delete, or Associate.

o Associating a record in this grid attaches it to the selected feature class, removes it from
the Available Aliases grid, and adds it to the Associated Aliases grid for the selected
feature class.

How To Add an Alias in a Grid

1) Right-click in the desired grid and select Add. The following pop-up appears:

" Enter Alias Name

Alias Name: | |

2) Enter the Alias Name and click OK.

Note: Aliases apply to the feature class and any replica feature classes.

3)
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MAP SETUP FOR A VIEWER MAP

How To Add or Edit a Viewer Map

[) Inthe Lucity Administration Tool, select GIS > Map Setup from the main menu.

The map setup appears:

GIS Viewer

Csave | [

9&1 Map Setup EI@
Maps Group Assignment far []
Shared Web Only Availzble Groups Groups assigned to this map
Name o Mame Administrator ~
(Tl AdminRoles-Dee Ags, G !
Asset Power User
Bval - Drst Test Web Only Dashboard Users
Matt Test M Delete Map Web On Dee LowPerms
= _E > ud Dee TS Full Admin Un- Asagn Group to
ago = Equipmert ReadOnly MEP <2
o i
ago with rediine Mobile Onby GIS Administrator
ago mixed Name = Defautt web map for group [ Set this map as web defautt for group
AGOL+Local QA Mabile Test Map 1]
—1 | @A Mobie word I .
skelandTest L5 T I Set this map as mobile default for group
GIS Dev QA Mobile Editable 1
il £ R o

System Default Extent

This extent is used to limit geocoding search results and is also a factor when
determining the default extent for web and mobile maps.

Current extent:
Clear extent
Enter url to service or layer to calculate an extent:
Calculate Edent
Manually Erter

Pt D, o i)

2) The left side of the dialog displays all available maps.

3) The Map Editing tool (see "Map Editor" on page 312) opens.

a. Enter a unique name in the Name field.

b. Under Lucity applications that can use this map, select GIS Viewer.

Click the Add Map Setup or Edit Map Setup buttons to open the GIS Map Edit screen.
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c. Check the Use as Default Map box to make this the default map.

d. There can only be one default map. If more than one map exists, the Viewer will ask which one to use. The default map will appear at
the top of the list.

e. Setthe Geocoding Url. Enter a URL or path here if the geocoding service used for this map will be different than the one entered in the
Default Geocoding Url field. The Default Url is set in Lucity Administration Tool, under System > Settings on the GIS Web tab.

f. The Geocoding Url can be either a URL for a geocoding service OR the path to a geocoding package (.gcpk).
g. Use the map services listed in the Available Web Services and the Available Local Services to populate the Services to Display in Map grid.

Modify the service settings in the Services to Display in Map grid.
‘ Note: The Lucity GIS Viewer will recognize Lucity data in all layers, as long as the aliases are set up correctly.

4) Click Close to return to the Map Setup screen.

5) Assign the map to the desired user groups.

‘ Note: All maps that are marked as GIS Viewer will be visible to all Lucity GIS Viewer users.
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INSTALLING THE VIEWER

The Lucity GIS Viewer must be installed on the machine on which it will be used before the user can access it. The GIS Viewer is part of the
Lucity Desktop install; however, it is not installed automatically. The Viewer can either be installed during Lucity Desktop installation or by
modifying the Lucity Desktop installation.

Note: If installing the Viewer during the normal Lucity Desktop installation, choose the Custom install option. Then proceed to Step 6
below.
How To Modify the Desktop Installation

I) On the machine, open the Control Panel.
2) Run Add or Remove Programs, or Programs and Features.

3) Find and select Lucity Desktop.
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4) Click Change. A screen similar to the one below appears:

i# Lucity Desktop Setup |Z||E|r5__(|

%) Modily

Application Maintenance
Select the maintenance operation to perform.

Wiz Inztallation ‘\Wizard [R]

Change which application features are installed. Dizplays the
Select Features dialog, which lets pou configure individual features.

Reinztall mizzing or cormupt fles, regizty keys, and shortouts.
Preferences stored in the regizty may be rezet to default values.

[dninstall Lucity Desktop from this computer.

Meut > ] [ Cancel

460



5) Select Modify, and click Next >. The next screen displays components that the user has the option to install.

i Lucity Desktop Setup

Select Features

Please zelect which features vou would like to ingtall.

= gl Desktop _ Feature Description:
= ﬁdmln T':":'ls_ & lightweight GIS application that provides
Lucity GIS Viewer map access without ArcG1S Server or a local

copy of ArcGl5 Deskiop. This feature should
only be inztalled if you have purchazed a
licenze for this work.station,

Thiz feature will remain on your local hard
drive.

T hiz feature requires OFB an your hard drive.

Wiz Inztallation ‘\Wizard [R]
[DiskEnst] [ Feset ] [ < Back " Meut > ] [ Cancel ]

6) Click the Lucity GIS Viewer drop-down and select Will be installed on local hard drive.
7) Click Next >.

8) Once the program has completed the installation, click Finish.
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ACTIVATION AND ACTIVATION MANAGEMENT

Although the Lucity GIS Viewer may be installed on a machine, the feature cannot be used until it is activated. Activation codes are unique for
each computer. Permissions established in the Lucity Security TOOL control which users can use the Viewer and which users can activate it.

FAQ

What is the relationship between activation codes, users, and available licenses?

Lucity GIS Viewer activation codes are each tied to a separate license and machine. Therefore, when the Viewer is activated on a machine, a
license is used. That license is now tied to the machine that is activated and cannot be used by any other user, even if that machine isn't
actively using the Viewer.

The only way to release that license for use by another user would be to deactivate the machine.

How does a user get the activation code?

Unlike the activation process for Lucity Mobile products, users of the GIS Viewer do not receive, or even see, the Activation Code. Instead, the
code is applied automatically when the user tells the program to activate.

How do you deactivate the Lucity GIS Viewer on a machine?
If the Lucity GIS Viewer needs to be deactivated on a machine, an administrator must:

[) Launch the Lucity Administration Tool and go to System > Activations Manager.
2) Select the user's activation record on that machine.

3) Click the Deactivate license button.
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How To Activate the Viewer

[) The first time a user runs the Lucity GIS Viewer, the following prompt will appear if there are licenses available to activate their copy of the

viewer:

Lucity GIS Viewer

This machine is not actived to use the Lucity GIS Viewer, would you like to activate it now? Mote: The Lucity GIS Viewer license is NOT a concurrent license. This application can only be activate
computers as you have licences,

fes | Mo | Cancel |

2) Click Yes. The program is immediately activated and assigned a license.

Note: You will receive an alert if there are no available licenses.

How To Limit How Long a Device Activation Remains Valid (when not in use)

I) Inthe Lucity Administration Tool, go to System > Settings > Mobile tab.

2) Enter a number in the Mobile activation timeout in days field.

If someone tries to activate another device and the system is out of licenses, the Activation Manager will review current activations for any
“inactive" devices. If a user hasn't used a device for the specified number of days, the Activation Manager will drop that activation and

activate the next device.
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How To Use the Activations Manager

e Inthe Lucity Administration Tool, go to System > Activations Manager. The following screen appears.
o Fields

= Name - The device's name (i.e., the phone number).

= Secret - The Activation Code for this device/user record.

= User Name - The user's Lucity login.

= Last Activated on - The date on which this device was last activated.

= License - The type of license this device is using.

o Buttons
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Deactivate license - Deactivates the selected activation record and removes it from the Active list.
View Log - Displays each time the selected activation record has been activated or deactivated.

Send Email With Code - This function is not used for Lucity GIS Viewer activations because the activation occurs automatically, without

entering the code.

5& Activations kManager

Active activations

deact_test

Activated On

1/11/2016 B:

16

0 AM
$00 AM

License
Mobi leManagement
Mobi leManagement

Munit

1/12/2016 11:15:00 AM

Mobi leManagement

nunit.LogonTest

[ Deactivate license ] [ Wiew log

1/18/2016 5:26:00 AM

Mobi leManagement
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Note: The Activations Manager is used for the Lucity GIS Viewer and Lucity Mobile applications.

How to get permissions to use the Activations Manager (see "Security setup" on page 429)

ADVANCED

The following sections discuss advanced operations related to Lucity Web:

Linking To Lucity Web How to create a URL link that opens Lucity Web to a specific record.

Linking to the Lucity Web How to create a URL link that opens the Lucity Web Map to view a specific record.
Map

Customizing the How to change the background image for the Lucity Dashboard.

Dashboard Background

Disabling HTML Reports How to remove the ability to run HTML reports for browsers that don't support
this functionality.
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LINKING TO LUCITY WEB

At times, an agency might find it useful to create a URL that links directly to Lucity Web to view a particular asset, without navigating through the

Lucity Web interface.

For example, an agency may want to to embed such a URL into a Crystal report.

Use the following URL as a template for jumping directly into the Lucity Web to view an Asset:

http://[myserver]/[virtualdirectory]/Public/Routing.aspx?RouteTarget=Internal&RouteSubTarget=Views&RouteAction=OpenDefault&RoutePara

ml=[moduleid]&RouteParam2=[viewname]&RouteParam3=[Filter[tablename]+WHERE+[autoNumberField]=[autoNumber]]

Six parts of the template must be specified:

[myserver]

[virtualdirectory]

[moduleid]

[viewname]

The name of the server hosting Lucity Web.

The virtual directory in which Lucity Web is installed. By default:
LucityWeb.

The identifying number for the module you wish to open. To zoomto a

specific Sewer Pipe record, use the module ID for the Sewer Pipes module.

To zoom to a specific Work Order, insert the ID for the Work Order
module. All module IDs are stored as KeyIDs in the
GBAUser.dbo.Modules table.

The name you wish to appear at the top of the View when it is loaded.

e Use + or %20 to represent spaces.
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[Filter......] The remaining parameters fall within this section of the URL. These
parameters are provided as an example; however, the intent is to enter a
filter that starts with the table found in the From clause of a SQL
statement in order to filter the records that are displayed in the View.

e Use %3D to replace an = sign.

[tablename] The name of the table in which the feature or record is stored.
[autoNumberField] The name of the field in which the autonumber is stored.
[autoNumber] The database record number that the program assigned to identify the

desired feature. For the GBASewer.dbo.SWNET table, the [autoNumber]
would be NT_ID.

Examples

The following URL will open Lucity Web and display the Work Order with WO_ID = 33945:

http://ExampleServer/LucityWeb/Public/Routing.aspx?RouteTarget=Internal&RouteSubTarget=Views&RouteAction=0OpenDefault&RouteParam1
=48&RouteParam2=W0%20%2312-2343&RouteParam3=WKORDER+WHERE+WO_ID+%3D+33945

468



LINKING TO LUCITY WEBMAP

An agency may have a need to create a URL that directly launches the Lucity Web Map to display an asset, without having to navigate through

the Lucity Web interface.
report.

Use the following URL as a template for jumping directly into the Lucity Web Map to view a feature:

For example, a Sewer department supervisor might want to embed a link to a mapped sewer line into a Crystal

http://[myserver]/LucityWeb/Public/Routing.aspx?RouteTarget=Internal&RouteSubTarget=MapWindows&RouteAction=ShowInMap&RoutePara
ml=[moduleid]&RouteParam2=0&RouteParam3=[{id:autoNumber}]

Three parts of the template must be specified:

[myserver]

[moduleid]

[{id:autoNumber}]

The name of the server that hosts Lucity Web.

The identifying number of the Module in which the Asset is stored. To
zoom to a specific Sewer Pipe, the module ID should be that of the Sewer
Pipes module. To zoom to a Work Order, this value should be the
module ID for the Work Order module. All module IDs are stored in the
GBAUser.dbo.Modules table as KeylDs. The module ID is used in the
WKWOASSET table to specify which Module the Asset comes from.

This is a json list of feature IDs to select in the Web Map. This ID
represents the module's database record number. For the
GBASewer.dbo.SWNET table, the ID would be NT_ID.

e To specify more than one map feature, use the following syntax:
[{id:autoNumber},{id:autoNumber},{id:autoNumber}]
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Examples
The following URL will open the Web Map and select the sewer pipe with the ID 33293.

http://EXAMPLESERVER/LucityWeb/Public/Routing.aspx?RouteTarget=Internal&RouteSubTarget=MapWindows&RouteAction=ShowInMap&Rou
teParam1=2&RouteParam2=0&RouteParam3=[{id:33293}]

This URL will open the Web Map without selecting a feature:

http://EXAMPLESERVER/LucityWeb/Public/Routing.aspx?RouteTarget=Internal&RouteSubTarget=MapWindows&RouteAction=ShowInMap&Rou
teParam1=0&RouteParam2=0&RouteParam3=[]

CUSTOMIZING THE DASHBOARD BACKGROUND IMAGE

You can change the background image in Lucity Web to match your agency's style or color scheme.

How To Change the Background

[) Create a .png file and name it Background.png.
2) Copy your background to the LucityWeb\ClientBin\images folder and overwrite the existing Background.png.

3) It will be applied per Web application installation, not per user.
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ADMINISTRATIVE FAQ

The following responses to frequently asked questions (FAQs) are geared toward system administrators.

Installation

Q: How do | configure the Lucity Web application to use TLS?
A: During the Lucity Web install, there is a screen that asks if the application should be installed normally or under TLS.
Q: What if | have already installed Lucity Web and want to switch to using TLS?

A: To make the switch, you must uninstall Lucity Web and reinstall it using the TLS option. Don't worry! You won't lose any Dashboard
settings or configurations that you have made.

DOS Attacks

Question: Do you have any techniques for stopping denial-of-service (DOS) attacks from the Internet?

Answer: A DOS attack occurs when someone attempts to crash a web site by bombarding it with multiple requests. Lucity has implemented
one technique for stopping DOS attacks in the Citizen Portal application.

By default, if the Citizen application receives more than 1000 requests within 10 minutes from a single IP address, it will stop accepting requests
from that IP address for the duration of the 10 minutes. The maximum number of requests and the time period values can be configured by an
administrator. The default values are hard-coded in the program; they are not found in the appsettings file. However, adding entries in
appsettings.config file can override the defaults.

® You can change the denial-of-service configuration by entering the following code strings in the appsettings.config file:

<add key="DOSREQUESTS" value="1000" /> (The value represents the number of hits allowed to occur within the period before blocking the
IP address.)

<add key="DOSPERIOD" value="10" /> (This value represents the number of minutes in a single period.)
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e 1000 attempts within 10 minutes is the default setting. Lucity tracks the time of the first attempt from each IP address; if more than 1000
requests occur within the next 10 minutes, the system blocks requests from that IP address for the remainder of the 10 minute period.

Note: This technique only works for short periods and only against a single IP address. It is intened to protect against localized DOS attacks.
Mitigation of large-scale, distributed denial of service attacks (DDOS) should be handled by routers and networks.

WEB DIAGNOSTICS

Lucity Web contains a special page that provides information about Lucity Web and its interaction with the web browser. This page is not
accessible from within the Lucity Web interface and must be opened manually by typing in the following URL:

http://<servername>/LucityWeb/Public/Diag.html

The web diagnostics this page provides are primarily used in trouble-shooting.

‘ Note: Server information will be displayed as part of this page unless the Enable diag.html Server Information for debugging setting is set to
‘ FALSE.
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HOW TO: SETUP CITIZEN PORTAL

The Citizen Portal portal gives an agency's clients a way to fill out requests for work and submit them over the Internet. This section serves as a
step-by-step guide for setting up Citizen Portal.

Installation

e Forinformation about installing the Citizen Portal application, read the Citizen Portal section of the Install.chm help file that is included with
the Lucity installation media.

Security (on page 474)

e User and groups
e Permissions
e Assigning the user to the Citizen Portal

Create Request Forms (on page 478)

e (itizen Request Form
e Form code
e Assigning a group to the Form

Form Display and application settings

e In Lucity Web > Admin Portal > Settings > System Settings > Web Site, there are several options that affect how the Citizen Portal
application runs and how the Form displays. Follow the link for more information about these settings.

Updating the Customer Database from Requests (see "Updating Customer Database from Requests" on page 487)
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Advanced Configurations

Customizing the Lucity Citizen Portal page (on page 490)

Customizing the Citizen Request email (on page 495)

SECURITY

Before a agency can launch the Citizen Portal application, an administrator must designate a user through whom the Citizen Portal application
will access the Lucity databases. That user must also have permissions to create Work Requests. These steps are performed within the
Security program.

Default Setup

Several Groups and Users are pre-established when Lucity is installed. One of these default groups is the PublicWebGroup. That group, by
default, includes a user called PublicWebUser.

The PublicWebUser is automatically designated as the login that the Citizen Portal application will use to log into Lucity.

e If this Group and User have not been altered in the Lucity Security program, and both still have permissions, then the rest of these
instructions are unnecessary. Proceed by creating the Request form.

e |If the User or Group has been deleted, follow the instructions in the links below.

‘ Note: Technically, another group and username could be used. However, it is highly suggested that you use the default group and
‘ username.

How to add a user for Citizen Portal

[) Inthe Lucity Security program, go to Security > User/Groups Setup.
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2) On the left side, under Users, check for the PublicWebUser.

3) If this user does not exist, click New User.

4) In the User: field, enter PublicWebUser and click OK.

5) On the right side, under Groups, check for the PublicWebGroup.

6) If this group does not exist, click New Group.

7) Enter PublicWebGroup as the Group Name and click OK.

8) Select the PublicWebUser on the left and the PublicWebGroup on the right and click Associate.

|lzers: Groups:
- G5 Administrat
User ID First Mame — GIS Usglrml o B
.IE'S at (1S Wilsde Cirdar B= Emen‘t
| = I PublcWebGowp |~
Public¥WebUser _ N T oo
TRESTEPTEEer - Sewer Data Management
S cheduled Tasksl) : Sewer Field —
Ehedulsad | askslissr = Work Data Management hd
4 | » Disassociate

How to give permissions to create Work Requests

I) Inthe Lucity Security program, go to Security > Permission Setup.
2) On the left, under Groups, select the PublicWebGroup.
3) On the right, in the Modules tree, expand the Work node and check the Work Requests box.
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4

+ - Permission Assignments

In the Permissions list, select the General - Add and Run permissions.

Groups | Users |
Modules View | Pemissions View |
Groups: Modules:
GBATrees! Jser | T Wark iomert Set ~ General - Add
GBATreesViewer B ----E“‘a‘urk Elqulp;: " = _1_ I_ :I _J. =
GEAWaterAdmin 1' . Djﬂ -P General - Edit
GBAWaterUser - [[]Work Fluid Sstup Global Browse
GEAWsterVigwer ' - [[] Work Material Setup Global Edits
GB:'-"-:-"-I'Dﬂ*ZJ""ijiI'I _ m - []Wark Options ImagesMavies/Documerts - Add
GBAWark Flow Admin - [] Work Order Lite Images,/ Movies/Tocuments - Delete
GEAWank User Work Ord Popup Lists - Add
GBAWorkViewer ] Work Orders Popup Lists - Caption
G15 Administrator -] Work Permit Fopup Lists - Delete
G5 User -] Work Problem Setup Popup Lists - Edit =
- Wlade Proorar Recalzulate

= | [w] Waork Requests 1 EEEE?:_E?
Sewer Data Management 3 e == 3 Feports - Delete B
Sewer Figld — - []'Wark Task Setup = ;
Work Data Managemert | . 1Al Wetar | neo ] u

= ] | |

Pemissions applying
() to all selected
modules

Permissions apphying
to ane or more of the
selected modules

5) Click the Grant button.
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Note: The Permissions screen may look different, depending on settings under the View menu.

How to assigning the user to the Citizen Portal

After installing Web Citizen and setting up the PublicWebUser, the PublicWebUser login must be associated with the Lucity Web Citizen
application. This tells Web Citizen to use this user login to access Lucity to create Requests.

This relationship should already be established by default; however, an administrator can verify the link through the following steps:

[) Inthe Lucity Administration tool, go to Lucity Web > Admin Portal > Settings > System Settings > Citizen.
2) Inthe Login ID use for Citizen Website field, verify or enter PublicWebUser.
3) Click Save.
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CREATE REQUEST FORMS

Once the Citizen Portal application is configured, an agency must create a Request Form that citizens will use to enter their Requests. The form
must then be assigned an ID that will identify it within the Citizen Portal application. Finally, the form must be assigned to the Group that
includes the Citizen Portal user.

Note: These steps can be followed multiple times to create several Citizen Portal Forms.

How to create a Request Form

[) Inthe Lucity Admin tool, go to Forms > View/Forms Manager.
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. View/Form Manager

=
Work Fequests (50) v
Wone Reguests (50) v

Enabled | Custom/Template | Assigned To Gr... | Assigned To Me...

_ Ewval Basic Citizen Request

Eval Request Complete

Custom

Custom

In Group

In Group

On Menu

On Menu

EVAL? Request Detaill Complete

Custom

NOT ASSIGMED

NOT ASSIGNED

EVALZ Fleet Reg

Custom

NOT ASSIGMED

NOT ASSIGNED

EVALI GBAMS Fleet Request

Custom

In Group

NOT ASSIGNED

EVAL4 GBAMS Equipment Requests

Custom

In Group

NOT ASSIGNED

LUCITY Building Requests

Template

NOT ASSIGMED

NOT ASSIGNED

LUCITY Equipment Regquests

Template

NOT ASSIGMED

NOT ASSIGNED

LUCITY Fleet Req

Template

NOT ASSIGMED

NOT ASSIGNED

LUCITY Fleet Reguest

Template

NOT ASSIGMED

NOT ASSIGNED

LUCITY Reg from Customer

Template

NOT ASSIGMED

NOT ASSIGNED

LUCITY Reg from Employee

Template

NOT ASSIGMED

NOT ASSIGNED

LI N Ul e . o PP A o P AP [ g o

2) Select Request Manager for STEP 1: Select Program.

Tamnl=ata

KOT ASSISKEN

KIMT ASSUSKIEN
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3) Select Work Requests for STEP 2: Select Module.
4) Select Work Requests for STEP 3: Select Module Component.

480



More information about creating a new Form, or editing an existing Form (see "Form Editor" on page 168)

More information about adding a File Upload field to a Form

How to assign a Citizen ID

[) Inthe Form Editor, go to Form > Options.

Form Options

Altemate Menu Name

| Mew Regquest |

Erable Form

Allow on Menu/Favortes

Captcha enabled

Show Submit Button (Affects Citizen Portal Onlby)
] Show Create Wor Onder Button

[] Show Additional Emails Texthox

[] Use Information From Employee

Citizen 1D (Al Caps and Hs)

RGaF124

2) Inthe Citizen ID field, enter a unique ID for this Form. This ID must be all capital letters and numbers. (ex. RQF124)
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3) Click OK.
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‘ Note: The Form options also give an agency the ability to hide the Submit button on the Form by unchecking the Show Submit Button box.
‘ This feature is helpful if a Form is designed to provide information, rather than serve as a means for submitting Requests.

How to assign the Request Form to a group

[) Inthe Lucity Admin tool, go to Security > Assign Groups to Forms.
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» Assign Groups To Yiews/Forms

GBAStreet NameAdmin | Eval Basic Ctizen Request
ZBAStrestMNamellser ey

Ghsdvealio CUALIGEAS Fas Fequs

EBAStreetViewer EVALL GBAMS Equipmert Requests

GBATraf\VolumeAdmin Work Reguests l:g

GBATEVolume User

GEATr=esAdmin
GBATrzes!Jzer e lj
GBATreesViewer

GBAWaterfdmin [ |

GBAWater! zer

GBAWaterViewer

GBAW o Admin

GB AW ok Flow Admin

GBAWonser

GBAWok Vigwer

GI5 Administrator

GI5 User

PublicWebGroup

Seer Dat nagernent
Sewer Field

Warlk Data Management

Assign Groups Group Properties...

2) On the left, under Groups, select the PublicWebGroup.
3) Inthe middle, select Request Manager, Work Requests, and Work Requests in the three drop-down boxes.

4) On the right, under Available Views/Forms, select any Request forms that have a Citizen ID set.
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5) Click Assign Groups.

MAKING THE FORMS ACCESSIBLE

After the initial setup is complete, and the Request Forms have been created, the forms must be made accessible to citizens or internal users. If
a Form will be used with external clients, a link to it must be added to the agency's web site. If a Form will be used internally, it can be added to
a menu within Lucity Web.

How to provide the Forms to citizens

[) In Lucity Web tool, go to Admin Portal > Settings > System Settings > Web Site section.
2) Copy down the URL in the Comma delimited list of servers running WebCitizen field. It will look something like this:
http://www.example.com/lucitycitizenportal
3) Add the following to the end of the URL:
/default.aspx?fui=
It will look similar to this:
http://www.example.com/lucitycitizenportal/default.aspx?fui=
This is the URL that should be used to access any Web Citizen Form.

4) To specify a particular Form, add its Citizen ID (see "Create Request Forms" on page 478) to the end of the URL. The URL will look similar to
this:

http://www.example.com/lucitycitizenportal/default.aspx?fui=RQF124

5) Provide a link to that URL in an appropriate place on the agency's web site.  Clicking the link will open the Form.
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How to provide the Forms internally

1) Inthe Lucity Administration tool, go to Navigation > Menus.

. Menu Manager

Eval Forms Fequest Manager EVALZ GBAMS Fleet Reguest
. s BEval4 GBAMS Equipment Reguests
Worke Feguests (80)

Wark Fequests (80)
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2) At the bottom, click Start Edit.

3) On the left, under Menus, choose a menu.

4) Inthe middle, choose Request Manager, Work Requests, Work Requests from the drop-down boxes.
5) On the right side, under Views/Forms not assigned to menus, choose the Citizen form .

6) Click the left-arrow button to assign the selected Form to the selected menu.

UPDATING CUSTOMER DATABASE FROM REQUESTS

Citizen Portal can add information to the Lucity Customer module when a new customer enters a Request. If Citizen Portal is properly
configured, the following functions will occur behind the scenes:

[) If the customer location in the Request includes a Street Name, the system searches for a matching record in the Customer Address module.
If a match is not found, the system creates a new Customer Address record.

o If the customer location already exists in the Customer database, and the Request includes a Sewer Pipe, Street Segment, or Water Pipe,
the system will check whether the Asset IDs in the Request match those in the Customer Address record. If they don't match, the
Customer Address record will be updated with the IDs from the Request.

2) If the Request includes a customer's Name and Street in the requester's address, the system will try to find a matching record in the
Customer Address module. If no matching record is found, a new Customer Address record will be created.

o If a matching record is found, the Address 2, Business Name, and Building Type fields in the Customer Address record will be updated with
information from the Request.

3) If thereis a matching Customer Address record, the system will look for an associated Customer Contact record.  If one is found, the
Contact data will be updated with any new information. If a Contact record is not found, the system will create a new Customer Contact
record.

487



How To Enable This Function

[) In Lucity Desktop, go to Work > Administration > Work Options.

B Work Options

“|glp| Wxs] =

Murnber Fu:urmatl Tracking Options  General Options I Parts Integratinnl Financial Integratinnl fdvanced 4 I *I

Option Mame | Character I T et | Mumber | |
Rezet Request Mumber Each [k.5.0.N] Y

Fezet Request Mumber To 1

Search For Customers by Phone Mumber? M

Search For Customerz by Contact? M

Search For Customers by Parcel Humber? M
Auto Update Req Status when W0 Complete Y
Find Duplizate Request by Cateqaory Code? M
Find Duplicate Request by Problem Code? M
Y
Y

Find Duplicate Request by Address Block’?
Addrezs Block Range

Find Duplicate Request by D ate Range
Drate Range 7

|l
| S I TR O O L ('S SO U o SR o R U Kl

100

|view Mode  |[Ready...

2) At the top, switch the drop-down to Work Request Number.
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3) On the General Options tab, make sure the Update Customers from Requests? option is set to Y.
4) Open the Lucity Web.

5) Open the Admin Portal > Settings > System Settings > Website, make sure the Add new addresses from Citizen Web App to Customers if the
Work Option "Update Customers from Requests?" is Yes option is set to TRUE.

DOCUMENT UPLOAD SETUP

The Document Upload feature in Lucity Web, Citizen Portal, and Lucity Mobile lets users upload documents to the Lucity Web Server and attach
them to a Lucity record. This topic explains how to configure the Document Upload feature for different parts of the Lucity application.

Document Processing and Storage

Uploaded documents are added to and processed by the Lucity Document Server. The files are loaded to the locations specified on the Admin
Portal > Settings > System Settings > Documents (see "Documents" on page 23) section.

e The documents then are then stored in the following file structure,
[Set Web Server Location]\[Program Name (i.e. work)]\[Module (i.e. work orders)]\[Record Number]
which looks something like this:
[\\YourWebServer\LucityDocuments]\[work]\[workorders]\[356]
\\YourWebServer\LucityDocuments\work\workorders\356

e Therefore, all documents uploaded for Work Order 356 are stored in this folder.

How To Configure Citizen Portal for Document Upload

[) Install the Document Server (http://help.lucity.com/webhelp/v170/install/29056.htm).
2) Inthe Admin Portal > Settings > System Settings > Documents (see "Documents" on page 23) section, complete the following fields:

o Error to Display if a file upload fails in the Citizen app
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o List of document types that are allowed to be uploaded by citizens
o Maximum size for uploaded document in mb (Citizen)
o Path where uploaded documents are stored (Citizen)

3) Locate and edit a Citizen Request Form and use the File Upload tool (see "Form Editor Toolbar" on page 172) to add the File Upload button.

CUSTOMIZING THE LUCITY CITIZEN PORTAL PAGE

This page explains some advanced steps to customizing the look of the Citizen Portal page.

How To Customize the Citizen Portal Page

I) Create your own master file using Notepad or another text-editing program. You'll use this file to customize the fonts and colors of the
citizen app.

o Start with one of the examples provided by Lucity. We've created examples for both the Master File (StateOfNE.master) and CS File
(StateOfNE.master.cs).
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using System;

public partial class MasterPage : System.Web.Ul.MasterPage

{
}

<% @ Master Language="C#" AutoEventWireup="true" CodeFile="StateOfNE.master.cs" Inherits="MasterPage" %>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0org/TR/xhtm|1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head runat="server">
<title>State of Nebraska</title>
<meta http-equiv="X-UA-Compatible" content="IE=EmulatelE7" />
<link href="..\StyleSheet.css" rel="stylesheet" type="text/css" />
<asp:ContentPlaceHolder ID="HeadContentPlaceHolder" runat="server" />
</head>
<body bgcolor="#3BBDC2" text="#0B251F">
<form id="form1" runat="server">
<div>

<asp:ContentPlaceHolder id="phContent" runat="server" >
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</asp:ContentPlaceHolder>
</div>
</form>
</body>
</html>

o Please note that the reference to the stylesheet.css file in the master file is necessary for the Citizen Portal code to function. You can
copy the stylesheet distributed with our application or create your own (such as StateOfNE.css). Then, reference the customized
stylesheet in the master file and place it in the root folder:

<link href="..\StateOfNE.css" rel="stylesheet" type="text/css" />

o The cascading style sheet gives an agency much more control over the appearance of the web page. One property in particular that you
may wish to manipulate is "ProcessinputLabel". This is the class that controls the appearance of the labels on most of the controls.

I) Update the appsettings.config file to use the master file:
<appSettings>
<add key="MasterPage" value="SampleMasters/StateofNE.master" />

</appSettings>
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Sample Master File

<% @ Master Language="C#" AutoEventWireup="true" CodeFile="StateOfNE.master.cs" Inherits="MasterPage" %>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0org/TR/xhtm|1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head runat="server">
<title>State of Nebraska</title>
<meta http-equiv="X-UA-Compatible" content="IE=EmulatelE7" />
<link href="..\StyleSheet.css" rel="stylesheet" type="text/css" />
<asp:ContentPlaceHolder ID="HeadContentPlaceHolder" runat="server" />
</head>
<body bgcolor="#3BBDC2" text="#0B251F">
<form id="form1" runat="server">
<div>
<asp:ContentPlaceHolder id="phContent" runat="server" >
</asp:ContentPlaceHolder>
</div>
</form>

</body>
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</html>

Sample CS File

using System;

public partial class MasterPage : System.Web.Ul.MasterPage
{
}

CUSTOMIZING THE CITIZEN THANK YOU PAGE

After a user submits a Request through Citizen Portal, a screen appears to thank the customer and provide a summary of the submission.  This
screen also includes a Send Email button that, when clicked, sends the summary to the user via email. The feature can even send the email
summary to multiple addresses.

The captions for the Send Email button and the Additional Emails section can be customized through Lucity Web > Admin Portal > Settings >
System Settings > Citizen section.
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CUSTOMIZING THE CITIZEN REQUEST EMAIL

Citizen Portal automatically sends a preformatted email to users to thank them for their Request. The message summarizes the content of the
request, thanks the customer for their submission, and provides a link that allows the customer to view the current status of the request.

Lucity provides the file (citizenmail.html) that serves as the template for this message. It can be customized if desired.

The default citizenmail.html file renders as:

Lucity Generated Email

Your information has been received by .

Reference Number: 2011-14189

First Name: Micole

Last Name: Schmidt

Email: Irich@ghams.com

Problem: TRAFFIC SIGNS

Comment or Problem: my stop sign is down!

Click here to view the status of your request.
If this link is not working, you can paste the following address inte your browser:
http://ghams-vm-2008r2/ghaMSWeb7 Citizen/RequestLookup.aspx

Thank you for contacting us.

Disclaimer: This e-mail is confidential. If you are not the intended recipient, please disregard this e-mail.

Flzase do not reply to this auto-generated email.
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How To Alter the citizenmail.html

)

2)

To alter this HTML file, type the following four phrases, exactly as they appear below. (The locations of these phrases are identified in red in
the image below.)

%CitizenRequestEmailHeader%
%number%

%properties%
%CitizenRequestEmailFooter%

Place these four phrases in any order, at any location in the HTML file. The Lucity code will then substitute those phrases as it generates
the email with the following data:

o For the %CitizenRequestEmailHeader%, it uses the data from the System Settings> Email
(http://help.lucity.com/webhelp/v170/admin/index.htm#26025.htm) tab (the first line of the email body sent to citizens).

o For the %number%, it uses the automatically generated Lucity Request number.

o For the %properties%, it supplies the fields included on the Request Submittal Form. These fields are customized when creating the
Form.
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For the %CitizenRequestEmailFooter%, it uses the data from the System Settings> Email
(http://help.lucity.com/webhelp/v170/admin/index.htm#26025.htm) tab (the last line of the email body sent to citizens).

o}

Lucity Generated Email

YoCitizenRequestEmailHeader¥

Senumberia
Y properties%

Click here to view the status of your request

If this link is not working, you can paste the following address into your browser:
http:/Mocalhost:2296/RequestLookup.aspx

Thank you for contacting us.

%CitizenRequestEmailFooter¥
Please do not reply to this aulo-generated email.
Note: Lucity also sends a text version of the email that is not as customizable. The only way that it can be customized is to remove the

link to 'view the status of your request.'" This is controlled by an option in the Lucity Web > Settings > System Settings > Citizen: Citizen

Email - Include link to request lookup option.
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DOS ATTACKS

Question: Do you have any techniques for stopping denial-of-service (DOS) attacks from the Internet?

Answer: A DOS attack occurs when someone attempts to crash a web site by bombarding it with multiple requests.  Lucity has implemented
one technique for stopping DOS attacks in the Citizen Portal application.

By default, if the Citizen application receives more than 1000 requests within 10 minutes from a single IP address, it will stop accepting requests
from that IP address for the duration of the 10 minutes. The maximum number of requests and the time period values can be configured by an
administrator. The default values are hard-coded in the program; they are not found in the appsettings file. However, adding entries in
appsettings.config file can override the defaults.

® You can change the denial-of-service configuration by entering the following code strings in the appsettings.config file:

<add key="DOSREQUESTS" value="1000" /> (The value represents the number of hits allowed to occur within the period before blocking the
IP address.)

<add key="DOSPERIOD" value="10" /> (This value represents the number of minutes in a single period.)

e 1000 attempts within 10 minutes is the default setting.  Lucity tracks the time of the first attempt from each IP address; if more than 1000
requests occur within the next 10 minutes, the system blocks requests from that IP address for the remainder of the 10 minute period.

‘ Note: This technique only works for short periods and only against a single IP address. It is intened to protect against localized DOS
‘ attacks. Mitigation of large-scale, distributed denial of service attacks (DDOS) should be handled by routers and networks.
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