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Lucity 7.0

« Even though 7.0 wasn’t the first web
product (6.74), it was a start of a new
era

 Hardware Requirements

Hardware Requirements

Minimum Hardware Specification
CPU RAM Storage Controller Storage Speac:e1 Minimum Video DVD-ROM Drive’
gbaMS Workstation (Web User) 450 MHz 256 MB N/A 20 MB B800x600 v
gbaMS Workstation (Fat Client) 450 MHz 256 MB N/A 400 MB 1024x768 v
File Server 1GHz 512MB  RAID Controller (RAID 1 or RAID 5) 2 GB N/A v
Services Server 1 GHz 512 MB  RAID Controller (RAID 1 or RAID 5) 2GB N/A v
Database Server 1 GHz 1GB  RAID Controller (RAID 1 or RAID 5) 2 GB/gbaS DB SQL Server N/A v
10 GB QOracle
Web Server 1 GHz 1GB RAID Controller (RAID 1 or RAID 5) 2GB N/A v
GIS Web Server® 1 GHz 1GB  RAID Controller (RAID 1 or RAID 5) 2GB N/A v
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Lucity 7.0

« 2010 Solutions

L UCI
L UCI
| UCI

| UCI

v Web

'y Desktop
'y Services
'y Database

- GIS |

‘asks (Early Lucity WebMap)

A

®
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Lucity 2014 R2

HARDWARE REQUIREMENTS

Minimum and Recommended Hardware Specifications

Cores RAM Storage Controller Sir:rrug?
Space
Lucity Web User A S0 MB
Lucity Deskiop MSA, 00 MB
File Server RAD Controder 2B
[RAID 1 o RAID 5|
Services Server RAD Controler 2GR
(RAICY 1 or RAID 5
Lucii":,r Database 2 GHz 2.4 AGE, BGR RAD Controler 2 GBS M
(RAD 1 or RAID 5] Luscity
Server DR 501
Server
Lucity Web 2GHz 24 B, 8GE RAD Controler 2 GB M A
Server (RAID 1 or RAID 5
LUCIW Makbile 2 GHz 2.4 AGE, B5R RAD Controler 1 GB M
Server (RAD 1 o RAD 5|
Ludr}r REST AP 2 5Hz 27 B, AR RAD Contreler 1 5B A,
Server & Lucity (RAD 1 or RAID 5|
Document Server
I_L,lcil'-fr Citizen 2 GHz 27 2GR, AGE RAD Cortreler | B A
Forfal Server (RAD 1 or RAD 5|
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Lucity 2014 R2

¢« 2014 R2 Solutions

— Mobile Server (Microsoft IIS: For Android
and iOS)

— Web and WebMap(Microsoft IIS)

— Desktop Loy Mot Detop yrcmarize

—Services (4) s

— Citizen and Web Rest APIs (Microsoft IIS)

— Database Server

— Document Server (Microsoft IIS)

— Citizen Portal (Microsoft IIS) r




Lucity 2014 R2

« 2014 R2 GIS Integration '-

— Feature Services (Redlining and Edit)
— Image Services

— Geocoding Services

— Map Services

— Inspection Integration for ArcGIS Online
APPS
— Geometry Services

— Collector for ArcGIS and other ArcGIS
Online Apps
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Lucity Web

« |t's a Web application installed on IS Web
Server

— Clients must have Silverlight installed on local
workstation

— Browser Based using IE? and higher
— Should be internal only
— Recommend 2Ghz, 4 cores and 8GB of RAM

— Could be placed on the database server or on an
application server. Recommend an application
server

— If stand alone, consider RAID 1 10k SAS or better

— Consider newer VMWare or 2012 R2 hyper-V for VM
core support

— Windows 2008 Server SP2 or higher



Lucity Web

« Software requirements

— .NET framework 4

5.1 (full

‘ — ASP.net 4.5 enabled in lIS

— IS 6 Metabase Compatibility

— IS 6 WMI Compatibility

— Windows Authen]

ication

— WCF HTTP Activa

lon feature

— For performance, enable
Dynamic Content
Compression in IS

[®] Web Server (IS} (22 of 43 installed)

4 [B] Web Server (16 of 24 installed)
[ [M] Commeon HTTP Features (4 of 6 installed)
[ [H] Health and Diagnostics (1 of & installed)

IR erformance (Installed

b [m] Security (3 of 9 installed)
4 [W] Application Development (6 of 11 installed)

J
[

| Static Content Compression (Installed)

V| Dynamic Content Compression (Installed)

| .MET Extensibility 3.5 (Installed)
| .MET Extensibility 4.5 (Installed)
[] Application Initialization

[] asp

W[ ASP.NET 2.5 {Installed

v ASP.NET 4.5 (Installed

O cal

V| ISAPI Extensions (Installed)

V| ISAPI Filters (Installed)

[ Server Side Includes

[[] WebSocket Protocal

b [ FTP Server
4 [mH] Management Tools (B of 7 installed)

v| 115 Management Console {Installed

4 [H] lI5 6 Management Compatibility (3 of 4 installed)

v| 115 & Metabase Compatibility (Installed)
[] 15 6 Management Console
v| 115 & Scripting Tools {Installed)
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Lucity REST API -

« Lucity’s Application Programming
Interface for developers who want to
extend the capability of Lucity

— Can be placed on the same server as
Lucity Web




Document Server
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Document Server

* It's a file management system that allows users
to upload files as an attachment to Lucity
records

— Used in Lucity Web and Lucity Mobile for (iOS and
Android)

— Should be on infernal server; can be on same
server as Lucity Web

— Uses Microsoft IS Web Server
— Recommend 2Ghz, 2 cores and 4GB of RAM
— If stand alone, consider RAID 1 10k SAS or better

— Consider newer VMWare or 2012 R2 hyper-V for VM
server support

— Windows 2008 Server SP2 or higher



File Server
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File Server

« Not an application but rather a server 1o store
Lucity Attached documents and sometimes
used to store the Lucity configuration files

— At least 2Ghz CPU, 2 cores, 2GB of RAM is
recommended

— Storage location for Lucity Document Server
— RAID 1 or higher
— At least 2GB of Storage Space

— For CCTV, Documents, and media at least 1TB of
space

— Case study: 14TB of available space on a RAID 5
Array; less than $2,000

« Backup files on a fireproof device



Database Server




Database Server _‘

[

» Lucity Databases uses SQL Server or Oracle

' — Up to 10 Databases excluding GIS
|| GBACormm

| | GBAElec
| | GBAEquip
|| GBAPark
[__j GELASewer
|| GBAStorm
|| GBAStret
|| GBAUser
|| GBAMater
|| GBAMork
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Database Server

» Lucity Database Specifications

— Recommend at least 2 Ghz, 4 cores and 8 GB of
RAM

— Recommend RAID 1 or Higher SRAID 5or 10 for
medium to large organizations

— é’rlsleos’r 2GB of Space for all databases minus

— Consider other databases like GIS, Financials,
Permitting, CCTV and more

— Consider newer VMWare or 2012 R2 hyper-V for
VM server support

— Not on the same server as ArcGlIS for Server




Services




Lucity Services -

[

» Lucity Services are services that run in
{ Windows; each service is unique

e Lucity Mobile Desktop DB Post

e Lucity Mebile Desktop Synchronizer
e Lucity PM

e Lucity Scheduler




Lucity Services -

[

» Lucity Mobile Desktop DB Post Service

' — Posts nightly databases for the Lucity Field
Laptops




Lucity Services -

[

» Lucity Mobile Desktop Synchronizer
| Service
— Watches for Lucity Field Laptops that are

trying to Synchronize back to the Lucity
Database
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Lucity Services

e
=

« Lucity PM
— Generates work orders based on a
Preventative Maintenance schedule and
performs varied other nightly recalculations of
data within Lucity like:
* Fleet calculations
Clearing old object locks

Update current asset values for server construction
records

Removes stale availability records
Updates work order calculations

More details found at help.lucity.com under Services,
Lucity PM services



Lucity Services

» Lucity Scheduler Service
‘ — Initializes every minute to run processes

— There are four processes within this service
 Request Generator
« Send E-mail Nofifications

« Spatial Indexer
o GIS Scheduled Tasks
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Lucity Services

=
w

» Lucity Scheduler Service - Request
{ Generator

— Allows for e-mails to be sent to a specific e-
mail address. This process will convert the
e-mail info a Lucity Work Request.

* You can setup multiple e-mail accounts linked to
a specific problem code.

» Service logs events into GBAWork database,
table WKREQEMAIL
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Lucity Services

[

» Lucity Scheduler Service - Send E-maill
| Notfifications
— This process allows Lucity to generate e-

mails through a noftification trigger
configurable in the Desktop or the Web
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Lucity Services

-
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» Lucity Scheduler Service - Spatial
Indexer

— Process generates work order/request, and
assets spatial attributes in SQL Server Spatial
or Oracle Spatial so users can view live dato
IN ArcMap or Lucity Web Map

« X, Y location stored in database

« Ability fo contfrol maximum days to process
records

* Must have SQL Server 2008 or higher
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Lucity Services

» Lucity Scheduler Service — GIS Scheduled Tasks

' — Process is designed to run GIS Scheduled Tasks.
These tasks push changes made in inspections for
Lucity to GIS and from inventory for GIS info Lucity.
Inventory Lucity to GIS changes are synchronized
Immediately through the feature service.
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Lucity Services

« Hardware Specifications l
— gicﬁ/\ommend at least 2 Ghz, 4 cores and 2GB of

— Recommend RAID 1 or Higher SRAID 5or 10 for
medium to large organizations

— At least 2GB of Space

— Consider newer VMWare or 2012 R2 hyper-V for
VM server support

— Consider increasing RAM and CPU availability
as services are using more resources based on
functionality enabled in Lucity.

— Recommend locating Lucity Services on
Database Server and not Lucity Web Server.



Citizen Portal
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Lucity Citizen Porial

- .
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« Web Iinterface that allows customers to
| create work requests

— Can be installed on infernal application
servers depending on your workflow

— At least 2Ghz, 2 cores, 4GB of RAM
recommended

— RAID 1 or higher
— At least 1 GB of Storage Space
— Citizen Portal Rest APl is available as well




Mobile Server
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Lucity Mobile Server

e
=

* Mobile server allows for Android and 1OS
‘ devices to connect to Lucity Databases
and business logic

— Rest Services

— Two Security Architectures for Lucity Mobile
Server Deployments

 Installed on an internal application server for
organizations using VPN

 Installed on an external application server for
organizations using DMZ
— HTTPS and a signed SSL recommended
— Self-Signed SSL does not work



Lucity Mobile Server

« Hardware Specifications

‘ — At least 2 Ghz CPU, 4 cores, 8GB or RAM
Recommended

— RAID 1 or higher
— At least 2GB of Storage Space



2014 Android Devices
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2014 Devices

« Samsung Galaxy Tab Pro, Note 2014
‘ and Note Pro

« Sony Xperia /2 or Z3 Tablet
* Nexus 8.9" (aka 8 or?), 10

« Consider 32GB of Internal Storage or
higher




2014 Apple Devices




- 2014 Devices

» iIPad Air 2 and Mini 3 (November,
December?)

* IPhone 6




Lucity Network Architecture




Internet

Gigabit Firewall

Citizen, ArcGIS Online
Lucity Mobile for Android, i0S
3° Party
Applications

Isolated NIC
or Teamed NICs for DMZ

Teamed NICs

for Internal Servers Hyper-V Core ; .
Windows 2012 R2 Port 443 using signed SSL

Virtual Switch for Internal VM Servers

TTEEEE. TTEEEE  EEEEE. TS I

Virtual Switch for DMZ
Envrironment

Port 80 or alternate Port for Document Server.

Port 1433
or alternate sql port

Database Server
SQL Server
Lucity Databases
ArcGIS Databases
Lucity Services ArcGI S for Server Web Adapter ||

Fie Server iof ArcaIS for Server Lucw#&ﬁ Emmpb
l] Lucity Document Shared Folder _net extension enabled I
II Optional: Lucity Config, License m‘m
L | ADMZ with Hyper-v
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DMZ Considerations

« Be strict with firewall rules from DMZ to
Intfernal LAN.

« Setup DNS to forward to infernal IP to DMZ
for an alias (i.e.
hitps://lucitymobile.lucity.com)

« Add host record for the infernal alias to
]glo’rdbcse server on the DMZ server hosts
e

* Internal Lucity Services needs to be able to
talk to the DMZ web server where Lucity
Mobile Server is installed. Also applies to
VPN.



https://lucitymobile.lucity.com/
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DMZ Considerations

 For Internal LAN, add NAT from external IP DMZ
‘ Web Server so inside can route to the DMZ Web
Server example
— 74.95.78.22 (External Static IP) -> 10.0.12.34 (Internal
DMZ IP)
» Force internal Trust of SSL certificate for Lucity
Document Controls and outside address
through Group policy

» Lucity Mobile Server, Citizen Portal and Citizen
Portal Rest APl needs 1o be able to talk to Lucity
Docment Server through http (suggest non-
standard port assignment for Document Server).




Infrastructure Considerations




Hyper-V Considerations _‘

‘ l
* |OPS (Input/Output Operations Per Second

' — Calculations of Max Concurrent Users
« Hyper-V RAID Array: 15 IOPS per max concurrent user

Hard Drive Capacity Read Percent
q S00GREB ﬁ 60%
Number of Drives Write Percent
i} 12 e 40%
:gg%u[g)i’%[wsoﬂﬂuésﬁﬁﬁ;: Due to SSDMMAMND Performance Diferences
CAPACITY IOPS

RAID 10 4 822 GB 1,071

RAID 6 g,037 GB 200

RAID 5 8,037 GB 632


http://www.thecloudcalculator.com/calculators/disk-raid-and-iops.html

Sl W

Hyper-V Considerations

« RAM Overhead using Hyper-V

— 32MB for the first GB of each VM
« 8MB for each GB after the 1t GB used

Ram Calculations in Hyper-

Test Server

Dezcription

R&n (ME)

RAM %I Allocation (GB)

Hypervisor

200

W RAM (first 1GB)

128

4

W Rahd (after first 1GB)

1582.4

22,8

D5 Manager

4000

Overhead

4610.4

Total

314104

26,8

South Flacer

Hypervisar

300

Wi Rash (first 1GB)

256

W Rahd (after first 1GB)

1024

123

a5 Manager

4000

COverhiead

3580

Total

141580

136
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Hyper-V Considerations —

» CPU '-

— Hyper-V uses logical cores

 Example: Intel 12 core will allow for up to 24
logical cores in Hyper-V

« Case Study: 2 x Intel €5-2695v?2

— Total logical cores = 48
» 8 logical cores to SQL Server
» 4 logical cores to ArcGlS for Server
» 4 logical cores to Tyler Incode Web
» 4 logical cores to Lucity Web
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Hyper-V Considerations

» Plan system for 40% initial utilization for
‘ future scalabllity.

« Consider multi-processes for each user
connection (15 IOPS per user times and
processes per user). Better to have oo
much than too liffle.

« Consider HDD spindle latency (3ms versus
5ms).

 Make sure DAS or SAN is expandable for
future growth.
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Neilwork Connections

« Check your network connectivity r

— Connections: Cat 5 over ballasts or
‘ anything that could impede frequency

« Recommend CAT 6 insulated or higher
— Switches: Are they Gigabite
« Unmanaged versus Managed?
« Switch Redundancy for failover in Server Farme

— Firewall: Can you configure VPN or DM/Z¢
« Does it have Gigabit ports?

« What's the max user count for VPN
connectionse

 What's the total bandwidth/throughpute
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System Environment

* Does your servers have an independent
climate controle

» Does your server room have air
purification system-e

 |s there ample power to scale your
server room in the near futuree

 What is the maximum amount of time for
UPS (uninterrupted power supply) In
case of a power failuree



SQL Server Tuning
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SQL Server Tuning

« SQL Server 2012+ RAM Caching '-

— SQL Server utilizes RAM more efficiently for data
that is used frequently for faster queries

— If plenty of RAM ovouloble ’rry 12-16GB of RAM
MOX MEMOTY [ s = o

Other memory options

Sarver
TTTTTTT

Connection:

ssssssss

® Configured values ) Rurning values



SQL Server Tuning

s SQL Server a priority?

— Boosting SQL Server priority will ensure
resources will be CIVOIICIble for SQL ServeL_

Server Properties - TEST-DB

continuously e F——

2 Memary

A
et Enable processors

ecunty . -
E} Cannections Automatically zet processor affinity mask for all processors
# Database Settings Autornatically set [0 affinity mask for all processors
A Advanced
_,@ Permissions Frocessor Froceszor Affinity 1400 Affirity
e

Connection Threads

Server M awimurn worker threads:

TEST-CE

. a z
Connection:
TEST\savage Boost SOL Server priority

2 Wiew connection pioperties [] Use Windaws fibers [lightweight pooling]

Progress

Read . . —
Y (® Configured wvalues () Running values

Ok | | Cancel |




QL Server Tuning

« Minimize I/O contention in SQL Server

— Increase the network packet size to 8192 instead of
4096 default for GIS

g Server Properties - TEST-DB - | o [ixT

S:)Ie[:::e::ge S Script L‘j Help
122 Memorny
#9 Processors 2
 Sanyrity . -
" Connedtions 4 Containment ~
@ [atabaze Settings Enable Contaived Databases False
- > 4 FILESTREAM
A Pemissions FILESTREAM Access Level Disabled
- FILESTREAM Share Mame MSSOLSERVER
4 Miscellaneous
Allowe Triggers to Fire Others True
Blocked Process Threshold 1]
Cursor Threshold -1
Default Full-Text Language 1033
Default Language Englizh =
Full-Test Upgrade Option Import
Max Text Replication Size 65536
Optimize for Ad hoc Workloads Falze
Scan for Startup Procs False
Twao Digit “Year Cutoff 2049
Connection 4 MNetwork
Metwork Packet Size 8192 h
Server Fiemate Login Timeout 10
TESTDB 4 Parallelism
Connection: Cost Threshald far Parallelizm 5
TEST'savage Locks 0 v
2 View connection properties Allow Triggers to Fire Others
Controls whether a trigger can perform an action that initiates another trigger. *When cleared,
s triggers cannot be fired by another trigger.
Feady

® Configured values 0 Running values

| oK || Cancel |
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SQL Server Tuning

-
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« Consider migrating to DBO Schema
‘ iInstead of SDE Schema

— Allows SQL Server DBAs to manage SDE
— Backdoor for SA

— Intfegrate with Active Directory Groups and
Jsers

— Flexible deployment
— Easier to move the database
— SDE Schema has limited life
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SQL Server Tuning
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« Raster data should have it’'s own
database separated away from vector
databases
— Different backup needs
— Has different maintfenance routines

— Can configure the sde dbtune table to be
raster specific and exclude vector storage

— Security and Access of data are different



Backups




SQL Server Backup J
 Create a Maintenance Plan for SQL Server

— All Lucity Databases (simple versus full recovery)

‘ — Consider backup (.bak) backups rather than backing up mdf
and Idf files.

— Analyze, Index and Update Statistics
— Shrink Logfiles only
— Consider Full, Intermediate and Transaction Log backups

Back Up Database (Transaction Log)

Backup Database on Local server connection Shrink Database

Maintenance Cleanup Task Databases: All user databases
*._ Shrink Database on Local server connection

[ ¢ Maintenance Cleanup on Local server connection —_— “"_ Type: Tran_sa_ctlon Log > L Databases: All user databases
f- Cleanup Database Backup files 4 Append existing ~='J - :
) Age: Older than 2 Weeks Backup set will expire: After (in days) 14 Limit: 100 MB
= Destination: Disk Free space: 10 %

Backup Compression (Default)

Rebuild Index

Update Statistics

Update Statistics on Local server connection

Egh Eebuti’ld int?e:l lon Loméal sebr;er connection = :] Databases: All user databases
Of)t'a a_sge%s.b : uszr latabases Object: Tables and views
ject: Tables and views All existing statistics

10% of free space Scan type: Full scan
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File Server Backup
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* Make sure you backup your file based

‘ documents to a secure offsite location

or fireproof system if onsite

— Media like CCTV inspection videos

— Word, Excel, PDF documents

— Photos such as jpg images

— AutoCAD drawing files

— Backup SQL Backup files (.bak, .trn)



GIS Maintenance
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GIS Maintenance

 Make sure you compress per week at
least

— Analyze, index and update stafistics during
the compression routine

— Recommended: Zero State compress at
eqast once a year

* Backup your Enterprise Geodatabase

— Recommend: At least once a year backup
INntfo a File Geodatabase in addition to
RDBMS backups




Budget and Planning
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Budget and Planning

« Plan for Migration to new technologies
— Infrastructure every 3 to 5 years
— Warranty and Support for hardware considerations
— Mobile products sometimes every 2 years or less

« Should be a part of your operating costs

« Constant feedback from the field on how the
system is operating is a plus
— Are they using the productse
— What are they having problems withe

— Involve your Lucity support staff or Regional
Manager to help

— Be proactive instead of always reactive



