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ArcGIS Enterprise Administration - Part 3

This session touches on key elements of Portal for ArcGIS setup, configuration and maintenance
techniques.
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Portal for ArcGIS

Portal for ArcGIS Design

Support Windows Server 2008 R2 sp1 or higher

For Virtualization, recommend Windows Server 2012 R2 or higher

Machine name should not have an underscore

Portal cannot be installed on a Domain Controller

Server should have 4 cores minimum and 8GB of RAM. Depending on setup and the use of ArcGIS

Data Store, I0OPS could potentially be crucial in your design planning for Portal. Recommend M.2

SSD raid array.

e ArcGIS Enterprise Base Deployments should have more cores and RAM to compensate for the
additional components.

e Ports 7080, 7443, 7005, 7099, 7199, and 7654 need to be open for communication with Portal on
your firewall

e Domain needs to have the FQDN for the machine hosting Portal

e Signed SSL from a trusted certificate authority (CA) internal or commercial for Portal.

e |t is recommended that all ArcGIS Enterprise web services use a signed SSL (Portal, ArcGIS Server,
ArcGIS Web Adaptor).

e ArcGIS Web Adaptor is required for Portal

e For Federated Portal (ArcGIS Server connected to Portal as the security method), recommend using
a second web adaptor for ArcGIS Server specifically.

e Space depends on use for Data Store. Portal and ArcGIS GeoEvent Server uses data store for
content storage.

e Recommend not deploying Portal for ArcGIS on the same server as ArcGIS Server for more than 30

users.
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Pre-Deployment Considerations

Portal for ArcGlS is an interface much like ArcGIS Online. Lucity needs Portal for ArcGlS if
you are not using ArcGlIS Online for Lucity WebMaps to function with all available WebMap
tools. Portal for ArcGlS is generally used for internal use but can be used outside of your
network as well.

= Signed SSL
*= Federated versus Non-Federated
e |If federating, recommend creating web adaptors for both Portal and ArcGIS
Server. In the installation process, we’ll cover the registration of the web
adaptor for Portal. This could reside in the DMZ (following the DMZ Web
firewall rules and installing the web adaptor in the DMZ) or internally on a
web server.
= Authentication Decision: ADFS integration, Standard Active Directory, Built-in
Security, Gmail, Facebook, other SAML or OAuth Single Sign On Identity Providers.
These are factors for authenticating your users. List of SSO Providers
= Internal Only or External (External will require network engineers to configure the
firewall on your DMZ to the internal Portal server.)
= If using Portal for hosting content, relational data, tiled data, or spatiotemporal
data, you will need to install ArcGIS Data Store.
= |If active directory integration, portal needs e-mail addresses assigned to each user
within Active Directory.

Portal for ArcGlIS Installation
1. Click on the installation file of Portal for ArcGIS.
2. Once installation starts, click next, accept master agreement and continue.

3. Installation of portal should be in your installation directory. By default, it’s on your C:\ drive.

7 Portal for ArcGIS 10.6.1 Setup X

Destination Folder
Select a folder where the application will be installed, ‘

D Install Portal for ArcGIS 10.6,1 to;

CiProgram Files\ArcGIS\Partaly Change...

4. Click next and change arcgisportal location of the directory storage for log, index and
temporary files if necessary.

5. Click next and choose your user to run the portal windows service.
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i)

Specify the Portal for ArcGIS Account
Specify the account that the Portal for ArcGIS service will run as. ‘

(@ Specify the account name and password:

Portal for ArcGIS Account: |test\arcgissvc

Password: " |
(111 111]]

Confirm Password: " [R——— |

I have a configuration file with the account information generated by a previous run of
this setup.

File name: Browse...

< Back Mext = Cancel

6. Click next and export your configuration file for use during upgrades and reinstallation if
needed.

i)

Export Portal for ArcGIS configuration file.
Export configuration file ‘

Exporting a config file helps you with installing multiple systems that use the same
configuration. It will create the user account, and grant it the necessary privileges on the
systerm based on this configuration file.

(O)Da not expart configuration file.

(@ Export configuration file, This file should be placed in & secure directory.

File name: c yportal_config.xml Browse...

< Back Mest = Cancel

7. Click next and install. At this point, the installation can take some time to finish.

8. After installation, you’ll need to authorize your Portal for ArcGlIS installation.
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Software Authorization Wizard *

Authonzation Dptions
You must authorize the software prior to uze. Select from the options belaw,

Authorization Dptions

(®) | have installed my software and need to autharize it.

(O | have received an autharization file and am now ready ta finish the autharization
prOCEss.

Browsze. .

< Back Cancel

9. Click Next, and go through the authorization process.
10. After authorization is finished, you will be routed to the URL of the self-signed certificate.

“ ArcGlS Enterprise - Creat X

< C | A Notsecure | b#s://salestest.testlacal 744 3 farcgis/home/createadminhtm|

Home Gallery Map Scene Groups

Create or Join a Portal

To get started, choose to either create a new paortal or join this machine to an existing portal,

ﬁ CREATE NEW FORTAL ‘ JOIN EXISTING PORTAL

11. Click on Create New Portal

12. In the Create New Portal page, add your admin user account information. You must do this
even if you are planning on creating an active directory connection or ADFS SSO. Click on
Create.
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0 ArcGlS Enterprise - Creat X

< c | A Mot secure | b-ttp's':/fsalestest.test.l0ca|:?443/arcgis/home,‘createadmin.html

Home Gallery Map Scens Groups

Create a New Portal

Enter the username and password for the initial administrator account that will be created in your portal,

Use this account to configure a Web Adaptor with your portal and then sign in to the portal for the first time.

First Mame Luke

Last Mame Savage

E-mail lsavagelucity@grmail.com

Confirm E-mail |Izavagelucity @gmail.com

Usernarme lzavage_sales

Password TYIIIIY

Confirm Password YT

Security Question What city were you born in? -
Answer Saskatoon

Enter the content directory where your portal will store default and user-generated content,

The content directory location must be accessible from each machine in your portal,

Content Directory WBGE-B.", isConnectionStringEncrypted": true

13. At this point, you will be directed to creating a web adaptor for Portal. Click on to continue.

Account Created

The initial administrator account has been created.

Your portal is currently being restarted and will require a
couple of minutes to complete,

wWhen you click OK, you will be directed to install the Weh
Adaptor and configure it with your portal using the initial
administrator account,

After configuring the YWeb Adaptor, you can sign in to your
portal using the initial administrator account,
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Portal for ArcGIS Web Adaptor

ArcGIS Web Adaptor is a critical piece for Portal to function. In this example, we will be
installing the Web Adaptor on the internal Portal for ArcGlS Server in IIS. There are several
ways to deploy for external interfacing. For IWA, you can use reverse proxy, but for a more
robust single sign on, you would use ADFS and WAP (Web Application Proxy) as your
mechanism for authentication or any other SSO identity providers like BiglP F5 or Onelogin.

1. Copy the backend URL address from the installation of Portal. Usually, https://<FQDN of
Server>:7443

@ ArcGISEnterprise - Eror X

< C A Net EGLU!‘4 LtrS /salestest testlocal ‘AK.AIa:r s/homejerror htmilc=WehAdaptorRequired ey

Home Gallery Map Scens  Groups & Signln Q

Web Adaptor Required

In order to actess your portal, you need to install the ArcGIS Web Adaptor and configure it for use with Portal for A7cGIS, To get started, see About the ArcGIS Web Adaptor,

Once you've installed the Web Adaptor and configurad it for use, you'll access your portal using the Web Adaptor’s URL, For example: https:/fsalestest.testlocal/arcgis/home

2. Start the ArcGIS Web Adaptor installation, click next and accept master agreement.

For Web Site (Port) dialog, make sure you select the web site using port 443. Again, a signed
SSL is needed bound to IIS. Click next.

ﬁ ArcGIS Web Adaptor {I15) 10.6.1 Setup X
Select Web site for the Web Adaptor )

The Microsoft Internet Information Services (11S) Web site selectad will be
used as the location to install the selected features.

Select a Web site (port) location where the features will be installed.

Web site (Port):

Default Web Site (443

4. Assign a web adaptor directory name. In this example, we’ll use ‘Portal’.
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ﬁ ArcGIS Web Adaptor {115y 10.6.1 Setup X

New Virtual Directory -
Specify the name of the ArcGIS Web adaptor ‘

MName for the ArcGIS Web Adaptor

Iportal|
This specifies the URL you will use to access services, For example:

https: /factags/arcgis/frest

5. Click next and install

6. Once installed, you will see a browser with localhost in the URL. Change the localhost name to
the FQDN URL of 1IS. Choose Portal for ArcGIS and click next.

[ httpsi/fsalestestiestioe: X

& C | @ Secure | htty E | test.luca\lpor*' hadaptor

& Google Chrome isn't your default browser,

Help | sbout

@ ArcGIS Web Adaptor |

WWhich product do you want to configure with your Web Adaptor?

ArCGIS Server

‘ ® Portal for ArcGIS

& server is not configured with your Web adaptor.
4 portal is not configured with your Web Adaptor

[ Mext >

7. In the setup screen for the web adaptor, take the backend URL address you saved in step one
and place it in Portal URL: input box. Add your Administrator Username and password and click
Configure.
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O ArcGIS Web Adaptor

our Portal,

Portal URL: |hltps.ﬂaalestest.1est.Iucal.?443 | T

Example: https: ffmachine.domain.com: 7443

Administrator Username: |Isavage_sa\es | 1

Administrator Passward: | ------------ | | 7

The following partal is successfully configured with your YWeb Adaptar:
« SALESTEST.TEST.LOCAL

o Last updated on 8/29/2017 7:38:39 AM

Use the following URL to access your portal application:
https://salestest test.local/partal/home

< Back | Configure
Success

. A

8. You are ready to start configuring Portal for ArcGIS. Go to your web adaptor address for
portal. Below is an example.

[ AreGIS Enterprise x

- C | @ Seaure | https//salestest.testlocal/portal/home/ p

Home Gallery Map Scene Groups

ArcGIS Enterprise

This is the home page of your ArcGIS Organization, You can easily change this page with your own logos, backaround image and many other
things,

Additionally, you can populate this home page with a collection of featured items such as \web Maps and Web applications to highlight the
most useful GIS resources in your organization.
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Adding SSL to Portal Backend

You may get tired of the annoying message from Chrome and Firefox that your site is not
secure. Adding exceptions to the rule may be tiresome during setup or even administrating.
Below are some steps you can take to setup the backend of Portal using a Signed SSL.

1. To start, we’ll go to the portaladmin page. https://<server>:7443/arcgis/portaladmin

0 Portal Administrator Dire. X\
\\

& C' | A Nct seaure | h#ps//actags.testlocal: 7443/ /zragis/portaladmin/
Portal Administrator Directory
Home

Login

Username arcgis

Password  sessssess

Login

2. After you add the site admin credentials, go to security and ssl certificates.

O Portal Administrator Dire: %
v L=

€ C' | A Not seaure | hitps /actags.test.logal: 7443 /aragis/portaladmin/seaurity

Portal Administrator Directory

Home > Security

Security

Resources: Users Groups Tokens Oauth Config SSLCertificates

Supported Interfaces: REST \

3. If you already have a web server certificate, import existing server certificate at the bottom of
the page.

10
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@ Portal Administrator Dire. X

<« C' | A Notseaure | htps)//actagstestlocal: 7443 /aragis/oortaladmin/seaurity/ssiCertificates

Portal Administrator Directory

Home > Security > SSLCertificates

SSL Certificates

» portal
+ samlcert

Web Server SSL Certificate:

Web Server SSL Protocols:

HTTP Strict Transport Security (HSTS) enabled:
Web Server SSL Cipher Suites:

portal
TLSv1.2, TLSv1.1
false

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,

TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128 CBC_SHA

Supported Operations: Update Generate Import Root or Intermediate Import Existing Server Certificate

4. Add in the password of the certificate, the alias name of the configuration and choose the

certificate from the ‘choose file’ button. After you have reviewed all steps are complete, click

on the import.

Portal Administrator Directory

Home = Security > SSLCertificates = Import Existing Server Certificate

Import Existing Server Certificate

Certificate password: e

Alias: ActtGS
File * Choose File |actags. pfx "

~ ¢

Supported Interfaces: REST

5. After importing, go to the update link at the bottom of the ssl certificates page.

ArcGIS Enterprise Administration - Part 3
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@ Portal Administrator Dire. X
< C' | A Not seaure | hitps;//actags.testlocl 7443 /aragis/portaladmin/seurity/ssiCertificates

Portal Administrator Directory

Home > Security > SSLCertificates

SSL Certificates

* portal
» samlcert
Web Server SSL Certificate: portal
Web Server SSL Protocols: TLSv1.2,TLSv1.1
HTTP Strict Transport Security (HSTS) enabled: false
Web Server SSL Cipher Suites: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128 CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_ WITH_AES_128 CBC_SHA

Supported Operations: Update Generate Import Root or Intermediate  Import Existing Server Certificate

6. In the update page, we will be making the following changes.
e Removing the TLSv1.1 standard. This is an unnecessary vulnerability.
e Enabling HSTS to enforce SSL security protocols

e Click on the update button to save changes

@ Portal Administrator Dire. X

< C | A Not seaure | hitps//actags.testlocal 7443/aragis/portaladmin/seaurity/sslCertificates/update ¢ | &
Portal Administrator Directory Logged In as © aregis | LogoL
Home > Security > SSlCertificates > Update API Referenc

Update Web Server Certificate

@ Warning
Executing this operation will automatically restart the portal.
This restart will take a couple minutes to complete and cause your portal resources to be temporarily unavailable.

To verify that the restart has completed, log in ta the Portal Administrator Directory again befare continuing.

Web server SSL Certificate:* portal /

SSL Protocols: TLSw1.2,TLSw1 .1

TLS_ECDHE_RSA_WITH RES 256_GCM_SHA3G4,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH AES 256 CBC_SHA,
TLS_DHE_RSA_WITH_RES_256_GCM_SHA384,
TLS_DHE_RSA_WITH AES_256_CBC_SHAZS6,
) ) TLS_DHE_RSA_WITH_RES_256_CBC_SHA,

SELL @i Sni=ey a TLS RSA WITH AES 256 GCM_SHA3A4,
TLS_RSA_WITH AES_256_CBC_SHAZSE,
TLS_RA_WITH AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_RES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH AES 128 CBC_SHAZ56,  ~
TLS_ECDHE RSA_WITH AES 128 CBC SHA,

HTTP Strict Transport Security (HSTS) enabled: '

Update
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7. Go to the home page for the backend of Portal to see if changes were successful.

https://<server>:7443/arcgis/home

/O ArcGIS Enterprise X \\;
&« C | @ Secure | https//actagstest.local:7443/arcgisthome/

Home Galleryl Map Scene Groups

Green|is,Good!

ArcGIS Enterprise

ArcGIS Enterprise Administration - Part 3
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Portal for ArcGIS HTTPS Only

1. Sign into Portal URL and click on sign in. Add Credentials and click sign in in the next screen.

e x

B sezare | nkaz sl

cttest caalparts Mame!

ArcGIS Enterprise

This 16 T hexte P08 O <0uf ABGIE Oraarizaton. “cu e aailly dharcs Ui £Ae Wi £2ar omr 13005, DR une Image avd maey e

Addriaaly, you can poaats 115 19me 0338 with 3 solecter of fasurad keme suth 25 sveb Mao: sod e apulestens 1o agHighe tis
mozt azehd GIE razources o pous crganizat cn

First time signing in? Signin

CREATE AN ACCOUNT

Sign in to ArcGIS Enterprise esri

Username
Isavage_sales

Password

[ Keep me signed in

SIGH N

Forgot password?

2. Go to Edit Settings
Home Gallery Wap  Scene Groups My Content Wy Organization

@ ArcGlS Enterprise

&3 EDIT SETTINGS B8 ADD MEMBERS T4 VIEW STATUS
Members \

Wiewing: Current Members -

AMame Username
Luke Savage |zavage_sales

ArcGIS Enterprise Administration - Part 3
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3. Go to Security and click on the checkbox ‘Allow access to the portal through HTTPS only’. This

will require https for communication with Portal.

Fome Gallery Magp Scene Grouos Content Organizaton

@ ArcGlIS Enterprise

SAVE CANCEL
General Security
Home Page

Configure the security setdrgs for your ortal
Gallery .

Policies
Ma

P Alaw access 1o the aortal througn 1P any
Items @)
: [ il v Alove 00 your portal,

Groups -

raphical mformation and wha Gan ses their profie.,

udlity Services
ArcGIS Online
Sharing and Searching

Servers

Roles

Collaborations “\"

4. Click on Save above the dashboard tabs to save configuration

Federating Portal for ArcGIS

Federation means Portal for ArcGIS will control security and share content from ArcGIS
Server sites. This is needed for SAML (Security Assertion Markup Language), hosting data
like tiles and feature layers, or allowing users to perform Spatial Analysis within the ArcGIS
Map viewer in Portal. In this example, we will be using simple built-in security for Portal. A
non-federated portal site will require you to add Feature Services as layers within the
content of portal manually for the services to be visible when adding layers from your
organization. This process is much like what you would perform in ArcGIS Online with
external facing feature services from an on-premise ArcGlIS Server.

Add Data Store to ArcGIS Server

Used for Data Storage for hosting relational data, tile caching, and spatiotemporal big data.
When calculating storage space, understand the uses will help determine the amount of data
storage needed. You can split data stores between several servers for different purposes.
Recommend spatiotemporal big data to be its own server. This is used for ArcGIS GeoEvent
Server. This does not currently connect to any enterprise or file geodatabases. This product
is its own container.

5. Start installation of ArcGIS Data Store, next and agree to the master agreement. In the next
dialog, select features. By default, it selects everything. Click next.

ArcGIS Enterprise Administration - Part 3
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i3 ArcGIS Data Store 10.6.1 Setup X

Select Features
Please select which features you would like to install. ‘

Click on an icon in the list below to change how a feature is installed.

Feature Description

ArcGIS Data Store supports the hosting of
services and the configuration of highly
available ArcGIS organizations.

This feature requires 900MB on your hard
drive,

Install to:

C:\Program Filesh\ArcGIS\DataStore?, Change

Space < Back Cancel

6. In the specify ArcGIS data store account, this is a windows service that will run the data store.
Click next when complete.

i3 ArcGlS Data Store 10.6.1 Setup X
Specify ArcGIS Data Store Account

Specify the account that the ArcGIS Data Store processes will run as,

@ Specify the account name and password:

ArcGIS Data Store Account: |test\arcgissvc

Password: " P—— |

Confirrn password: " P—— |

(O 1 have a configuration file with the account infarmation generated by a
previous run of this setup,

Filenarne: Browse..,

7. In the export account configuration file dialog, export your configuration to a known location
for upgrades and reinstalls.

16
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3 ArcGlS Data Store 10.6.1 Setup

Export account configuration file

Export account configuration file

Exporting an account configuration file helps vou with installing multiple systerns. The file is used to
create the user account, and grant it the necessary privileges on the systerm,

(C) Do not export configuration file.

(@) Export configuration file. This file should be placed in a properly secured directary.

Filename: Cdatastore_config.xml | Browse... |

| < Bark ” Mext > | | Cancel |

8. Click install when ready.

9. After installation, a browser will load with the ArcGIS Data Store configuration site. Point to
the ArcGIS Server backend URL for port 6443. Note: ArcGlIS Server should be set to both http
and https in the site configuration. This will enable https connections to ArcGlS Server. Give
the ArcGIS Server username and password credentials. Click next

| O ArcGIS Data Store

Data Store Configuration Wizard Help

This ArcGIS Data Store is not configured with an ArcGIS Server site. To configure
the ArcGIS Data Store, specify the URL and an administrator account for your GIS
Server.

GIS Server URL:  https:ffsalestesttestlocal:6442 [1]
Ezample: https:/fgisserver.domain.com: 6443

Username: £G5S

Password: soe

10. In the specify content directory dialog, point to a location in which the data store will store its
files. Note: this could be very large depending if you use tile caches as a hosted service. For
big data, point to a file server with scalability for added file storage. Click next.

17
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‘ ArcGIS Data Store

Specify Content Directory Help

When you create an ArcGIS Data Store, a content directory 1s used to store data,
logs, backup files and more.

Content Directory:  C:\arcgisdatastore

11. In the ArcGIS Data Store Type dialog, choose the types of storage you would like to use. Since
we’re not configuring Spatiotemporal in this example, we’ll only check the relational and tile
cache. Click next.

O ArcGIS Data Store

ArcGlS Data Store Type

Select an ArcGIS Data Store type to configure:

Relational

Required data store type for ArcGIS Enterprise, used by hosted feature
layers, spatial analysis tools, and Insights for ArcGIS

Tile Cache

Stores tile caches for hosted scene layers

Spatiotemporal

Archives real-time data for GeoEvent Server, and stores output from
Geodnalytics Server tools

12. In Configuration Summary, double check your input values and click finish when ready.

18
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Configuration Summary

Your ArcGIS Data Store configuration is ready to be completed,

IS Server LREL: https: ffsalestest test.local: 6443
Content Directory: Charcgisdatastore

High 2w ailability Role (Relationali: Primary

High 2w ailability Role (Tile Cachel: Primary

Click Finish to create the ArcGIS Data Store and configure it with your &rcGIS
Server site,

| Back | | Finish |

i

b
13. Document the backend URL of data store just in case you need to troubleshoot. Below is an

example.

G ArcGlS Data Store e +

€ (OF https:/fzalestest.testlocal: 2443 farcgis/datastore/
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14. After configuration is complete, you will need to complete the federation task within Portal.

Configuration Status Helo

The following component(s) of ArcGIS Data Store are configured with ArcGIS
Server sitels),

« Relational
« Tile Cache

To complete the configuration process, you must now federate the ArcGIS Server
site with your Portal and set it as the hosting server,

Please sign in to your Portal as an administrator and navigate to My Organization
= Edit Settings = Servers, Use the Add Server option to federate the site, Then
seft the site as the hosting server and click Save,

Configure Additional Data Stores

Federate Configuration Settings

15. Sign into Portal URL and click on sign in. Add Credentials and click sign in in the next screen.
o x i S e CHSARI

@ Sewure | hitps/salestest.testiocalportalhome/

’ Home Gallery Map Scere Groups . & Signin Q

ArcGIS Enterprise

The is the home page of your &rcizl= Organzason, You can easily diange this page with your own loges, Sackground image ana many other
trings

Additionzlly, you zan populata this hama page with a collzction of faaturad ibams suth =5 Wehb [aps and Wab 3pplicstions o higrlight tia
most usaful GIS rassurcas n your sezanization,
pIgnN IN
First time signing in? Signin

CREATE AN ACCOUNT

Sign in to ArcGIS Enterprise esri

Username
Isavage_sales

Password

[ keep me signed in

SIGH 1N

Forgot passward?
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16. Go to Edit Settings

Home Gallery Map Scene Groups Wy Content Ny Organization

ArcGIS Enterprise

&3 EDIT SETTINGS

Members

& ADD MEMBERS T4 VIEW STATUS

Yiewing: [Current Members -

A Mame

Luke Savage

sername

|lzavage_sales

17. In the list of items, go to Servers and click on Add Server.

ArcGIS Enterprise

SAVE CANCEL

[ General

[ Home Page

[ Gallery

[ Map

[ Itern Details

[ Groups

[ Utility Services

[Arcels online

[ Servers

[ Roles

[ Collaborations

[ Security

Servers

You can add ArcGIS Server sites to your portal to achieve a single-sign-on e
a portal is called a federated server.

Federated Servers

Add one or more servers to your portal.

i:' | VALIDATE SERVERS || ADD SERVER

Servers
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18. Enter the ArcGIS Server Web Adaptor URL and the backend ArcGIS Server URL with the
username and password for the ArcGIS Server Site. Click on Add, click OK on the notice and
click on Add again. It’s a failsafe process.

Add ArcGIS Server

Enter the URLs for accessing and administering your ArcGIS Server site, &lso enter
credentials for an administrator of the ArcGIS Server site,

Services URL: https:ffsalestest test.local/map
Example: https:/fwebadaptorhost.domain.com/webadaptorname

administration URL:  https:/isalestest.test.local: 6443/ arcqis
Exarple: https:/fgisserverdormain.com; 6443 arcgis

Isername: BG5S

Password: [+ o] |

19. Configure your hosting server. This setting within the server tab allows you to configure the
hosting server to publish services directly to portal. We will be discussing later in workshop the
difference between portal hosted services versus feature services that serve data from the
enterprise geodatabase.

Hosting Server

Optionally choose one of your servers to act as your portal's hosting server, Your portal members will be able to publish services to this
server, ArcGIS Server's Managed Database must be configured on the site before it can be designated as the portal's hosting server,

£
-.. Mo hosting server - h

Mo hosting server

salestesttestlocalimap

20. Click on save at the top of the browser window.
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21. After completing these steps, your ArcGIS Enterprise environment is now federated. Here is an
example result of ArcGIS Server security when federating. Notice that authentication stores
are now funneled through Portal for ArcGlIS.

@ ArcGIS Server Manager Services Site

ArcGlS Server Security
ArcGIS Server security determines who can administer the GIS server, who can publish to the GIS server, and who can use the se

General ArcGIS Server security settings are displayed below, To change the accounts recognized by ArcGIS Server and set their p
Users and Roles links above. To set access rules for a service, use the Services » Manage Services page.

Configuration Settings rd
User Store: Partal for ArcGIS
Role Store: Portal for ArcGIS
Authentication Tier: Portal for &ArcGIS
Authentication Mode: Partal for ArcGIs
Portal URL: https: #/salestest.test.local/portal/home
Primary Site Administrator Account e
Username: AGS
Token Settings rd
Lifespan of Short-lived Tokens: 60 minutes
Lifespan of Long-lived Tokens: 1day

23
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Working with Portal

Publishing to Portal

We will tackle both scenarios publishing to Portal. One of those scenarios will demonstrate
how to publish feature services using the enterprise geodatabase. The second scenario will
demonstrate how to publish hosted services to Portal.

Publish Features Services Using the Enterprise Geodatabase

1. In ArcCatalog, create a connection to your ArcGIS Server Web Adaptor using the portal user and
password. Remember, Portal is now controlling authentication to ArcGIS Server. This example

will spawn the traditional ArcSOC.exe pool (ArcObjects Server executable).

ArcGlS Server Administrator Connection Properties >
General
Server LRL: ttps:ffsaleskest, best. localimap)admin

ArcGIS Server: http: [ gisserver . domain, con:BO0E0) arcgis

Server Type: OrcGIS Server ~

Staging Folder: | C:'I,Llsers'l,LSF\'\-'F\Gml.TE5'|,.0.|:||:|Data\,anaI'l,Temp'l,arcE| I.‘_+

Use ArcGIS Desktop's staging Folder

Authentication

|User Marie: | |savane_sales |

PaSSWDrd: | LIl Ll Ll ] )] |

[+]5ave Username/Password

About ArcGIS Server connections

Cancel Hpely

2. Go to your MXD document that points each layer to the enterprise geodatabase.

3. Publish service using the new connection you created for ArcGIS Server

Service Editor X

Connection: map an salestest.test.lacal (admin} Service Mame: SewerTest ‘gq Import o Analyze G Preview 7 Publish |

Genetal Capabilities
Parameters Chaase the capatilities you wauld ke enabled For this service:

Capabilities

Mapping (always enabled)

Mapping [ schematics
Feature Access O wes
[ wrs
Pooling [ metwark analysis
Processes L
[ wms
Caching Feature Access

Ttem Description

4. Sign in to Portal and Edit data
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Larser St

Sanitary Pipe Inventory

| LS Structure

DS Structure
Line Type
Flow Type
DiafHeight (in)
Material

| Length (ft)

Record US Invert
Record DS Invert
Slope %

Pipe Shape

Cleaning Area

0219005
0219004
Gravity Line

Sanitary

26

WCP
403.1
254.53
83344

A

5. Your edits will now show up in the enterprise geodatabase.

[I

o -

) .h:‘_

N

‘.

ol

6' ~
i N
! 4

T e

[ | [ n
Flow Type Di: {in} Material Length (ft) Record US Invert Record DS Invert Slope %
Sanitary 26 WP 403.1 §54.53 5393 44 | =Mull=
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Publish Map to Portal using ArcGIS Pro

Make sure the workstation you are using ArcGIS Pro has the ODBC v17 driver installed.
1. Connect ArcGIS Pro to your new Portal site
2. Open ArcGIS Pro
3. Click on the lower left-hand corner dialog in ArcGIS Pro ‘About ArcGlIS Pro’

ArcGIlS Pro

Create a new project
Select a template to use to create a new project

Blank Global_Scene.apt:  Local_Scene.apt: klap.apt:

Select another project template

Open an existing project

&

Ahout ArcGIS Pro

4. On the left-hand TOC menu, click on Portals and click on the Add Portal button.

Adaptor name of your portal site. Click ok when done.

Note: You can change your licensing options for Pro in the same TOC menu

ArcGIS Enterprise Administration - Part 3
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Portals

Add Porta =

Enter the URL of y

Add Portal
ot rnanag;

5. You should see a green checkbox next to your Portal site if successful.

Portals

Cpen

C,.@' https://salestest.test.local fportal f
=) Atuailable : Mot signed in

6. Click on the back button when finished in the top left of the ArcGIS Pro window, and sign into
your Portal at the top right corner.

? = O X

o MNotsignedin

D https:ffsalestesttestlocalfportalf
Sign in
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7. Logging in information will change in case you decide to use ADFS or Active Directory for your

Portal.
ArcGIS Sign In

ArcGIS Pro wants to access your ArcGIS Enterprise account information

Sign in to ArcGIS Enterprise esri

Username
Isavage_sales
Password

SIGN IN CANCEL

Forgot password?

8. In this exercise, we’ll create a Blank project and publish a hosted service to Portal.

ArcGlS Pro

Create a new project
Select a ternplate to use to create a new project

[ ol (o [ ol (o

Blank Global Scensaptc  Local Scensap Wap apte

Select another project template

Create a New Project

Publish to Portal

) ’
e am sl preed Tocation | C:AUsers\lsavage TEST\Documents\ArcGIS\Projects

Create a new folder for this project

9. When ArcGIS Pro project starts, right click on the database to add database connection to your

enterprise geodatabase.
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e e s Arcials Bro - Publish to ortal - Latalog

Home Insert Analysis Wiew Imagery Share Lugity Tools

& New Layout = 538 Toolbox = @ Add - AL
impartMap 5% Add Folder (s Mew -
Mew d
Map = ¥3 Connections - (2] Task ~ o Import tem -
Project Styles Favorites
Contents B = Catalog
© > Praject »
4 [ Project ®E g
& Toolbaoxes
e
o Databases =
=
7 Styles .
Right;Click

i Folders B
‘# Locators
i Databases This item c:
4 (3 Ports 5

& Wy Content f
¥ Add Database

@ Groups

- 3 MewFile Geodatabase

5 all Portal

— Styles 7 Mew Database Connection

@ Living Atlas @5 =

Favarites New Database Connection

Connectto a database such a3 an
Folders enterprise geodatabase, Add the
connection to the project,
A& new database connection file is
created in the project’s home
S ‘ t folder and is referenced by the
Locators \».e__e}l. projact

24 @
- (7) Press F1 for more help.

10. Add a database connection, change the database connection to sql server, instance name,
Authentication type, and database connection info. Click ok when finished.

Database Connection o

Database Platform: (G 1@ N g e * SQL Server =
Instance: S@ L | N Sta nce * salestest
et e e

Authentication Type: Operating system authentication
User Name:

Password:

Save User/P

Database: . LucityGIS IZI

Database | o || cance |

11. You are now connected to the database. On the right side of ArcGIS Pro, go to the databases
expandable item, expand and select the new database connection. ‘<instance>.sde.
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Catalog * X

1 Project | Portal | Favorites »

| Bearch 2

bl Toolbowes

4 5l Databases

| 5’_} Publish to Portal.gdk

4 @ salestest.sde

B LucityGl5,0B0.Ele
B LucityGl50B0.Eq
b Lucity G5 DB, Est
Lucity G5 DB, Est
LucityGl 5 DB 0 Fa
LucityGl5DE0.Ge
LucityGI5DB0.TS
LucityGl5.DEO.La

LucityGl5.DEOMM:

'FHFFHFFHHF

12. Start a new Map by selecting the New Map at the top left corner of ArcGIS Pro
BB @Ee-o- -t
Home Insert Analysis Wiew Imagery Share Lucity Tools

125 Mew Layout - 528 Toolbox ~ @'!/D Add ~ -+
x Y impartMap &% Add Falder 6.2 New -
e
Map ~ ¥ Connections = Task ~ C‘!’/) Import Jtem -

Project Shyles Faworites

@Mﬁi

|ﬁ‘ Bolbozey | Toolboxes
=1 Databases —

o Shyles

w0 Folders

# Locatars Databases

4 (2 Partal

(5" Iy Content -

@b Groups

5 Al Partal Styles

@I" Living Atlas (‘-\.—Z;

Faunrites
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13. Once map loads, you will see a basemap in the map window. Go to the map menu at the top

and select Add Data. Point to yo

ur database connection and click on the link to see the data

layers.
Map Insert Analysis Wiew Edit Imagery Share Lucity Tools
&
Cut @ Th BB & OO0 g M (7 E attributes @
4 »
o iy ([ @s o8 k& 8 H .. i
Paste Explore Bookmarks  Basemap Ad dd | Select Select By Select By Infagraphics Measure Loc
o - - - Data et ~  Attributes Location - -
Clipboard Mavigate [F1 Layer Selection [F1 Inquiry
Contents « 0 x| B Catalog [ Map X
Add Data x
T | search L2 B
= ®© @ |[El« LucityGIS.DBO SanitarySewer 'E‘Searchpmjert » |
= 8 K
B @ . :
4 B Project LucityGIS. DBO.sslPTFacility -
S ——
Drawing Order p— ucityGIS.DBO.ssIPTMonitaringPoin
C
- [ LucityGIS.DBO.ssNode
4[] Map 4 @ Portal
LucityGIS.DBO.ssPipe

Topographic

& My Content
B

Groups
&

4 [3 Computer
Desktop

All Portal

Living Atlas

hd

[ LucityGIS.DBO.ssPumpStation

Hold[(Etrlland

LucityGIS.DBO.ssService leftimouse
e
[ LucityGIS.DBO.ssServiceConnection ¢ | jcksfOrs
[ LucityGIS.DBO ssStructure multi p le
ey | st
() LucityGIS.DBO.ssSystemValve selections -
AL AU

Name \ LucityGIS.DBO.s<Pipe

| Default

14. Click on Web Layer and publish web layer if you want to create a feature service either hosted

or federated with ArcGIS Server.
where the data resides in ArcGIS

Note: Publishing hosted feature
javaw.exe multi-threaded services.
that ArcSOC.exe services for ArcGIS

Data ©

() Reference registered data

(® Copy all data

In this example, we are creating a hosted feature service
Data Store.

services into Portal using ArcGIS Data Store creates
This has better performance and is more scalable than
Server.

B = o - - = ArcGlS Pro - Publish to Partal - Map
Map Insert Analysis Wiew Edit Imagery Share Lucity Tool= Ap

A A SN A==

+ + +

Project Map  Layer Geoprocessing Miseb - Mfeb  Locator el Jobs Project  Map  Layer Task kap

- Map Layers  — Taol= Ternplate  File  File  File
Package . Sawe A5 Print

Publish Web Layer

Contents » & x [ Ca .
Owerarrite Web Layer = By

? |Searrh p | -'-

B O K

15. Change data connection to copy all data and select feature to add a feature service

. You can

use this after publishing to create WebMaps.

ArcGIS Enterprise Administration - Part 3

31



Share As Web Layer ? -0 x
Sharing Map As A Web Laver

General | Configuration | Content

Mame:

tap

Data ©
() Reference registered data
® Copy all data

Layer Type @

Feature
[]wector Tile

[] Tile

[]Map Image
Item Description

Sumrnary:

ACT 207

Tags:

ACT 2017 X

Sharing Options
hy Content
ArcGlS Enterprise
Everyone

Groups |«

Finish Sharing

[ analyze | [ Spublish | [ Eobs |

16. Analyze and publish once errors are fixed.
Note: You need to remove the basemap to publish your data as a feature service.

17. Once Publishing is complete, go to your Portal, my content and click on your newly created
feature layer. Notice that your feature layer is distinguished as a hosted feature layer rather
than an ArcGIS Server feature service referencing data from the geodatabase.
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+add item v @create v
 Title

@ Edit

B Edit

£l Electric

£l Facilities
GeocodingTools

% Geolocate
Geometry

O GIsTasksEdit

£l GISTasksEdit

& Imagery

B LandBase

@ mMap

S~

18. In the information window of the newly created feature layer, you can see the feature service
URL at the bottom of the dialog.

Trpe

Feature Layer
Map Image Layer

Map Image Layer

Map Image Layer
Geoprocessing Service
Lacator

Geametry Service
Feature Layer

Map Image Layer
Imagery Layer

Map Image Layer

Feature Layer (host=d)

Modified

Aug 30, 2017
Aug 30, 2017
Aug 30, 2017
Aug 30, 2017
fug 29, 2017
Aug 30, 2017
Aug 29, 2017
Aug 30, 2017
Aug 30, 2017
Aug 30, 2017
fug 30, 2017

Sep 1,2017

Shared

Mot Shared
Mot Shared
Mot Shared
Mot Shared
Qrganization
Not Shared
Mot Shared
Mot Shared
Mot Shared
Mot Shared
Mot Shared

Everyone

19. To create an Esri WebMap at the same time creating a feature service, go to the Web Map icon

at the top of ArcGIS Pro and select it. On the right, you will have several choices for
deployment under ‘Select a Configuration’. Reference registered data exploratory will allow
you to create it using a registered enterprise geodatabase or use copy all data to create a
hosted service with hosted data in the ArcGIS Data Store.
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1= - - 5

Map Insert Analysis Wiew
=l A A

Praoject Map Web  Web
Map Layer-
Package Share &3
Contents 1 x Catalog I:‘ ()
T | search
= M
1 @ |l

Drawing Qrder

A‘D Map

4[] Sewer Serce Connections

L]
4[] Sewver Control Wakves

4 [J] Sewer Modes

4[] Sanitary Pump Stations

4 [J] Sewver Systern Valves

4 [J] Sanitary Structure Inventary
4 [J] Zanitary Sewer Services

B e fhmie s Pl e L amsniomn
I to modify symbal,

L
Click

Note: Using the Esri WebMap feature and to publish, make sure you have your layers set to

WGS 1984 Web Mercator.
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() lsavage_sales (&rcGIS Enterprise) = A

Share As Web hMap ?TeRx

Map
Map | Configuration
Mame:
TestingACT2017_map_pro

Item Description
Surnrary:

test

Tags:

test X

Sharing Options

ArcGIS Enterprise

Select a Configuration

Reference reqistered data: Exploratone ©

Reference registered data
Exploratory
Interactive map supporting queries
Editable
An exploratory map with editing enabled
Visuzlization
Fastrendering map using pre-generated tiles
Copy all data
Exploratory
Interactive map supporting queries
Editable
An explaratary map with editing enabled

Visualization

Fast rendering map using pre-generated tiles
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Backup/Restore ArcGIS Enterprise Federated
Backup

1. Go to c:\program files\arcgis\portal\tools\webgisdr or the directory in which you install portal
and copy the webgisdr.properties in a folder you can run PowerShell or command line. In this
example, | copied the file to c:\temp.

2. In this utility, you can create a full and incremental backup of the ArcGIS Enterprise system
(ArcGiIS Server, DataStore and Portal).

3. Modify the file and save. Full detail of the configuration is in the link below. In this example,
we’ll summarize the changes.
http://server.arcgis.com/en/portal/latest/administer/windows/create-web-gis-backup.htm

# Specify a shared location to store the Web GIS backup file. This is vhere the backups for
# individual components will be saved to hefore being moved to the storage that you specify
# for the BACKUP_STORE_PROVIDER property

# The following accounts must have read and write permissions on the shared location:

# 1] The dowain account used to run the webh GIS software.

# 2) The account to run this tool. Working temp,folder;

SHARED _LOCATTCM=Y%%%% cest-mh )\ dbbackup) ) tenp e e U g

% Specify = storage provider: FileSystem, or Awazond3. — llai .
BACKUF_STORE_PROVIDER — FileSystem h W

# Specify the Web GIS backup location if you'wve set the BACEUP_STORE_PROVIDER to FileSystem.
BACKUP_LOCATICN = ‘\%\\test-m\'\dbbackupi\portalsales 1
e Actual Backup,Location

# Specify hwazon 53 Storage properties if you've set the BACKUF _STORE FROVIDER to AwazonS3.
$3_ACCESSKEY =

$3_SECRETKEY =

53_ENCRYPTED =

$3_BUCKET =

# IANRole or accessKey

$3_CREDENTIALTYPE =

53_REGION =

# Specify a backup name used for the Ueb GIS restore only.
# Example:

# April-20-2017-5-04-14-FH-PDT-FULL

# or

# webgisdr-hackup/10-5-1/full/April-20-2017-5-04-14-PH-PDT-FULL
§3_BACKUP_NAME =

# Specify the URL to your portal.

¥ Example:

# htrps://vebadaptor.dowain. cowm/context

# ar

# https:/fportalmachine. domain.com: 7443 arcgis Ba‘:ke‘m_drﬁpnorta‘

PORTAL_ADMIN_URL = https://salestest.test.local:7443/arcais UR
AAAY

# Provide credentials for the portal adwinistrator.

# Initially, leave PORTAL ADMIN PASSWORD ENCRYPTED set to false.

# When wou run the tool the first time, the password will he

# encrypted and PORTAL_ADMIM FASSWORD_ENCRYPTED will change to true.

PORTAL_ADMIN USERNANE = lsavage sales Admin userand password

PORTAL_ADMIN PASSWORD = LucityRocksl Tt

PORTAL_ADMIN PASSWORD_ENCRYPTED — false Encrypted setto,false. \Once,

you've run the utility, itywill be
# Specify whether to include scene tile caches. —— " o St
INCLUDE SCENE TILE CACHES = false encrypted and set to,true

=
) automatically

# Specify the Web GIS backup mode: full or incremental. e——

BACKUP RESTORE MODE = full
- - full orjincremental

# If your portal content directory is in Amazon 33, specify Awazon 33 Storage properties for portal backups.

PORTAL_BACEUFP_S3_BUCKET =
PORTAL_BACKUP_Z3_ REGION =

35
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4. Example of the encryption that occurs after the first run.
# Provide credentials for the portal admwinistrator.
# Initislly, leave FORTAL ADMIN PAISWORD ENCRYPTED =set to false.
# When wou run the tool the first time, the password will he
# encrypted and PORTAL_ADMIN_PASSWORD EMCRYFTED will change to true.
PORTAL_ADMIN_ USERMAME = lsavage_sales
FCORTAL ADHMIN PAISWORD = 1EWHI 00/ md03TGun=RF Cag==
FORTAL ADHMIN PASSWORD ENCEYPTED = true

5. Go to PowerShell or command line and run the utility from the portal webgisdr location. If
using PowerShell, make sure to preface .\ before webgisdir. Use the file you modified as the
export file. Below is an example
< : sdr> Jwwebgisdr —-export —-file ciytemphsalesportal.properties

6. Like the previous chapters, you can setup windows scheduled task to accomplish full and
incremental backups on a regular basis. For incremental, copy the file you created and create
a new one with the restore mode set to incremental.

Restore

1. Recommend you create a test system that you can test the restore process at least every
release. In a VM Environment, backup VM before upgrade and backup VM after upgrade.
Afterwards, test the backup and restore functionality.

2. Go to PowerShell or command line and run the utility from the portal webgisdr location. Below
is an example.

Swwebgisde ——import —-Tile Ciy 15 portal . properties_
3. More detailed restore information in the below link. We will not be covering the backup and

restore functionality of data store but the link for this is below as well.

http://server.arcgis.com/en/portal/latest/administer/windows/restore-web-gis.htm

Backup DataStore

36
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Portal for ArcGIS Windows Authentication

1. Go to Portal Admin. Usually https://<FQDN>/<WebAdaptorforPortal>/portaladmin
2. Go to Security/Config

3. Click on Update Identity Store

Portal Administrator Directory

Home > Security > Config > Update Identity Store

Update Identilty Store

{

"type™: "WINDOWI",

"properties": {
fugerPassword™: "aeilj40VeM77GugdlieJtQ=="_
"oaselensitive": "false",
"userEmailitrribuce”: "mail",
Mfuser': "testi\adwinistrator™,

User store configuration {in JSCN format) * muserFul lnsmelttr ibuce”:

"ene,
"izPasswordEncrypted™: "true”

4. There are many uses to create an identity store to enable windows authentication. The
example above lists one way to add a single user account as the Portal admin. You can also use
an Active Directory Group if you wish. More information about this is in the link below.

http://server.arcgis.com/en/portal/latest/administer/windows/use-integrated-windows-
authentication-with-your-portal.htm

5. Click on Update Configuration

Now click on test identity store configuration. Go to the test identity store link.

7. Click on Test Configuration. You should see connection successful.
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Fortal Admimstrator Directory

Home > Security > Config > Test Identity Store

Test Identity Store
1
Teype™: "WINDOWS',
"properties: {
MfuserPasswvord®: "agiDj40VEN7?7?CugdlieLo==",
"ocaselensitive™: "false",
"userEmailittribute®™: "mail"™,
"user": "testhiadministrator®,
User store configuration (in JSOM farmat) * rugerFullnamelttribuce™: "on”,
"izPazswordEncrypred”: "trus"
}
}
1
"oype": "BUILTIN",
fproperties": {"isPassyordEncrypted™: "true'}
}
Group store configuration (in JSCN format) *
Format HTHL *
Test Configuration ‘

Connection successfull _

8. You’ll be able to login now using your ‘<domain>\<Active Directory User> account.

https:/fportaltestlocalfmap X

“— C | @ httpsy//portal.testlocal/map

& Google Chrame isn'tyour default browser, . Authentication Required

https:/fportal test.local requires a username and passward,

User Marne:

Passnrords ks

Log In Cancel

9. Login and you should see your admin page.
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[ Portal for ArcGIS AD X

€ C | @ Secure | https://portal.testlocal/map/nome/
dome Gsllery Map Scene Groups Wy Content My Organization Admin ¥

Portal for ArcGIS AD

This is the home page of your ArcGIS Organization, You can easily change this page with your own logos, background image and m
things,

Additionally, you can populate this home page with 2 collection of featured items such as Web Maps and Web applications to highlic
most useful GIS resources in your organization,

|dentity Stores using SAML 2.0

Portal using ADFS 4.0

1. Go to Portal/Organization/Security tab and click on Get Service Provider.

Home Gallay Map Soana Geoup Gontant  Organization h luka™ 1Q

[%) Lucity mp

crmccy

[ enerst Securi

| il ecurity

| Hame Page

~ Corfigure the zezurty zetngs for your crgenzaten.

(e

| Rt Pulicies

[Mep Al asis £ 1IE 0000 LG HTES Ak

[ Dot Ea

] - | 1
|a -

| Uty Servioes
V1 Allaw TGN 50 3E 6Q1AINIE FPIFMATCEN ANC Wh T30 103 T1aK petl

Sharing and Searching

%) Mamhars can share cantart pubile.

v P

earch far zortens ouzside the organizadcn

)
=2

S0 AT AN Q0D PATES.

Password Pelicy

-
(] o |

Entorprice Loglns

sonewnty raseors || aorseae

2. This will download a metadata file you will use in the ADFS Management Console. Copy the
metadata.xml to your ADFS server.

3. Go to your ADFS server and configure your Claims for Portal by opening AD FS Management
Console.
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B Server Manager

Se rver M anac | F Manage Tools View Help
AD FS Management

Component Services
Dashboard

Computer Management

Local Server Defragment and Optimi:

All Servers Disk Cleanup

AD FS

Event Viewer
Internet Information Ser

File and Storage Services P . -
iSCSI Initiator

1S

TALEm

I neal Securite Palicy

4. Right clicking on Relying Party Trust. Click on Add Relying Party Trust.
G ADFS

& File  Action  View Window Help
=25

Relying Party Trusts

Display Mame Enabled Type: |dentifier

Relyin ™ = IMP AGOL Ma WiS-T. Iucityirnp. maps. arcgis.conm
Audd Relying Party Trust..,

CRLELEL

| Applic Wi >

New Window from Here
Refresh

Help

Il
5. This will be a claims aware trust. Click on start at the bottom
G dd Relying Party Trust Wizard >

Welcome

Steps Welcome to the Add Relying Party Trust Wizard

@ Welcome

Claims-aware applications consume claims in securty tokens to make authentication and
authorization decizions. Morrclaims-aware applications are web-based and use “Windows
Integrated Authentication in the intemal network and can be publizhed through Web Application
Prowy for extranet access. Leamn more

@ Select Data Source

@ Chooze Access Control
Palicy

@ Ready to Add Trust ®) Claims aware “

@ Finish O Non claims aware

P ——————
N

< Previous Cancel

6. In the Select Data Source, click on the radio button for ‘Import data about the relying part
from a file’. Browse to the metadata.xml file you copied to your ADFS server. Click next when
complete.
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"@ Add Relying Party Trust Wizard x

Select Data Source

Steps Select an option that this wizard will use to abtain data about this relying party:

@ ‘welcome
(O Import data about the relying party published online or on a local network

Select Data Source
= Uze this option to impart the necessary data and certificates from a relying party organization that publishes

@ Choose Access Control its federation metadata orline or on a local network.
Policy

@ Feady toAdd Trust

Federation metadata addiess [host name or URL):

@ Finish
Example: fz.contozo.com or https:/ Awen. contoso.com./app

(® |mport data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file

Federation metadata file location:

Browse.

() Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

< Previous Cancel
7. In the Choose Access Control Policy, Give the ADFS claims a nhame for Portal. Add notes if you
have more than one connection to Portal internal and external. Click next when complete.
‘@ Add Relying Party Trust Wizard *

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.

@ “Welcome Display name:
@ Select Data Source Partal ADFS

Specify Display Mame

= Motes:

@ gzﬁsje Access Contral External Portal ADFS integratior]

@ ReadytoAdd Trust k
@ Finish

\

< Previous Cancel

8. For Access Control, you can choose everyone or limit groups. In this example, we’ll choose the
defaults. Click next when complete.
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@ Add Relying Party Trust Wizard X
Choose Access Control Policy
Steps Chaose an access control policy:
® “Welcome "
Mame Description &~

@ Select Data Source
Peimit everpone

@ Specify Display Mame Pemit everyone and require MFA
@ Chonse Access Contral Permit everyone and require MFA for specific aroup
Policy Permit everyone and require MFA, from extranet access
@ Ready to Add Trust Permit everyone and require MFA from unauthenticated devices

Peimit everyone and require MFA, allow automatic device registr...
Pemit everyone for intranet access

Darrnit enamifio armn

@ Finish

Grant access ko evemone.

Grant access to everpone and requir
Grant access to everpone and requir
Grant access to the intranet users ar
Girant access to everpone and reguir
Grant access to everyone and requir
Grant access to the intranet users.

Rromb ammase b inars of e mere

Policy

Permit everyone

[ I do not wart to configure access control policies at this time. Mo user will be permitted access for this

application.

Mest > Cancel

9. Click Next on the Ready to Add Trust.

\@ Add Relying Party Trust \Wizard

Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings. and then click Nest to add the
@ Welcome Telying party trust to the AD FS configuration databass.
@ Select Data Source Mornitoring  |dentifiers  Encryption  Signature  Accepted Claims  Organization  Endpaints Mot * | *
@ Speciy Display Name Specify the monitoring settings for this relying party trust.
@ Chonse Access Control Reling party's federation metadata URL.
Policy
@ Ready toAdd Trust
@ Finish

< never >

< never >

This relving party’s federation metadata data was last checked on:

This relving party was last updated from federation metadata on;

< Previous Cancel

10. Click Next, accept defaults and Close when finished. This will prompt another dialog to

appear.
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il &dd Relying Party Trust Wizard x
Finish

Steps The relving party trust was successhully added.
@ ‘welcome
Configure claims issuance policy for this application

@ Select Data Source
@ Specify Display Mame

@ Choose Access Contral
Policy

@ Ready to Add Trust
@ Finish

11. In the ‘Edit Claim Issuance Policy for Portal ADFS, click on the ‘Add Rule’ button.

Edit Clairn lssuance Palicy for Portal ADFS *

lzsuance Transform Rules

The following trangform rules specify the claims that will be sent to the relying party.

Order  Rule Mame lzsued Claims

OF. Canicel
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12. In this example, we’ll accept the defaults for ‘Send LDAP Attributes as Claims’
G £dd Transfarm Claim Rule Wizard *

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim e template:

Send LDAP Attributes as Claims ~

Claim e template description:
Using the Send LDAP Attribute a3 Claims wile termplate you can select attibutes from an LDAP attribute

store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule tpe. Far example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephoneM umber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. If you want ta only send individual group
memberships, use the Send Group Membership as a Claim e template.

b

< Previous Cancel

13. In the ‘Configure Role’ dialog, change the Attribute store to Active Directory in the drop down
and give the Claim rule name a name. Also, go to the Mapping of LDAP attributes to outgoing
claim types and add items like ‘User-Principle-Name’ connected to Name ID and Display-Name
connected to Given Name. Below is an example. You could add more if needed. After all
information has been entered, click on finish and ok.

i £dd Transform Claim Rule Wizard *
Configure Rule

Steps You can configure this iule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attibutes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Choose Rule Type ey gy

@ Configure Claim Rule .
Claim rule narme:

[Partaltp

Rule template: Send LDAP Attributes as Claims
\ Attibute store:
Active Directory ~

Mapping of LDAP attributes to outgaing claim types:

LDAP Attribute [Select or type ta
add more)

User-Principal-Name V| Name D ~
3 Display-Mame v| Given Mame
These arethe, |. -] v
authentication

attriblites for;
single sign.on

DOutgoing Claim Type [Select or type to add more)

< Previous Cancel

44
ArcGIS Enterprise Administration - Part 3



14. You should now see the new relying party trusts entered.

G5 ADFS
G File  Action  View Window Help
o= nm H

[ ] &DFs Relying Party Trusts
> [ Service
|1 Access Contral Policies
| Relying Party Trusts
[ Claims Pravider Trusts
] Application Growps

Display Mame Enabled Type |dentifier

Portal ADFS Yes WS-T...  lucityimp.maps.

15. Go to the ADFS metadata URL and download your ADFS metadata. Take the
FederationMetdata.xml and copy it to a known location.

https://FQDN or the ADFS Server>/FederationMetadata/2007-06/FederationMetadata.xml
Example: https://adfs.test.local/FederationMetadata/2007-06/FederationMetadata.xml

16. Login to your Portal. Go to Organization/edit settings/Security tab and click on Set Identity
Provider.

[%) Lucity vP

m CAMCEL

Security
Home Page
LR tha SAEsT SR RS I YoL peganianen.
Salery
| Falery Pl
Bl % illow 3ccass te the croanzatiar threugh FTTOS ol
[ 1o Gt (@)
s1r1 Coeteibs e P
derd SEL cuzre:
 llaw mambers to edb bicgrashicel informetion and wha cen sse ther profils
Mtk pilace Sharing and Searching
[ - ¥ Kemiaars san shara coitant puiaidy
Securlty ) % Kemoors zan zearh for carkens outzsice the crganizascn.
Securty =
e % thaw sadal matie links on ivam srd grovp peges,
Pascwnrd Policy
r 73 20 1 Establizh q1s that determna te frman ot
35 52t how many arevoush enzred

e s pras s Gt ey
@
= 5 sackian wil hep vou seb L Errouch Teo 3chans.
U

17. In the Set Identity Provider dialog, you can change the behavior of signing up users. In this
example, we’ll automatically join users to a Level 2 license with the role user. Also, click on
the ‘A File’ radio button and choose file ‘FederationMetadata.xml’ you downloaded from the
URL above. Afterwards, click on set identity provider.
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https://adfs.test.local/FederationMetadata/2007-06/FederationMetadata.xml

Set |dentity Provider

Specify the properties to establish your organization's Enterprise Identity
Provider,

Mame:
lLucity Irnp Tear] |

o users will be able to join:
utumatically () Upon invitation from an administrator

Default License Level:

Fole they will be assigned: User -

‘ou have not specified any groups to which to assign users,

SPECIFY GROUPS

Metadata for the Enterprise Identity Provider will be supplied using:
(A URL @ A File (O Parameters specified here

File:
Choose File | FederationMetadata.xmil h

Show advanced settings

* SET IDENTITY PROVIDER CANCEL

18. Click on the ‘save’ button at the top of the Portal page to save changes.

Home Gallery Wap  Scene Groups Content  Organization

19. At the top of the portal dialog, click on invite members.

@ Lucity IMP

&5 EDIT SETTINGS E& INVITE MEMBERS ¥4 VIEW STATUS VIEW SYSTEM HEALTH

Members

20. In the ‘Add or Invite Members to <organization> page, make sure the ‘Invite Members to join
using their enterprise logins’ is selected. Click next.
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Add or Invite Members to Lucity IMP

CANCEL

Step 1 of 4
How would you like to invite or add members to your organization?

(" A&dd members without sending invitations
wou will be setting up the username and password for each member. You must inform the member of their username
and password. Anirvitation email is not sent, If you don't have an email address for a particular member, use an
administrator's email address.

 Add members and notify them via email
You will be setting up the username for each member, Members will have to respond to an email sent to them by ArcGIS
Online and join the organization by creating their own password,

i Invite members to join using an account of their choice
You will be providing an email address for each member, Members will have to respond to an email invitation sent to
them by ArcGIS Online. They can join the organization with a new account or by converting an existing ArcGIS Public
Account. The new account can use enterprise, ArcGIS or social network credentials as configured by your organization,

Invite members to join using their enterprise logins
you will be providing an email address for each member. Members will have to respond to an email invitation sent to
them by ArcGIS Online to join the organization by creating a new account using their enterprise credentials.

@®

21. Type in the e-mail and click next. Click next.
Note: need to have e-mail attached to your Active Directory user accounts for this to work.

CAMCEL

Step 2 of 4

Invite members to join using their enterprise logins

you will be providing an email address for each member, You will also assign each member a level type and a
role that does not have administrative privileges. Members will have to respond to an email invitation sent to
ther by ArcGIS Online to join the organization by creating a new account using their enterprise credentials,

One at a time || From a file |

Email: savagelycity@armail.com # '

Level:

Role: User -
Message Member Will Luke Savage has invited you to join an ArcGIs
Receive: Online Organization, Lucity IMP. Use your

Lucity Imp Team username and password
when you signin,

BACK INVITE ANOTHER NE

22. You can send invitation without specifying group but this dialog allows you to do this within one

operation. Click on send invitation.

ArcGIS Enterprise Administration - Part 3

47



CANCEL

Step 3 of 4

weerify that these are the members you want to invite,
If vou want to specify one or more groups to which to add these member logins, click Specify Groups below;
otherwise, click Send Tnwitations.,

& Email Lewel Fole Edit

lzavagelucity@grmail.com @ User dit Remove

"

BACK SPECIFY GROUFS SEND INVITATIONS

23. User can go to their e-mail account and accept the invite. Once invite is accepted, you can go

to Portal and use your Windows Account information.

@ LoEs- Tanin "

L | Seore | b ducitying meps.srags com bome Sigrin b

Fore Galley Mep Scome Sroups

Sign In

Sign In to Lusity IMP esri

24. This will reroute you to your ADFS SSO. You can set your browser to autosign with your AD
account info.

IMP ADFS

Sign in with wour organizational account

testylsavage

|| Keep me signed in

Sign in
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25. Once signed in, it will reroute you to the Portal organization. If you don’t clear browser cache,

it will remember your login information.

dome  Gellary Map Sceme Groups Content Organizatior

s ¥ AP
/Com[ Cpang Apps —

Bkl AR

& ranng] s aees

T astom Coanee e

@

2. In find applications, go to the search menu and type in Portal.

Portal.
Find Applications
'Q portal

Accounting Portal
‘OneLagin, Inc

ADP Portal
15five

ADP Portal - Admin
ADP, Inc.

Angal Oak Portal

OneLogin, Inc. -

ArcGIS Portal {(on prem)
ArcGIS

—
\I\
722
a Amazon AppStore Developer Fortal
e Amazen
—
\I\
@

H

3. Give it a display name and save
«~ Add ArcGIS Portal (on prem)

Configuration

Portal Display Name

OneLogin for ACT

Visible in portal

@

Ractangular Icon

ArcGIS

Upload an icon with an aspect-ratio of 2.6:1 as either a
transparant PNG or SVG

ArcGIS Enterprise Administration - Part 3

LEERS  APFE CEVCER  ACTIVTY IS TTIRGE  DEVEOPETE

Luks™ |Q

iber Jdth, 2018

Farm-based auth , browser extension

Farm-based auth , browser extension

Form-based auth , browser extension

Farm-based auth , browser extension

Farm-based auth , browser extension

SAMLZO

CANCEL

Square Icon

ArcGIS

Upload a square Icon at least 512x512px as
wither a transparent .PNG or .SVG

ion, apps, and add apps.

Click on the results for ArcGIS

49



4. Once added, you need to configure the app integration. Go to configuration and add the
Domain and EntitylD. (example: Domain = FQDN/PortalWebAdaptor, EntityID =
FQDN.PortalWebAdaptor)

«~ ArcGIS Portal (on prem) - MORE ACTIONS = SAVE

Configuration

Application Details Domain /
actags.testlocal/portal

Enter just your domain as you'd find it like this: httpsi//DOMAIN/sharing/rest/oauth2/sami/signin

EntitylD
actags.testlocal.portal ’

Put the EntitylD as provided by ESRI
5. Save configuration

6. Go to more actions and click on the drop down and choose SAML Metadata.

Vendor Homepage
Reapply entitlement mappings
® SAML Metadata

Delete
7. Go to Portal for ArcGIS login, organization, edit settings, security. Scroll down to Enterprise

Logins via SAML.
8. Click on Set Identity Provider
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9. Give it a name, choose ‘A file’ under Metadata for the Enterprise Identity Provider will be
supplied using: click on choose file and navigate to the Onelogin SAML xml that was

downloaded from the previous steps.

Set Identity Provider

Specify the properties to establish your portal's Enterprise Identity Provider,

Mame:
[oneLogin for ACT

Your users will be able to join:
Automatically (& After vou add the accounts to the portal

Metadata for the Enterprise [dentity Provider will be supplied using:
A URL (&) A File Parameters specified here

File:

C.hooée-l—:ile ¥ onelogin_meta..a_831798.xml

Show advanced settings

SET IDENTITY PROVIDER CANCEL

10. Save configuration in Portal

11. Go to add members

@ ArcGlS Enterprise

£5 EDIT SETTINGS E& ADD MEMBERS T VIEW STATUS

Members 1

Viewing: Current Members v

A Name Username
Luke Savage arcgis
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12. We will be adding members for the enterprise login via SAML. Click next when finished

Add Members

CANCEL

Step 1 of 4
What type of member would you like to add to your Portal?

Add built-in portal members.

(@] Add members for OnelLogin for ACT enterprise logins via SAML.

Add members based on existing enterprise users.

NEXT

13. Add credentials and click next

One at a time ” From a file

Enterprise Logins via SAML

Email:

First Name:

Last Name:

Username:

Level:

Role:

14. You can specify groups or just add members and add them to a group later if you wish.

jrmorocco@lucity.com
Joe
Morocco
jmorocco
© @

Administrator -

BACK ‘ ADD ANOTHER ‘ NEXT

on Add Members when finished.
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Step 3 of 4

Verify the following member account information.

If you want ta specify one or more groups to which to add these member accounts, dick Specify Groups below;
otherwise, click Add Members,

A First Name Last Name Email Level Role Username Edit
Joe Moroceo LH;OFOCCO@MCIU/C :’;\Smwstrat imarocco Edit Remove

BACK SPECIFY GRQUPS ADD MEMBERS

15. You can add another member or return to organization when complete.

CANCEL

Step 4 of 4

Complete!

J You have successfully added 1 member

‘ INVITE ANOTHER MEMEER ‘ RETURN TQ ORGANIZATICON

16. You should now see the new member added to Portal

&2 EDIT SETTINGS 5 ADD M=MBERS T OVIEW STATUS A2 MANAGE LICENSES

Membars

Viswng: SaTent Members -

Search for Mame [0} |
A Narme Usermame Last Login level  Hole AcHon
loc Horooco ﬁ jmareceo Wot yot Yy [eminizTater - {@}
Luke Savage arcas Aug 30, 2018 2) [pemnistato {@}.

17. Test a user. When signing in as the user, you will see two separate logins. One of the great
things about SAML integration is the ability to continue to use built-in logins as well.

Home Gallery Mao Scene Groups & Sign In

First time signing in? Signin

Sign in to ArcGIS Enterprise @esri

Using
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Registering Portal in Lucity

You will need to register Lucity with a built-in account with admin privileges for SSO (single sign on) to
work with Lucity.

1. Go to Lucity Web Admin Portal 'fﬁ? and expand Web App Management in the TOC. Click on Esri
Portal Integration.

== Reports
+ Users And Licenses
=+ Settings

= Web App Management ‘
Tasks

Client Applications
Background Tasks
GIS Scheduled Tasks Log
Spatial Updater Processing
Audit Log
System Errors
Application Activity Log

= Email

= Tools

2. In the Esri Portal Integration dialog, add in your Portal URL, built-in admin user and password.
(https://<FQDN>/<Portal Web Adaptor>; for AGOL use https://arcgis.com). This will register
your Lucity client to Portal. Click on ‘Register this Lucity Web Application with Esri’.

https://sales-gis.lucityeval.net/portal

Portal Administrative User:

TeaserUser

Portal Administrative Password:

3. Make sure the Enable Esri SSO Integration is checked. It should be checked by default. The
clear button will clear the integration and relaunch the registration process.

You have configured Lucity with your Esri Portal

https:/isales-gis.lucityeval.net/portal
Lucity Web App ID:

Long String

Enable Esri $SO Integration
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4. Afterwards, open Lucity Security and add in the Esri userID for each user. Make sure the
checkbox ‘Allow Logging on to Lucity with Esri Logon’ is checked.

User Information

User: LucityAdmin

First Name: | |
Last Name: | |
et | |
Defauit Rules Group: | Adminisirator v|

[ Allow Logging on to Lucity with ESRI Logon
ESRI Logon ID: |lucityadmin_ags| |

O et it

Associated Windows Accounts:

+ﬁdd 7% Remove
] Allow Application Authentication
[+] Password never expires

[[] User must change password at next logon
Last Login : 8/31/2018 11:19:41 AM

[o ] [ concdl |

5. After caching is cleared, you are ready to start using the Lucity SSO functionality.

username

password
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