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ArcGIS Enterprise Administration - Part 2

This session touches on key elements of maintaining enterprise geodatabases that help drive ArcGIS
Server services as well as backup techniques.
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Maintenance

Geodatabase Administration Tools
You can use the ArcCatalog interface for administrating users in the Enterprise Geodatabase.

1. Go to ArcCatalog and connect to a Geodatabase as an administrator with Dbo privileges.

connected, right click on the connection and choose administration.

@ Copy Ctrl+C

X Delete
Rename F2
Refresh F5

L4

Ml ey

Impart
Export

Administration

Distributed Geodatabase

Disconnect
Connection Properties..,

Geodatabase Connection Properties..,

Share as Geodata Service...

P Properties..,

]

Adrminister Geodatabase...
Compress Database
Add User

Create and Manage Roles

Once

2. In the administration menu, you will see four choices. Compress is now integrated within the
administration menu. Also, you can add users and create/manage roles in your enterprise
Geodatabase without touching SQL Server. Roles will allow you to give permissions to the role
without having to give permissions to each user. Think of a role as a group.
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3. Click on Add User. You have two choices, operating system authentication or sql server
authentication which gives an arbitrary login and password not related to windows but related
to sql server only. You have the choice of adding the user to a role.

"\% Create Database User

Input Database Connection
| Database Connectionsiactweb, vector, defaulk, 0sa.sde | @

Create Operating Spstem Authenticated User (optional)

Database User
| testimminer |

Database User Password {optional)

Raole {optional)
UnlirnitedGISPower| |

Tablespace Mame {optional)

Cancel Environments. .. =< Hide Help

4. Go to Administer Geodatabase on the administration menu, the Geodatabase Administration
dialog will appear. You can create versions, check connections and locks.

E'TGeodatabase Administration {(DBO@TEST-DB/LucityGIS)

Versions | Connections | Locks |
i — Properties
— Filtering e IbEFAUL‘I'—
Name: I Owner: j Owner: o
Mame  Owner Modified Parent: I
DEFALAT dbo B/1/2012 3:33:22 PM Description:

6/28/2012 7:14:32 AM

| Instance default version.

Access:  [pubic =
Created: 6/28/2012 7:14:32 AM
Modified:  8/12012 3:33:22 PM

1z Blocking: False

Is Replica: True

Refresh | 2 of 2 Versions at 8/17/2012 12:31:29 PM > Is Locked: False
Transactional | Tree View | Reconcile Order I Historical

ArcGIS Enterprise Administration - Part 2



Create Role

There are two different ways you can create roles. One way is to create an SDE role and assign users
to the roles. The other way is to create Active Directory groups, add active directory groups to SQL
Server allowing for Active Directory groups to act like roles. The great thing is that Active Directory is
then managed by your IT user administration system without needing to manage all the users through
SQL Server. We will show both ways below.

Create Role within ArcCatalog

1. Right click on the database connection and go to Create and Manage Roles. You can access this
from ArcToolbox Data Management Tools as well.

Adrminister Geodatabase. ..
l;g] Compress Database
Add User

( Create and Manage Roles >

ArcToolbox
Eicioskox
&g 20 Analyst Tools
£5 analysis Tools
@ Cartography Tools
£ Conversion Tools
@ Daka Interoperability Tools
= @ Daka Management Tools
B Attachments
&; Draka Comparison
& Distributed Geodatabase
%: Damains
&; Feature Class
%: Features
& Fields
& File Geodatabase
B General
B Generalization
= &g Gendatabase Administration
;\% Analyze Datasets
;\% hange Privileges
;\% Campress
‘I\% Create Database ser
‘I\% Create Enterprise Geodatabase
‘I\% Create Role
‘I\% Enable Enterprise Geodatabase
‘I\% Migrate Storage
‘I\% Rebuid Indexes
‘I\% Reqister with Geodatabase
‘I\% Upgrade Dataset
‘I\% Upgrade Geodatabase
‘I\% Upgrade Spatial Reference
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2. The create role dialog will appear. You can grant or revoke users from roles from this

“\, Create Role [-[O[]
Inpuk Database Connection User Name(s) E
[ Database ConnectionsiucltyGIS. defauttoss.sde (optional)

Rale

|Edit Epehllhi name of the user

N sou want t

Grant To or Rewoke From User(s) (optional} :P:;r:glg ro"\gi:;z:bernship

IGRANT j To specify multiple users,

User Namets) (optional) type the User names
tesst\cerupi est|nschmidt, test | scovil separated by commas (no

spaces).

ok | cancel | Envionments.. | <<riderch | Tool Help

Create Active Directory Groups for the Enterprise Geodatabase

1. Open the Active Directory Users and Computers dialog from your domain controller and add a
group by right clicking on users and select new group. Add a name such as GISView. The
default settings are fine. Click ok.

Mew Dbject - Group

q; Create in:  test.localfisers
'/ |

L

GEroup name:
| GISYiew|

Group name (pre-Windows 2000):

IGIS'I.I'iew
Gtoup scope ———— ] Group type
" Domain local £ Security
&+ Global " Distribution
" Universal

QK I Cancel

2. Double click on the new group and add members within the members tab.
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Yiew Properties )X

Select Users, Contacts, Computers, Service Accounts, or Groups -
General Members IMemberDlI Managed Bpl

Select this object ype:
Memhers: |Users, Service Accounts, Giaups, o Dther obieets | [ Obiect Types.. |
Mame ‘ Active Directary Domain Services Folder | From this locatior:
[testocal | [ Locdtions... |
Entter the object names to select [examples)
tatt Miner [mmniner@test local Check Names

Add.. Remove

oK | Cancel Apply

3. Add the member and click ok.
4. Open SQL Server Management Studio and add new group to SQL Server by going to the TOC of

the instance connection and expand security. Right click on the Login folder and select new
login.
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B Microsoft SQL Server Management Studio

File Edit Yew Debug Tools ‘Window  Community  Help
D NewQuery | Oy | 3 (| O |5 H & |

Ohject Explarer

Connect - EY 21 g Z] &

= [ test-db (SQL Server 11.0,2100 - TEST\savage)
[ Databases
[= [ Security

= o ™

Mew Lagin. .. jind #
Filker - 25

Start PowerShell

Reports ]

Refresh

LI = o e e e = g =

NT SERVICENSQL\Writer
WT SERWICEYWinmmarmk

i
[x1]

TESTharcgis
TESTYDomain Admins
TESTiDomain Users
E;‘] TESTYGISEi
& bestijscovil
A TEST\lsavage
[ Server Roles
[ Credentials
[ Crvptographic Providers
[ Audits
[ Server dudit Specifications
[ Server Objects
[ Replication
1 Managerment

ﬁ ﬁ bbb
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Click on Search and make sure you are connecting to your domain as the location and add
groups as a selectable item from Object Types. Click ok when you’ve found the group. In this
example, we’re using test\GISView. Make sure the default database is selected to something
other than master. Since these users are going to a view only group, we’re assigning the group
to the replica as the default database.

24 General

124 Server Roles
f User Mapping
124 Securables
A Status

Server
test-db

Connection:
TESTulzavage

2 View connection properties

‘t_s Script + u Help

M= E3

Login name: ITEST\GISVlew
& Windows authentication

' SOL Server authentication

Password: I

Conlirm password: I

= Specify old password

Old password. I
¥ Enforce password palicy
¥ Enfarce password expiration

¥ User must change password at nest login

€ Mapped to cerlificate I

" Mapped to asymmetric key I
™ Map ta Credential |

L | L e L

Mapped Credentials Credertial Prwidzr

Default database:

<default:

=

Default language:

Search.

Aidd

Femove

Cancel
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6. In the TOC of the Login - New dialog, click on user mapping. Check the boxes next to the
databases you want the group to be assigned to. Just keep database role membership for
<database> set to public. We’ll let the Enterprise Geodatabase control privileges. Click ok.

E Login - New !EE
Selecta ‘S Script - Lj] Help
2 General
::: ai::j;;?:g Users mapped ta this lagin:
1 Securables ap | D atabase | User | Default Schema |;|
A Status Il GEAw/ork00

- LucityGIS

[ master

- model

[ madh

I Fiazter TESTA\GISView dbo o

[~ Replica TESTAGISView .

[ ReportServer

[ ReportServerTempDE

- tempdb -

I™ | Guest account enabled for: Beplica

Database role membership for: Replica

[] db_accessadmin
[[] db_backupoperatar

Eairl\-fdelg: [[] db_datareader
[[] db_datawriter
Connection: [ db_ddladmin
TESTWsavags [ db_denydatareader
3 Wiew connection properties [ dh_denydatayiter
[ db_awner
[[] db_securityadmin
|| public

Cancel |

¥
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Change/Add Privileges

In the previous exercise, we created two types of role scenarios. One is using the enterprise
Geodatabase tools to create a role with multiple users which can be revoked per user. The other is
allowing Active Directory Groups to be assigned like roles. Now, we are going to assign privileges to

those roles.

1. Go to ArcCatalog database connection as administrator and right click on the data you want to
add privileges to. Remember, you can multiply select one object at a time (Feature Datasets,

Feature Classes, and Tables). In this example, we’ll be adding the active directory group we

created. Select Privileges.

Lucity IS, DB,
[HLucityaIS. DEO. El
HLucityals. DBO | L)
[HPLucityaIS, DB, %
[HLucityIS. DBO.
[ Lucity IS, DB,
() LucityGIS. DBO.| =

Copy  Chrl+C

Delete

Rename Fz

[ Feature Dakaset

Feature Dataset
Feature Dataset
Feature Dataset
Feature Dataset
Feature Class

E=l LucityGIS. DBO.

LucityaIs, dbo.§

Refresh 7 Feature Class
Marnage J | Analyze,.,
Mew 3 Add Global 1Ds. .
Impork ,,_C Privileges... )
Export ]
ET* Properties. .. Unreqister As Yersioned

Enable archiving

Enable Editar Tracking...
Disable Editar Tracking

Create Versioned Yiew

2. Click on the user/role you would like to add. Click ok.

,;.T' Privileges
Replica.DBO. Lucity TRAFFIC

User/Role

Select  Insert

M=l E3 | 57 user/Role !EIB
| I Name I Type I l
[ dbo User
Update  Delete I~ guest User
[T public Public
[~ TEsT\arcgis User
[T TEST\GISEdit Group
[V TEST\GISView Group
[ test\jscovil User
User/Role |

Cancel |

Add

QK I

Cancel

Apply
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3. Since the GIS View group is read-only, only keep the select box checked. Click ok.

il Privileges Mi=] E3

Replica.DBO. Lucity TRAFFIC

UserfRole Select  Inset Update Delete

| TEST\GISView v I I I

0K Cancel Apply
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Analyze and Index

Analyze and index is something that you want to do on a regular basis if you creating and adding
features to your database. This will allow for better faster access to your database. Make sure ArcGIS
Server services are stopped before rebuilding indexes.

e Go to your database connection and select on the objects you want to analyze and rebuilt
index. Right click on the select items and go to manage/analyze. There is no feel good
complete dialog given so let the wheel turn until complete.

Contents | Preview I Description

MName Type
@-DBO.STNETG_AddressLocator Locatar
@-DBO.STNETG_CreateAddressLo... Locatar
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
SDE Feature Dataset
e eature Dataset
I:-__']demo.DBO.CM @ Cop ittt eature Class
|:-__']demo.DBO.CM Paste Ctrl+V eature Class
ESldemo.dbo SDE| % Delete

Rename F2

P

— Refresh F5
Manage 3 || Analyze... ”
New v #dd Global IDs, '
- Analyze
Impaort » Privileges..,
: Analyze this dataset to update the
Export » Register &5 Vers| npmS skatistics,
Propetties... Unregister &s W

Fequires a Standard or an
Advanced license and is disabled
Cisable &rchivin  with a Basic license,

Enable &rchivin

12
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Compression

What is Compression?

Is a process of moving rows of data from the delta (add and delete) tables to the base tables of the
feature classes. This is a versioning performance process.

If your data is in default and you have the data versioned, you should compress.
Performance and Data Integrity Tip: Analyze statistics and rebuilt indexes before and
after compression

Data Integrity Tip: Compress at least once a week

Data Integrity Tip: Compress after large loads of data or major changes in data

There are several ways to compress your database. Below are the different ways to compress your

database.

1. Using Python

a.

Open ArcToolbox and go to data management tools/Geodatabase
Administration/Compress

Open the Python dialog by going to the Geoprocessing Menu and left click on Python

A dialog window will open for Python. Left click on the Compress tool in ArcToolbox
and drag the tool within the Python window

Notice that the Python dialog has been updated with the new function

2 QEENDFEAA N0 «» 3 0@y

g [ e,

‘Gooprocessng tod 1o compress an erterprise geodatabase

13
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Now open the database connection you would like to compress. Make sure the

connection has rights to perform a compress. Drag and drop the connection into the
Python dialog

Hit the Enter button on the keyboard as this will execute the command. On the right,
the dialog will show the start time and how long it took to complete the operation.

Custamizs Windows  He.

[Tl TP

CIE N A )

B
Sl e oy

Contzris | Proview | Descriion |

Hare LuctyGIS defaudl oia. cde
Tipe  Database Connection

L# A Database Correction

Cormr: s
P Dt ineroperatiy Tooks
[-5> arcpy.cCempress_managem®wgr'Database Connections ct Time: Ve Tooks
L cbage. et o8 5 L 4—31.} - 1z 1z
@ (3 Lo

1 Raster ok osasde
L Rephcs. defaut 05 538

& Aracimerts
& b

2012 (Elapsed & Dutrbuted Grodatabase.
P> 0 =econds) l:mmn““m
@ 0 15 servers =
9 My st e bz
-
e Gererd

& Seneraicain
& Geodstabase Acinbiration

., Chare Frivieges

\ s
#, Croste Detsbose User

., Crosts Enterpiss Gaodatabase
. Crmste fole

#, Upgrade Datasst
 Unyacs Goodtabess
i, Ungrace Spabal Reference
1 & Geomeic Network
&
= B oty
& Jons

1 s LS Dataset
1 Ry Ly e Tod Vs =
Posi
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2. Using the ArcCatalog Tool
a. Right Click on a database connection in the ArcCatalog TOC

b. Choose Administration/Compress Database

. i mimim i fm e mmemim = e

L8 CEUBREER 3 Copy Ctl+C  |LucityEQUIP SDE Feature Dataset
xd repldefault LucityFACILITY SDE Feature Dataset
5*‘:' repl.default X Delet LucityPARK SDE Feature Dataset
L vector.defa elete )
LucityRIGHTOFRWAY  SDE Feature Dataset
ﬁ GLS Servers Rename F2 )
2 My Hosted Ser| - Fafresh s LucityROAD SDE Feature Dataset
| RETRES LucitySEWVER SDE Feature Dataset
T e b |LucitySTORM SDE Feature Dataset
Import y [LucitySTREET SDE Feature Dataset
Lucity TRAFFIC SDE Feature Dataset
Export 3 .
LucitMAATER DE Feature Dataset
Administration » | Adrminister Geodatabase.., aset
Distributed Geodatabase » | Q Cornpress Database aset
Add User aset
Disconnect Create and Manage Roles | COMPress Database
Connection Properties.., L - T Compress aversiloned
BDE_cornpress_log Table geodatabase. This remowves
Geodatabase Connection Properties.., unreferenced states from the
O Share a3 Geodata Service... SIS s, e Ing) GfEsy
= perfarmance,
[ Properties...

Only the geodatabase
administrator can compress the
geodatabase,

Requires a Standard or an
Advanced license and is read-only
with a Basic license,

Note: Compress process will only compress data that is in read-only mode. If a feature class is
being edited, the compress process will bypass the feature class table and only compress non-
edited data. If you are having problems with compression, please reconcile, post all versions.
Afterwards, delete the versions and make sure all state locks are terminated as well as all users
are disconnected. After all users are disconnected, perform the compression routine. This is
better known as “Zero State Compression”. Afterwards, recreate your versions and you’ll have
clean delta tables. Recommend Zero State Compression at least once a year.
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Spatial and Attribute Indexes

Spatial indexes are managed for you in a sql table. You can delete and recreate the spatial index from
the feature class properties. Spatial indexes allow your spatial data to be queried faster within a grid
concept. Each grid has a size based on the density of your spatial data. In the past, this was a
calculation that needed to be performed by the GIS DBA or GIS Analyst but is now automated for you.
Kudos ESRI!

Spatial Indexes

1. If you are recalculating your feature extent and feel that you want to recreate your spatial
index, right click on a feature class and choose properties.

2. When the feature class properties dialog appears, go to the indexes tab.

Click Delete and Create under Spatial Index at the bottom of the dialog. Click Apply.

Feature Class Properties @
General I Editar Tracking | ' Coordinate Syatemn | Domain, Resolution and Tolerance
Figlds | Indexes | Subtypes | Feature Extent | Relationzhips Representations

Attribute Indexes

RE07_SDE_ROWID_LK
D 507

LUID SID 507
Delete

Unigque: Yes
Ascending: Yes
Figlds:

GloballD
CBIECTID

Spatial Index

This Feature Class has a spatial index named
a500_ix1,

Create

[ 0k ][ Cancel ] Apply

4. This process will recreate the feature class spatial index table for the feature class.

16
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Attribute Indexes

Attribute indexes are used to speed the performance of data queries used on a consistent basis. As an
example, we will manually setup an attribute index for Lucity GIS data. Both the common ID and the
Lucity AutolD will speed up your query performance capability for each feature class that is linked to
Lucity when assigning an attribute index. Lucity now has a tool to add Attribute Indexes for Lucity
linked feature classes in the Geodatabase Configuration Tool. This will be featured in the ACT Class
“Geodatabase Configuration Tool Overview”

1. In the same dialog as the previous exercise (Feature Class Properties), please go to the indexes

tab.
2. Click on the Add button next to Attribute Indexes.
Feature Class Properties @
General I Editar Tracking I #v' Coordinate System | Domain, Rezolution and Tolerance
Fields | Indeses | Subtypes I Feature Extent I Relationzhips I Representations

Attribute Indexes

RE07_SDE_ROWID_LE
o
UUID OID 507

Unique: Yes
Ascending: Yes
Fields:

GloballD
OBIECTID

3. Create LucitylDX for the Name and add the NTG_ID which is linked to the Lucity AutolD.

Add Attribute Index 22

Mame: Lucityw I

|:| Unique
[T Ascending

Figlds
Fields available: Fields selected:

MTG_SHAP_CD o T _ID
MTia_CLM_CD
NTG_INDY_cD
MTG_OWHN_CD
MTia_ID
NTG_DB
LastModBy
LastModDate
LastavnDate
GloballD i

* ¥
& =

leam |

(0] ] [ Cancel

17
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4. Click ok and Apply.

Complete the same operation again by adding LucityCMN index and associate it with the field
NTG_NUMBER which is linked to the Lucity AltID.

Add Attribute Indesx

g

Marme: LucikwChn

[T Urique
[] Ascending

Fields
Fields available: Figlds selected:

MTG_CWN_CD ~ MTG_MUMEER:
MTG_ID
MTG_DE
LaskMadBy
LastModDate
LastSynDate
GlobalID
MTG_MUMBER
SHAPE.len

Lt
- =

4 [.m

(] 4 ] [ Cancel

6. Click Ok and Apply.
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Tune SQL Server space for Geodatabases

In terms of SQL Server space for Geodatabases, the functionality of the Geodatabase is key to how
much space you will need. Recommend splitting up the vector and the raster data into two separate
Geodatabases. Raster should be in its own database. This will allow for easy to manage backups and
system configuration. If you don’t want Raster data in a Geodatabase, | would suggest using the
mosaic tool in ArcGIS which requires an image extension for ArcGIS Server when publishing.

1.

When loading Raster data calculate the decompressed size of the image and set this as the file

size for the initial load. The logfile can be somewhat small as ESRI has changed the transaction
of the loads from one long transaction to iterative raster load transactions. A good rule of
thumb, create logfiles for Raster 1/3 of the size of the Raster database. For the data file size,
find out the decompression size of the complete mosaic raster data or single image size as a
collection. You can choose to use the new mosaic option for raster as this will create a virtual
mosaic dataset like the terrain datasets but that’s totally up to you as the administrator.

- Database Properties - Raster

S Script - u Help

[H=1 B3

gl il

f Filegroups

A Options

f Change Tracking
29 Pemissions

%A Evtended Properties

Server
test-db

Cornection:
TESTlzavage

24 Wiew cornection properties

Database name: IF\aster

Owner: |TEST\Isavage

V| Use full-test indexing

Datahass files:

Logical Mame I File Type I Filegroup

I Initial Size (MB] I Autogiowth / Marsize

Raster_dat Rows ...
Raster_log Log

PRIMARY 1800

| |

By 10 percent, Unlimited

Mat &pplicable 5?5 By 10 percent, Limited ta 203 1

i

| Femove |

Cancel

%

2. For log files, don’t let the log files use unlimited file growth as a looped transaction could bring

your server down.
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http://www.esri.com/software/arcgis/arcgisserver/extensions/image-extension

_E Change Autogrowth for Raster_log I
[V Enable Autogrowth

File Growth

* In Peicent I I'IEIE:
" In Megabytes I 155:

b awimurn File Size

& Limited to [ME) I 5.000 5:

" Unlimited
Ok Cancel |
3. Do the same for the data filegroup.
_E Change Autogrowth For Raster_dat

¥ Enable dutogrowth

File Grawath

¥ |n Percent I 103:
I Megabytes I 155:

bl aximum File Size

* Limited to [ME] | EDDEE:

= Unlimited

k. Cancel |

4. Most Raster datasets are 30 GB to 70 GB once loaded in the Enterprise Geodatabase. You may
want to compensate for the increase. It’s faster to pre-allocate space for Raster before you
load. Don’t allow Raster databases to get too large. As a recommendation, you could split up
Raster databases into separate databases maxing out each one into 300GB databases.

5. After loading, analyze through ArcCatalog and assign permissions. Make sure to backup,
truncate and shrink the log files before making it available to the public.

6. If large loads for vector data or a Geodatabase that is used as an editing Geodatabase, perform
similar operations.

7. Set your growth to a manageable amount within your data storage. For Vector, you can use
percentage. For Raster, you will be adding large amounts of data in one transaction. You
should consider size growth rather than percentage.

If you want to create backups using the SQL Server maintenance wizard, this is an easy step by step
process. However, in our example below, we will be creating backups from SQL Backup Master.

20
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This an optional program to use for backing up SQL Express as well as SQL Server Standard and
Enterprise. Note: when you want 99% assurance of your enterprise geodatabase backups, simply
backup to a known location both offsite and onsite as a file geodatabase.

Enterprise Geodatabase Backups

U Database Properties - Demo EI
Select apage P ogi
cipt = Hel
4 Gereral ‘; " m p
1 Files
27 Filegroups Collation: [SQL_Lalin1_GenelaI_CF"I_CI_AS V]
& Opti
%: CI’TaIE;Z Tracking Recovery model: Full -
1 Permissions Compatibility lexvel: Bulk-bgged
& Extended Properties Containment type: lSiE".P!S i
Other options:
At Shiink False -
Auto Update Statistics True
Auta Update Statistics Asynchronously False N
4 Containment
Diefault Fulltest Language LCID 1033 =
Default Language English
Mested Triggers Enabled True
Transform Moise Words False =
T Digit *ear Cutaff 2049
Connection 4 Curgor
Server Claze Curzor an Commit Enabled False
LUKESAVAGE\SOLEXPRESS Default Cursor GLOBAL
C . 4 FILESTREAM
onnechon:
FILESTREAR Directarny Mame
BEANS savage FILESTREAM NonTransacted Access | OFF
1!} Wigw connection properties a Miscellaneous
Allows Snapshot |solation False
Progress ANSIMILL Diefault Falze i
Allow Snapzhot Isolation
Ready

0k Cancel
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Security Scan Report

Since 10.4.1, Esri has added a security scan python script that will print out possible security issues
with your ArcGIS Server configuration. Below, we will show you how to setup the python script to run
on ArcGIS Server and execute. List of severity is listed on Esri’s Security best practices page.

1. Add python within the environment variables for Windows. Add at the end of the path->
;C:\python27\ArcGISx6410.6

Emvironment Wariables £ Edit System Variable =
User variables For lsavage Variable name: [Path |
Variable Yalue Variable value: E
TEMP c:ttemp
THP citemp

[ mew.. || Edit.. |[ Dekete

Walue ~
Chwindows\system3E; Cwindows; T L
PATHEXT \COM;.EXE; BAT; . CMD; YES; WBE;. J5;....
PROCESSOR_A...  AMDE4

PROCESSOR_ID... Intel&4 Family & Model 60 Stepping 3, G...

w

Wew.. || Edit.. || Dekte |

2. Copy python script from the ArcGIS Server path to a known path (C:\Program
Files\ArcGIS\Server\tools\admin.serverScan.py). In this example, I’ll run the python script from
the root of C:\

3. Execute serverScan.py in command line. | highly recommend to ‘run as administrator’.

o) Administrator: Command Prompt

tnreerverScan.py
[Enter ArcGIE for Server fully gualified domain name: test—web.test.local
Enter administrator username: arcgis

Enter administrator password:

[ferver scan completed — 6 zecurity items noted

[fcan results written to serverScanReport_test—webh_2016-B8-25_html
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4. Click on the html server scan report to view in any browser.

i1
5508

3507

3512

3812

331

3310
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file:/ffCifserverScanReport_test-weh_2016-08-25.htrn|

test-web.test.local

Severity
Important

Important

Eecommended

Eecommended

Eecommended

Eecommended

Potential security items to review

Property Tested

Cross-domain requests

Rest services directory

Feature service operations

Feature service operations

PEA account status

TWeb adaptor registration

ArcGIS for Server Security Scan Report - 2016-08-25

Scan Results

Cross-domain requests are unrestricted. To reduce the possibiity of a
recommended to restrict the use of your services to applications hoste

The Rest services directory is accessible through a web browser. Tnle
reduce the chance that your services can be browsed, found in a web
cross-site scripting (X35 attacks.

Feature service: ValveExercisingThP
Ttus feature service has the update and/or delete operations enabled a
deleted without authentication.

Feature service: LucityGL3_Redlimng
This feature service has the update and/or delete operations enabled a
deleted without authentication.

The pritmary site administrator account iz enabled. Tt is recommended
Server other than the group or role that has been specified in your ides

One or more web adaptors are registered ever HTTE. To allow Serve
HITPS
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Backups

If you want to create backups using the SQL Server maintenance wizard, this is an easy step by step
process. However, in our example below, we will be creating backups from SQL Backup Master.
This an optional program to use for backing up SQL Express as well as SQL Server Standard and

Enterprise. Note: when you want 99% assurance of your enterprise geodatabase backups, simply

backup to a known location both offsite and onsite as a file geodatabase.

Enterprise Geodatabase Backups

U Database Properties - Dermo
Select apage

4 Gereral

12 Files

ﬁ} Filegroups

2 Options

|2 Change Tracking
14 Permissions

% Ewtended Properies

Connection

Serven
LUKESAVAGENSOLEXPRESS

Connection
GBAMS lzavage

_gj i connection properties

Progress

Feady

=N EoR ==

S Script = m Help

Collation: [SQL_Lalim_G eneral_CP1_CI_AS - ]
Recavery model: ‘ ‘Full -

Compatibility level:

Bulk-logged
Containment type: lS_II:n_p[B |
Other options:
Auta Shrink, False -
Auta Update Statistics True

Auta Update Statistics Asynchronously False
4 Containment
Default Fulltext Language LCID 1033 =
Drefault Language English i
Mested Triggers Enabled True
Transform Moize Wiordz False —
Twa Digit Year Cutaff 2049
a Cursor
Close Cursar on Commit Enabled False
Default Cursor GLOBAL
4 FILESTREAM
FILESTREAM Directary Mamme
FILESTREAM Mon-Transacted Acoess off
a Miscellaneous
Allow Snapshot [zolation False
AMSENLILL Disbalt False S

Allow Snapshot Izolation

T
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e Full Backup: This will backup the entire database.

e Intermediate Backups: Captures changes to the database since the last full backup
(also known as differential backups.

e Truncate Logs: Truncates logs to free up space
e Shrink: Shrinks log files.
e Analyze and Index: Analyze/update statistics, and updates indexes

e  We will be calculating an index of 90% capacity for fillfactor (which gives 10% growth
for data indexes). Also, we will retain the backups for 13 days and starting over on
the 14% day.

e Full Backup: Everday at night

o Differential or Intermediate backup: Running every 12 hours
e Backup Logs: Run every 4 hours.

e Shrink Logs: Run after full backup

e Analyze, update statistics and indexes: Run after full backup.
e Create backup copy

o Test Recovery randomly (maybe every quarter)

e For Raster or Large Static Databases (20GB or more), consider separate plan for backup
and recovery. Still backup transaction logs and shrink transaction logs on a periodic
basis.

1. A free or paid tool to use is http://www.sqlbackupmaster.com/. SQL Server Maintenance
Backup Job.

8 S0OL Backup Master v3.1,193.0 [Free Edition] — O x

iwhgn%ls&ar':kun Backup and restore Tools and utilities

T¢ g Expand all jobs

.
Create new Explore View database Run all Stop all Sort backup E— Collapse all jobs
database backup  database backups backup log backups now  backups jobs by B- P 1
Demo # Back up now
Last Run Status: Finished
Backup Summary: 2 database(s) on "(local)” 4 Recaver
Job Last Run: 872472016 6:00 AM
Mest Scheduled Run: 8/25/2016 6:00 A (Full) T Actions
Schedule Surmmary: Full backup every 24 hour(s)

25
ArcGIS Enterprise Administration - Part 2


http://www.sqlbackupmaster.com/

e Create new database backup
&8 50L Backup Master v3.1.193.0 [Free Edition]

{;ﬁ%"ste':fk”p Backup and restore Tools and utilities Help

| ] T Expand all jobs
= nd all jol
@ | & 5oR N s
Create new Explore View database Run all Stop all Sort backup E— Collapse all iobs
database backup | database backups backup log backups now  backups jobs by B pse 2l

e Connect to SQL Server instance, backup databases and add destinations for backup

s I
Current: [Unspecified | 75 Add |§ Remove | 53 Enable T Disable | AN Up Wy Down
[ Choose SOL Server... |

|| Back up all non-system databases (2]
[T] Show system databases

Configuration:

Schedule: Mot scheduled
Job runs as (9): NT AUTHORITY\SYSTEM
Email notifications: On for successes: On for failures

Backup name: Mew Database Backup

Description:

¥ Backup job settings Save | |Cancel| |Help!

Server name;

(local) -

—Server legon

® Connect using Windows Authentication
Choose this option if your current Windows account is a
member of the System Administrator role in SCL Server

() Connect using the following SOL Server account:

Username:

Password:

Test 50L Connection I OK' | Cancel
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e If using Windows Auth, you’ll be prompted for running the backup as windows auth.

General Database |Windows Account| Compression / Encryption  SOL Scripts  Notifications

Run backup as different Windows user
Account name: TEST\Isavage

Password: | ll-.--.-l

| TFest |

Important: When running a backup job as a different Windows user, the specified account will be used to
connect to SOL Server (when Windows Authentication is specified in the database connection settings)
and mowve backup files to their destinations (e.g. a network folder, etc.).

Please see this help file topic for mere information regarding this option.

[] Save these settings as default | save | |cCancel| | Help |
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e Click on the schedule hyperlink. You may want to start this overnight when there is
little chance people are on Lucity/GIS or other sql databases within the sql server
instance.

Schedule

[w] Full Backup Every | 24 5 hrs
Differential Every 12 izl‘ hrs | 0 (= mins (after the full backup)

Transaction Log  Every | 4 2 hrs | 0 = mins (after the full backup)
Start date/time: | 8/6/2015 3:00 PM 1 (applies to full backup)
End date/time: | Enter date =

Days of week: Sun Meon Tues Wed Thu Fri Sat

Load a preset backup plan...

Reset to defaults
Estimated Execution Plan
Date / Time Backup Type | -
Thursday, August 06, 2015 3:00 PM Full
Thursday, August 06, 2015 7:00 PM Transaction Log
Thursday, August 06, 2015 11:00 PM Transaction Log
Help . |Save | | Cancel
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e Click on e-mail notifications hyperlink

General Database Windows Account Compression/ Encryption  S0L Scripts | Notifications

Send email notifications
— MNotify on

Successful backup Failed backup (or completed with errors)

— Motify about

Full backups || Differential backups [v] Transaction log backups

— Motification email addresses

From address: wonderifthisworks@lucity.com

Recipient address(es): itmustwork@lucity.com

— Server settings
(@ Custom () GMail

SMTP server smitp.office363.com

SMTP port: 387

Username: wonderﬁthisworks*@luci‘ty.com
Password: ssssssss

Encryption: Use S5L

Send test message

[] Save these settings as default

|save| |Cancel | H|s:||:iI
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e Save and you can see your Backup plan listed. You can create multiple plans for
different SQL Server instances as well. As you can see, recovery is simple and time
stamped for each different type of backup within the plan.

£ Database Backup Recovery Explorer = O X
Backup Job: Demo *  Start date: Enterstort dote 5 ™ 0
- - \A
Destination: | C:\Backup *| | End date: | Enterend date 1 Refresh Help
Database Name File Mame | Type Created : Size ‘ Action 1
Lucity Lucity-20...  Full /2472016 6:00 AM 120 MB Recover | Delete
Demo Deme-20... Full 8/24/2016 6:00 AM 110 MB Becover | Delete
Lucity Lucity-20...  Full 8/23/2016 7:27 AM 120 MB Recover | Delete
Deme Demo-20... Full 8/23/2016 7:27 AM 110 MB Recover | Delete
Lucity Lucity-20...  Full 8/23/2016 600 AM 120 MB Recover | Delete
Demo Demo-20... Full 8/23/2016 6:00 AM 110 MB Recover | Delete
Lucity Lucity-20...  Full 8/20/2016 6:00 AM 120 MB Recover | Delete
Demo Demo-20... Full 8/20/2016 &:00 AM 110 MB Recover | Delete
Lucity Lucity-20...  Full 8/19/2016 &:00 AM 120 MB Recover | Delete
Demo Demo-20...  Full 8/19/2016 600 AM 110 MB Recover | Delete .
Delete all shown database backup files B Show files not created by the selected destination
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e Add a destination, there are several choices. Pick one.

Local or Network Folder (License required: Free)

?0 FTP Server (License required: Free)

Dropbox (License required: Free)
b Google Drive (license required: Standard)

h:}x Box (License required: Stondard)

Amazon 53 (License required: Professional)

1 Azure Storage (License required: Professional)

Copy settings from existing destination

[[Da not copy] =

Select |Cancel

e Add in your credentials and recycle period.

Local or network folder location:

| Ebackup'mairtenance | Browse...

Open folder location

Optional settings

You may need to specify authentication credentials when connecting to remote (network)
locations. Otherwize, leave these fields blank. Do not specify credentials for local paths.

Usemame: |lest‘dsavage |

Password: |""""'""" |

IMPORTANT: If you specify a username and password above, you must also configure the
backup job to run under a specific Windows user account (see Windows Account tab of backup
job settings).

Cleanup

Deleteversiumdderﬂm days (0 = never)

Test |0|( ||Canc:el|

e Click on backup job settings and change temporary backup folder. Recommend
somewhere local on the server if you can. This will backup and compress the files
before it’s copied to the final destination
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General| Database Windows Account Compression/ Encryption 50L Scripts Metifications

— Temporary backup folder
G:\downloads\maintenance

Browse...

Mote: You can enable remote database server backups by specifying a shared network folder location
above. We strongly recommend against the use of mapped network drive letters for this purpose.
Instead, use UMC paths in the form of \\serverishare, For details, see the related help topic.

—Automatic cleanup

Automnatically delete old differential backup files (after each full or differential backup)
Automatically delete transaction log backup files (after each full or differential backup)

Mote: Enabling automnatic cleanup options will conserve storage space by removing uncessary
differential and/or transaction log backup files at each full and differential backup interval.

Save these settings as default |save| |cCancel| | Help |
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Go to SQL Scripts tab and you can add your maintenance scripts. For this example, the
maintenance script will only run after the full backup is complete and bypasses script on
differential and transaction log backups. The script will update statistics, rebuild indexes, and
shrink the transaction logs. In our setup in this example, this script only fires off every 24 hours at

night.
el Backup Job Settings -
General Database Windows Account Compression/ Encryption | SQL Scripts| Motifications

Before backup job:

After backup job:

EXEC sp_updatestats ~
go —
EXEC sp_MSforeachtable @commandl="print """, @command2="set QUOTED_IDENTIFIER. OMN;ALTER =
INDEX ALL ON 7 REBUILD WITH (FILLFACTOR=90, OMLINE=OFF)'

go

USE MASTER

declare

@isql varchar(2000],

@dbname varchar(64),

@logfile varchar(128) v

Execute the above scripts during full backups only
Note: Maximum length per SOL script is 4,096 characters. Execution errors are logged as warnings within

the SQL Backup Master product log file, and will not halt backup operations.

Save these settings as default Save | Cancel | Help
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Example Script for After Full Backup

--Rebuild Index and Update Statistics
--Rebuild Indexes
Use Master

g0

DECLARE @cmd VARCHAR(8000);

SET @cmd = ‘exec sp_MSforeachtable @command1="print "?"", @command2="set QUOTED_IDENTIFIER ON;ALTER INDEX ALL ON ? REBUILD WITH
(FILLFACTOR=90,0NLINE=OFF)"

EXEC sp_msforeachdb @command1 =@cmd

g0

DECLARE @cmd VARCHAR(8000);

SET @cmd = 'EXEC sp_updatestats'

EXEC sp_msforeachdb @command1 =@cmd

g0

--Shrink Logfiles for non-system databases
USE MASTER
declare
@isql varchar(2000),
@dbname varchar(64),
@logfile varchar(128)
declare c1 cursor for
SELECT d.name, mf.name as logfile--, physical_name AS current_file_location, size
FROM sys.master_files mf
inner join sys.databases d
on mf.database_id = d.database_id
where d.name not in (‘master’, model’,'msdb’,'tempdb’)
and mf.type_desc = 'LOG’
open c1
fetch next from c1 into @dbname, @logfile
While @@fetch_status <> -1
begin
select @isql="USE ' + @dbname + ' checkpoint’
print @isql
exec(@isql)
select @isql="USE ' + @dbname + ' DBCC SHRINKFILE (N" + @logfile + ™, 100)'
print @isql
exec(@isql)
fetch next from c1 into @dbname, @logfile
end
close c1
deallocate c1
g0
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Backup ArcGlIS Server Site

Provided with ArcGIS Server, you can now backup your site. This backup only accounts for the site
configuration not the data. If you have caches, handle the backup of the caches using another copy or
backup utility.

1. On your ArcGIS Server, go to C:\Program Files\ArcGIS\Server\tools\admin and copy the two
python script utilities.

This PC » Local Disk (C:) » Program Files » ArcGIS » Server » tools » admin

-
Name Date modified Type Size

2 backup.py Python File TKB
 convertcachestorageformat.py Pythen File TKB
7 createcacheschema.py Pythaon File 1KB
2 createsenvice.py Pythen File TKB
2 deletecache.py Python File 1KB
= managecachetiles.py Pythen File TKB
< manageservice.py Pythaon File 1KB
2 managesite.py Pythen File TKB
| 2 restore.py Python File 1 KB|

2. Create a new folder in a known location that is easy to get to in command line. As an example,
| created an agsutil folder under the root of c:\.

3. Paste them in the new location.

¥ ThisPC » Local Disk (C) » AGSU

Mame

= backup.py

. restore.py

4. Go to the command prompt as an administrator, run the backup.py script. Make sure you are
connecting to python’s home directory or set python.exe as a path. Below is an example after
setting python.exe path in environment variables.

a. Python.exe c:\agsutil\backup.py -u <ags admin> -p <password> -s http://<localhost or
servername:6080> -f c:\backup\ags

b. After running, below is an example of the output.

|| Aug-28-2014_09-58-13.agssite
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Restore ArcGIS Server Site
Provided with ArcGIS Server, you can restore a backup of your site.

5. Go to command prompt and restore your site using the backup and restore.py script. Below is
an example.

a. Python.exe c:\agsutil\restore.py -u <username> -p <password> -s <localhost or
servername>:6080 -f c:\backup\ags\Aug-29-2014_09-58-13.agssite -r c:\backup\ags

b. This procedure will take some time and your site will be down until complete.

nOpython.exe chvagsutilsrestore.py —u AGE —p QUERzxci234 —s http:~/~lukesavage:
FARA —f c:sbackuphags™Aug-28-2814 59 E8-13.agssite —» c: \hackup\ago

Beginning to restore the site running on "lukesavage' uwsing the site bhackup avai]
[labhle at: c:sbackupsags“~Aug—-28-2014_@A9-5%8-13.agssite

Thiz operation can take some time. You will not receive any status messages and
#ill not he ahle to access the site until the operation is complete...

6. It is important that you reregister your web adaptor to ArcGIS Server after the restore is
complete.

Automate Replica Synchronization using Python
1. Go to ArcCatalog and open model builder. This is the Garfield way of creating python scripts
for the non-savvy coder.

=3l ArcCatalog - GIS Servers

File  Edit ‘Wieww Go Geoprocessing  Custormize  Windows  Help

= 22 ZEFE9E 1 @ [?-551

GIS Semvers -

41

2. In Model Builder, open arctoolbox if not already open and go to Distributed
Geodatabases/Synchronize Changes
- BJ Data Management Tools

+ B Attachrnents

+ B Data Comparison

- & Distributed Geodatabase
#., &dd Global IDs
#., Compare Replica Schema
#,, Create Replica
#., Create Replica Footprints
#., Create Replica From Server
#. Export Acknowledgement Message
#., Export Data Change Message
#., Export Replica Schema
#, Export XML Workspace Document
#., Import Message
#., Impaort Replica Schema
#., Import XML Workspace Document

o = ed Message:
i .
% Synchronize Changes

3. Drag and drop the tool into Model Builder.

36
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3+ Model [E=3 Eol 55

Model Edit  Insert  Wiew ‘Windows Help
B EHBE x| BERENIIEI kS P

[] -

J‘\

%

. Qutput
Synchronize Genda‘t]abas
Changes el

m

Output
Geodatabas
e?

1

4 m b

4. Once tool is in Model Builder, double click on Synchronize Changes box to open the dialog.

Fill in the information appropriately. For reference, please visit the Replica section.

-

’K\ Synchronize Changes =]
- . -
Gendatabase 1 Synchronize
Database Connections|demo. default.osa.sde C hanges
Replica

Synchronizes updates
Geodatabase 7 between two relpllca o

" = geodatabases in a direction
Database Connections|repl.default, osa, sde specified by the user

DBO.Lucity_Demo -

Direction
FROM_GECDATABASEL_TO_Z -
&Cﬂnfhtt Resolution Policy
IM_FAVOR_OF_GDBL -
Conflict Definition
BY_OBJECT -

Reconcile with the Parent Yersion [Single Generation only)

[ OF, ] l Cancel l [ Apply ] [ << Hide Help ] [ Taol Help: ]

6. Click ok. Notice colors change in the dialog. Run the model to test by clicking on the run
button. P
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3 Madel

Model  Edit  Insert  Wiew  Windows

& +HBx /2~ $

Help

Eiancl @O Kb

e Ei=]

Synchronize
Changes

(LI}

»

m

|

7. After successfully testing the model, go to the model menu and click on export/To Python

Script.

5 Model

kodel | Edit  Insert  View Windows Help

B Run
Fun Entire Model
Walidate Entire Model

& Save

Save Az,

BN

Delete Interrmediate Data
Print Setup...

Print Prewview,.,

Print...

Report...

Fodel Properties..,

Diagram Properties...

mE fh ek Rl & &
= ]

Synchronize
Changes

| Export

To Graphic...

Irmport

Close

Ta Pythan Script..,

8. Save in location that has Python and ArcCatalog installed. For example, auto_synch.py under

the root of c:\.
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9. Edit the Python script so that it references arcinfo rather than arceditor. This can produce
errors in your script. Also, add the RED content below to enable logging when running this
script.

# Set the necessary product code

import arcinfo

# Import arcpy module

import arcpy

# Record Logs

arcpy.SetLogHistory(True)

# Local variables:

demo_default_osa_sde = "Database Connections\\demo.default.osa.sde"
repl_default_osa_sde = "Database Connections\\repl.default.osa.sde”

# Process: Synchronize Changes

arcpy.SynchronizeChanges_management(demo_default_osa_sde, "DBO.Lucity_Demo",
repl_default_osa_sde, "FROM_GEODATABASE1_TO_2", "IN_FAVOR_OF_GDB1", "BY_OBJECT",
"DO_NOT_RECONCILE")
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10. Go to Windows Task Scheduler and create a basic task.

Create Basic Task Wizard @

@ Create a Basic Task

Use this wizard to quickly schedule a cormrman task. For more advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane,
Action MNarne: AutoSynchReplica
Finish

Description: | This task will automatically synch the Geodatabase replica)

11. Click next and schedule the synchronization of the replica to whenever you want the
synchronization to take place. Usually each day or once a week will fit most organizations. In
this example, we are going to setup a weekly schedule. Click next.

Create Basic Task Wizard | 3 |
(| TaskTrigger
Create a Basic Task Withen do you want the task to start?
=ty
Wifeekly
@ \eekl
Action ) Ay
Finish o
71 One time
) Wihen the computer starts
) Whenllogon
() Wvhen a specific event is logged
’ < Back ] [ TMext = l ’ Cancel ]

12. In the timeliness of this schedule, | want this to fire off before the backups have occurred so
that my databases stay in tune. In my backup routines, | may have a performance maintenance
script that analyzes, updates statistics and indexes as well as backups the transaction logs and
shrinks the database. Therefore, in this example we’ll set the synchronization to occur after |
leave for the day on Friday. Click next.
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Create Basic Task Wizard | 3 |
O] Weekly
Create a Basic Task
reste 3 pasc fas Start 872772012 [+ 1000:00PM 5[] Synchronize across tirne zones

Trigger
[ weekly [
Action
Finish [7] Sunday [ Monday [ Tuesday [T Wednesday

[T] Thursday Friday [T saturday

’ < Back H Mext » H Cancel ]
13. Choose ‘start a program’ and click next.
Create Basic Task Wizard @
"M Action
Create a Basic Task
Trigger What action do you want the task to perform?
Wieekly

@ Starta program
LD ) Send an e-mail

() Display a message

’ < Back H Cancel ]

14. In Windows Vista and above, we need to add the python program as the script so that it knows
what executable to use. In ‘Add arguments (optional):’, you need to add the location of your

saved python script. Also, in ‘Start in (optional), you need to add the location folder of the

python executable. Once complete, click next.
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Create Basic Task Wizard

@] StartaProgram

Create a Basic Task
Trigger

Wieekly
Action

Start a Program

Finish

Program/script:
Ci\Pythond PArcGLS10, Dypython, exe

Add argurments (optional):

Start in (optional):

&

Browyse...

cthauto_synch.py

chpython2Tharcgis10.1%

| <Back |[ me> || concel |

15. Click the ‘Open the Properties dialog for this task when | click Finish’ checkbox to verify

administrative user to run this task and its credentials. Click Finish.

Create Basic Task Wizard

@  Summary

Create a Basic Task
Trigger

Wieekly
Action

Start a Program

Marme: AutoSynchReplica

==l

Description:  This task will automatically synch the Geodatabase replica

Trigger: Wieekly; At 10:00 PM every Friday of every week, starting 8/27/2012

Action: Start a program; Ci\Python2 P\ArcGIS10. 1 python.exe cihauto_synch.py

Open the Properties dialog for this task when I click Finish
When wou click Finish, the nevw task will be created and added to your Windows schedule,

I < Back H Finish H Cancel ]

16. Check the ‘Run whether user is logged on or not’ radio button and check the checkbox next to
‘Run with highest privileges’.
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-

(D AutoSynchReplica Properties (Lacal Computer) [==]

General |Triggers |Actions | Conditinhs I Settings | History|
Marne: AutoSynchReplica
Location: %
Author: GBAMS\ savage
Description:  This task will automatically synch the Geodatabase replica,

Security options

Withen running the task, use the following user account:

GBAMS\savage Change User or Group...

() Run anlywhen user is logged an

@ PRunwhether useris lagged on or not

[] Do nat store passward, The task will only have access to local corputer resources,

Run with highest privileges

[T Hidden Configure for: | Windows® 7, Windows Server™ 2008 R2 VI
[ OK l [ Cancel ]

17. Test the task by right clicking on the new task and select run.
18. Check the ArcToolBox results history location by going to the following location.

C:\Users\<username>\AppData\Roaming\ESRI\Desktop10.6\ArcToolbox\History
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Options

Versioning

Is an alternative state of the database where you can make edits and changes that will not affect the
base tables. When complete and edits are ready, the parent table will be reconciled and posted with
the child version. Within the Geodatabase, there are two tables that store changes to the base data.
These are called delta tables which are known as Add and Delete tables.

What are A and D tables?

e Atables are add tables. Anytime you add a record or change a record, the changes are added
to the A table.

e D tables are delete tables. Anytime you delete a record, the delete rows are added to the D
table.

e A and D tables are numbered based on the registration_id in the SDE_Table_Registry table.

Example of finding an Add Table.

If you have made an edit to a feature class, you need to get the registration_id for that feature class
and go to the appropriate A table. This is stored in the sde_table_registry in SQL Server. For child
versions, they are subsequent IDs such as default version would be the actual registration_id (A144) and
the child version would be (A145). Same applies to the D tables.

S5QLQuery39.5ql - lukesavag...e (136))° | SOLQueny3dsgl - lukesava,..ge (135)) - SOLQueny33.sql - lukesava...ge (134)) SOLQuery32.s5q] - lukesava,.ge (133))  SQLQueny3lsql - lukesava..ge (132))
JrErEnT Script for SelectTopNRows comwand from SSMS  s®a®a® /
SELECT * FROM [Demo] . [dbo] . [a245]

i

OBJECTID  EXG_UNITID EXG_DESC EXG_TYPECD EXG_TSIZE EXG_TDEFTH EXGFAID EXGD GHAPE GDE_STATEID GiohalD
1P es test 2 HULL NULL NULL e 18 BFDCO353-64D 7-44208343-607254730F 80
2 @ 5578 test z NULL NULL NULL NULL 18 11470 BFDCO3564D 7-4428 6343 60T 25AT30F BB

When Does Versioning Make Sense?

The option to moving edits to base tables is a scary thing for GIS people. Why?

e You can edit simple data only—points, lines, polygons, annotation, and relationships.
You cannot edit a feature class in a topology, geometric network, or terrain.

e You cannot archive changes for the dataset.

e You cannot replicate the dataset.

e  When you edit the DEFAULT version or post a version to the DEFAULT, you do not have
the ability to resolve conflicts, so it is possible to overwrite another user's edits.
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How to Create a Version

1. Right click on a Database Connection link in ArcCatalog TOC or right click in the white space in
the contents tab in ArcCatalog

cCatalog - Database Connecti efault.osa.sde

Fle Edt View Go Geopracessin

alehE @B x

Customize Windows  Help

HQEEEDHE QR N0« 9|0

-]
[Database CannestionsLuciyIS. defauit osa sde =l ¢ ety GsToos - o)
S B E M
[coconmee Y e o ey M
=1 £ Folder Connections e |1ype reTookbox
i 30 Analyst Tael,
£ Ciltemn & DBO.STNETG_Crestenddressloca,., Locator S
£ C:\Usere|jsavage|DocumentsiarcGIs B Analysis Tools
& ek Lucity GT5. 080, LandBase: SDE Feature Dataset & Cartography To
akaxes D Lucity GI5. DBO. LucityEQUIF SDE Feature Dataset c Tool
7] Database Servers onversion Tool
= B Database Connections [CPLucityGls, 080, LuctyFACILITY  SDE Feature Dataset ) Data Interopere
LucityGT3. DBO. LuckyPARK SDE Feature Dataset 1 B Data Manageme
Add Database Connection g
o defmtt . Lucity GIS. DBO. LucityRIGHTOFWAY  SDE Feature Dataset & Attachment:
Tt s LUty IS, DBO.LuckyROAD: SDE Feature Dataset &: Data Compz
et e e ot 5lLucity GT5, DB Lucky SEWER: SDE Feature Dataset ) & Distrbuted ¢
e CLucityGTS, DBO. LuckySTORM SDE Feature Dataset & e “ AddGhl
s@es e oz [BPLucityGls, DB LuckySTREET SDE Feature Datasst 2 Compans
2 add vesls s Lucity GI5, DBO, Lucky TRAFFIC SDE Featurs Dataset = o Createf
2] e A"IMS :"’e' L ucity@I5.0B0. LucityWATER SDE Feature Diataset: X Delete N reatet
2 s oo CLudtyGIS.DBO.LuckyWATERDIST  SDE Feature Dataset R = o E’Eat::
A s 5 PLucity GIS. DB, LuckyWATERRAW  SDE Feature Dataset . P < r_xw: .
P i CLucityGIS.DBO.LUCEyWATERREC  SDE Feature Dataset = Refrest i P
e (=it GI3. DB CMGERINYG SDE Feature Class New » < e
517 arcgis on test-web_6080 (admin) = ‘. Export?
. - Lty G5, DB CHSWASTEG SDE Feature Class & oot
515 areais on test-web_6080 (user) Impart v “, Import
5 oo ity GIS. DBO. geclocate_fox SDE Table = Tmparte
' Hosted Services ElLuityGIs.dbo. SDE_compress g Table Export r = mports
Administration v administer Geodatabase... "
Distributed Geodatabase v|@ i
Add User o
Disconnect Creste and Manage Roles
Cormection Propertss... & Fle Geodate
Geodatabase Connection Froperties. & General
E & Generatzati
3 Share as Geodeta Service. . & Geodatabss
s Geometric N
[ Properties... &
& Graph
& Indexes
s Joins
& LAS Dataset

Ain ArCSIS geopracessing taol that synchronizes updates between twa replca geadatahases in a drection specfied by the user.

2. Click on Administration/Administrator Geodatabase.

3. Right click on the Default version and select new version

Geodatabase Administration (DBD

Versions | Connections I Locks |

— Filtering
MName: I Owner: I I

Mame Qwner  Modified

DEFAIR T dbo BA12012 3:33:22 Pai_ I

6282017 7:14:32 A FH Recondile Version
2y Mew Version

X Delete Version
) View Locks

REfreshl 2 of 2 Versions at 8/27/2012 11:08:06 AM 3

Transactional Tree View | Reconcile Order Historical

4. Create a Name for the new version and select public. Click Ok.
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wl Mew Yersion oy m]
MName

[ Test

Dezcripticn

This is a test version

Access

" Private
% Public
" Protected

QK I Cancel

5. What’s the difference between Access types
e Private: Created user eyes only; no one has access unless owner of the version

e Public: Everyone can see the version and create versions from. If you have edit
privileges, you can edit the version.

e Protected: Everyone can see the version but cannot edit the version unless owner.
Everyone can create versions from.

6. This is now the child of Default and is listed in the Geodatabase Administration dialog.

w Geodatabase Administration (DEO@TEST-DE /LucityGIS)

Versions | Connections | Loicks I
I — Preperties
— Flteri
i Name: Test
’ . -
Name: I Owner: I J Owmer: =
Name  Owner Modified Parent: Idho.DEFAULT
| pERauL T dbo |8/1/2012 3:35:22 P | o
—— D tion:
edit  |DBO __ |6/28/2012 7:1%:32 AN o
DBO 8/1/2012 3:33:22 PM |Thi5 is a test version

Access: IPuinc vl

Created: 8/27/2012 11:14:04 AM
Modified:  8/1/2012 3:33:22 PM
Is Blocking: False

Is Replica: False

Refreshl 3 of 3 Versions at 8/27/2012 11:14:05 AM 3 Is Locked: False

Transactional | Tree View | Reconcile Order I Historical
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Replica

A replica is a copy of a database using GUID attributes that synchronize from the parent to the child
databases or vice versa. There are several ways to create a replica but we will be creating the most
likely replica used which is a one-way replica. One-way replicas are easy to setup and are handy for
the administrators to offload view only users off the production database while performing
synchronizations from time to time. Keeping the database in synch when production changes have

been approved is a nice way to distribute your data to users while retaining data integrity, security and

flexibility.

1. Prepare your data for a replica. Go to your database and right click on Feature Datasets, and
go to manage/add global ids. Global Ids are necessary for the Geodatabase to keep track of
changes in each database that is a part of a replica.

Note: Data must be registered as versioned

4 DBO.STNETG_Addresslocatar
@- DECLSTMETG CreatedddressLo...

dermo. DB, Lucit,

dermo.

10, LucitygR

1] Lrit TFRRFC
@ Copy  Ctrl+C

Locator

Locator

5DE Feature Dataset
5DE Feature Dataset
ZDE Feature Dataset
SDE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset
EDE Feature Dataset
SDE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset
5DE Feature Dataset

(%] dermo.D SDE Feature Class
IEdemD.D Paste  Chrl+Y 3DE Feature Class
Esl demo.dk W Delete Table
Renarme F2
o Refresh F&
| Manage Lnalyze..
Mewy Add Global IDs...
Import Privileges...

2. Do this for stand-alone Feature Classes as well.

3. To create a replica, go to ArcToolbox/Data Management Tools/Distributed Geodatabase and

expand.
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4. Click on Create Replica
ArcToalbox ;L
@ Corversion Tools .
&) Data Interoperability Tools
= B9 Data Management Toals
B Attachrments
B Data Cornparison
= & Distributed Geodatabase
#,, Add Global IDs
;‘h Cormpare Replica Schemsa

%, Create Replica ’

%, Lreate Replica Footprints
. rasta Ranlics Fromm Sansar

ha

m

5. Browse or drag and drop data you want to replicate from into the Create Replica dialog

window. Change the Replica Type to one-way replica. Add the replicated database connection

to replicate the data to. Give the Replica a name.

’(\\, Create Replica

Replica Datasets

Database Connectionsidermo, default.osa,sdeldemo. DEO. LandBase
Database Connectionsidermo, default.osa, sdeldema, DEO, LucityEQUIP

Database Connectionsidemo, default, osa,sdeldemo, DEO, LucityPARE

Database Connectionsidemo, default. osa.sdelderma, DEO, LucityR.OAD
Database Connections\demo, default.osa, sdetderma, DB, LucitySEWER,
Database Connectionstdermo, default.osa, sdetdemo, DEO, LucitySTORM

4 L

Database Connectionsidemo, default.osa,sdetdema, DBO, LucityFACILITY

Database Connectionsidemo, default.osa.sdeldemo, DEO, LucityRIGHT OFWAY

m

CINENEINE I

Replica Tvpe
ONE_WaY_REFLICA
Geodatabase to replicate data to
Database Connectionsirepl.default.osa.sde

Replica Mame
LucityReplica

[y

m

[ Ok l [ Cancel ] [Environments... ] [ <+ Hide Help

6. The advanced settings allow you to change the behavior of your replica. Usually, you would

except the defaults and click ok.

7. Once replica is in place, you can assign privileges.
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Apply Schema Changes to Replica
To update the schema in a replica, there are three tools that you can use to update the schema.

However, there are certain instances where you will need to unregister the replica, delete the replica
feature class/tables/datasets and recreate the replica for the changes to push down from the parent to
the child. Below is a matrix from Esri’s ArcGIS Resources page for schema changes. It describes what

is supported with the update process and what is not supported.

Add Change Drop
Field Y Y (domains) Y
Domain Y Y Y
Table/Feature Class Y Y (domains, add/drop fields) Y
Geometric network N N Y
Topology N N Y
Feature dataset N N Y
Relationship class N Y (add/drop fields, domains) Y

Steps to complete

e Compare Schema in Parent

e Import Schema into Child

1. Open ArcCatalog.

2. Right Click on the Replica database and choose distributed geodatabase/compare replica
schema
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eplica.DEO. Bl copy Chrl+C
9 Replica.DBO.FA| [
T Rreplica. DEO.Lan 3¢ Delote
9 Replica.DBO. MY
9 Replica.DEO.PA Rename F2
[ Replica.DBO.RI] o' Refresh 5
9 Replica.DBO R — , ]
9 Replica.DBO. 5E:
9 Replica.DBO. 5T Impart D
9 Replica.DBO.5TI Export .
9 Replica.DEO. TR
Administr ation N

51 Replica.DBO. W
1 Replica, DEO.W Distributed Geodatabase s

51 Replica.DBO. W,

G

5 Synchranize Changes..

51 Replica.DBO. W, . -
(=) Replica.DEO.cm Disconnect 3, Export Acknowledgment Message...
[] replica.DEO.cm| Connection Properties... B2 Import Message...
=) replica.DEO.cm Geodatabase Connection Properties. ..

Replica.dbo. 50
Bl {3 615 Servers
fidd ArcGIS Server
fidd ArcIMS Server
fidd WCS Server
fidd WMS Server
fidd WMTS Server

ArcGIS on services, arcgisonline,.com (user) Compare the schema of the dakain a
replica ta the relative replicas

Share a5 Geodata Service. ..

o
st

Impart Schema Changes. ..

@

Properties. .. Export Replica Schema,

Compare Replica Schema,. [

Manage Replicas. .. [

| a8
@ et |

Compare Replica Schema

arcgis an test-web_6a43 (admin) schema. The result is a replica

(5] My Hosted Services schema changes File that can be used
[F5) Ready-To-Use Services to apply schema changes ta the
relative replica,

3. Browse to the parent geodatabase
4. Choose Replica Name if you have multiple replicas

5. Choose a location to save the replica schema changes xml file

Compare Replica Schema Wizard =

This wizard exports the schema changes between a relative replica and vour replica.

Choose the relative replica schema to compare:

@+ Geodatabase:

I test-db-sde:sqlserver:test-db-LucityGIS = |

¢~ Replica schema XML fil:

| =

Replica narme: DB, Lucity ﬂ

Replica type: Cne way parent ko child

Output replica schema changes XML File

Ciikempcompare, xml = |

about comparing replica schema

Finish I Cancel

6. After complete, right click on the Replica database and choose distributed geodatabase/import
replica schema
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4= PVOSLEL D1 AU DD, SUS I

'ﬁ Replica.DED @ Copy LS
@ Replica.DBO| 1

IﬁRsphca.DBO ®  Delete

'ﬁ Replica.DED
'ﬁ Replica.DED

@ Replica.DEO = Refresh i
lﬁ Replica.DEC Mew »
'“T‘_‘ﬂ Replica.DED
'ﬁ Replica.DED
[0 Replica.DEO Export »
lﬁ Replica.DEC

Rename F2

Irnpott »

Administration »
@ Replica,.DED =
31 Replica.080 Distributed Geodatabase 3 | Sy Synchronize Changes. ..
@ Replica.DEO
Replica,.DBO . ol
E Rszhca pro| Dot 8, Export Acknowledgment Messsge. .
(%) Replica.080 Connection Properties. ., E% Import Message. .
= Replica.DED Gendatabase Connection Properties. ..
Replica.dbo,|
a @ 15 Servers d  share as Geodata Service. . |§:E Impart Schema Changes. .
e . v@—‘
X7 add arcGIs Servi [+ Properties...

Expurtlicricalectenat Import Schema Changes

| add IS Server

:J d Compare Replica Schema. ..
- Add WS Server

Import replica schema changes from a

48 o | &
@ st [

*= Manage Replicas. .. replica schema changes file. This file
ﬁ 'qjj WS Server g o is generated by comparing the

EE] Add WMTS Server schemas of replicas in a replica pair.
x| AroGIS on services, arcgisonling. com (user) Schema differences ocour when

= ) ) schema changes are applied after the
_ S\ aregis on teft web_6443 (admin) e e ko]
My Hosted Services

P mmmds T e o

7. Locate the schema change xml file generated and add to the import schema changes wizard
Import Schema Changes Wizard

Thiz wizard irparts the schema changes from a relative replica to your replica.

Choosze the replica schema changes «mil file:

C:\temphcompare. sml EI
Replica name: DEO.Lucity
Replica type: One way parent to child
Irport to database: test-db-gde:zglzervertest-db-Replica

About importing scherna changes

< Back I ext > I Cancel

8. Review the information and click next

9. In the next screen, you should see the changes to the schema to apply. In this scenario, we
deleted a field called ‘test; short int’.
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10. Click Finish and Synchronize Changes.
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