+lucity.

TRAINING GUIDE

ArcGIS Enterprise
Administration Part 1

clarity through connections  wwwilucity.com 10561 Barkley, Suite 500 Overland Park, KS 66212 913.341.3105



ArcGIS Enterprise Administration- Part 1

Here at Lucity, we understand that our software is requiring more skills in ESRI technology and
these Esri systems can be difficult to manage without training. In this workshop, we will
explore the nature of ArcGIS Enterprise v10.6.1, touch on key principles and techniques, as
well as explore best practices for integration into Lucity. We will cover some key
administration best practices for: design, setup, maintenance, and optional editing workflow.
Even though we won’t be covering the full gamut of ESRI technologies, we will be focused on
the administration of ArcGIS Enterprise, how this relates to the IT and GIS administrators and
what are some basic principles for enabling ArcGIS Enterprise to be compatible with Lucity.
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Setup

ArcGlS Server Design

ArcGIS Server 10.2.2 and higher are supported for Lucity; however, some functionality
won’t be available prior to ArcGIS 10.4.1.

Support Windows Server 2008 R2 sp1 or higher

e For Virtualization, recommend Windows Server 2012 R2 or higher

Server should have 2 cores minimum and 4GB of RAM per core. For a 4-core system, you
should have at least 16GB of RAM.

SQL Server 2012 sp3, 2014, 2016 and 2017 are supported

If using ODBC drivers for SQL Server 2016 and higher, use ODBC Driver v17. Otherwise, use
ODBC Driver v11.

If you have virtual servers, make sure you dedicate resources and have the latest VMware
or Hyper-V software available. Based on ESRI’s testing, Virtual software is the key to many
performance issues. Make sure in VMware environments that you subtract overhead of two
cores for the Virtual Environment so ArcGIS Server map services doesn’t pool across the
Virtual overhead cores. If you don’t, you will see a significant performance decrease in
ArcGlIS Server.

Try to limit map services to utilize 4 pools per core maximum. Anything more than that,
you could allow ArcGIS Server crashes when many people are simultaneously hitting your
server.

If you have a dedicated system for ArcGIS Server, try creating a RAID 1 SSD configuration
for your hard drives. Also, use the latest version of SSD standards as this will increase
performance and reliability. For all new SSD cards, it will take at least 40 years before
they reach their read/write maximum. This benchmark test was performed on a 24/7
continuous read/write routine. If SAS drives, use RAID 10 with a good RAID controller.
However, SSD is now the current standard of the industry.

Space depends on caching. If you plan to cache imagery, please account for large image
files. Remember, each scale in the cache will have separate tiles for each scale. If you
have 9 scales within a cache, you will have nine separate tiles of cache. Smaller scale
images will be smaller in size and the larger scale images will be larger in size.

10.6.1 installation automatically configures HTTP and HTTPS Secure Design for new
installations. Upgrades stay the same as previous versions.

For Lucity, we use ArcGIS Tokens for authentication mode. Do not use Web Tier
Authentication as Lucity doesn’t support it.

Lucity Web, Lucity Services, Lucity Mobile Server servers and mobile devices need access to
the map service rest endpoints to function.
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ArcGlS Server Setup

1. Download the ArcGIS Server program. You may also want to download the ArcGIS
Server Web Adaptor for IS as well. The web adaptor can be placed on internal and
external web servers.

Note: When installing ArcGIS Server on a separate server than your SQL Server 2012 sp3 or
higher instance, you need the ODBC drivers supplied at MyEsri.

Files File Size Action

ArcGlS Server

ArcGIS Enterprise (Windows)

Additional Information 2.13GB Download

Portal for ArcGIS

ArcGIS Enterprise (Windows)

Additional Information 1.0 GB Download

ArcGIS Data Store

ArcIS Enterprise (Windows)

Additional Information 45491 MB Download

ArcGIS Web Adaptor (1IS)

ArcGIS Enterprise (Windows)

Additional Information 23.00 MB Download

ArcGIS Web Adaptor (Java Platform)

ArcGIS Enterprise (Windows)

Additional Information 32.82MB Download

ArcGIS Enterprise Builder (Windows)

ArcGIS Enterprise (Windows)

Additional Information 4.86 GB Download

Database Server (Workgrou
( g p) Additional Information 188.45 MB Download
ArcGIS Enterprise (Windows)

ArcGIS GeoEvent Server

ArcGIS Enterprise (Windows)

Additional Information 281.31 MB Download

ArcGlS Data Interoperability for Server

ArcGIS Enterprise (Windows)

Additional Information 841.79 MB Download

ArcGIS Data Reviewer for Server
Additional Information 42.82 MB Download
ArcGIS Enterprise (Windows)

ArcGIS Workflow Manager for Server

ArcGIS Enterprise (Windows)

Additional Information 14.54 MB Download

ArcGIS Enterprise Cloud Builder on Amazon Web
Services (Windows) Additional Information 81.11 MB Download

ArcGIS Enterprise (Windows)

ArcGIS Enterprise Cloud Builder for Microsoft Azure

Web Services Additional Information 1200 KB Download

ArcGIS Enterprise (Windows)

ArcGlS License Manager (Windows
g ( ) Additional Information 2246 MB Download

ArcGIS Enterprise (Windows)

ArcGIS License Manager (Linux)

ArcGIS Enterprise (Windows)

Additional Information 126.86 MB Download

2. Start the install for ArcGIS Server Windows after program extracts
3. Once installation starts click next.

ArcGIS Enterprise Administration - Part 1


https://my.esri.com/

B ArcGIS Server 10.6.1 Setup Py

Welcome to the ArcGIS Server 10.6.1 Setup
program

It is strongly recommended that you exit all Windows programs before
running this setup program.

Click Cancel to quit setup and clase any programs you have running.
Click Mext to continue the installation.

WaRMING: This program is protected by copyright law and international
freaties.

Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under law.

Help < Back Cancel

4. In the next dialog, click on ‘I Accept’ and click next.
5. In the next dialog, accept the default features and click next.

73 ArcGIS Server 10.6.1 Setup x

Select Features

Please select which features you would like to install,

Click on an icon in the list below to change how a feature is installed.

Feature Description

= v| \NET Extension Suppart The GIS Server hosts GIS Services that are
accessible through REST and SOAP. The GIS

Server is administered using Manager and
browsed using the Services Directory.

This feature requires 3293MB on your hard
drive. It has 1 of 1 subfeatures selected. The
subfeatures require 3272MB an your hard
drive.

Install to:

C:\Program FilesharcGIS\Server, Change

Space < Back Cancel

For python, this is needed for geoprocessing and click next.

In the ‘Specify ArcGIS Server Account name and password’, create a username and
passwords for ArcGIS. Recommend adding ‘arcgissvc’ as a user within Active Directory
and add this to ArcGIS Server Account information <domain>\<user>.

No
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#8 ArcGlIS Server 10.6.1 Setup %
Specify ArcGIS Server Account

Specify the account that the ArcGIS Server processes will run as.

@ Specify the account narme and password:

ArciGIS Server Account: |test\arcgissvc

Password: ||"""" |

Confirm password: || [ — |

I have a configuration file with the account information generated by a
previous run of this setup.

Filenarme: Browse...

8. In the next screen, you will be given the option to export your configuration; this is
recommended and will be helpful during upgrades. Click next and install.

#B ArcGIS Server 10.6.1 Setup X

Export server configuration file

Export server configuration file

Exporting a server config file helps you with installing multiple systems that use the same server
configuration. It will create the user account, and grant it the necessary privileges on the systemn
based on this configuration file.

ODD not export configuration file,

(@) Export configuration file. This file should be placed in a properly secured directory,

Filename: Ch\arcgis_server _config.xml Browse...

9. When finished, you will need to activate.
10. When finished activation, you will be prompted to create a new site.
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O ArcGIS Server Manager

ArcGIS Server Setup Wizard

This machine does not currently participate in an ArcGIS Server site. You can either create a

new site or join an existing site.

[ create New site | [ Join Existing Site |

11. Click on create a new site and supply the username and password for the site
administrator account. Click next.

O ArcGIS Server Manager

Primary Site Administrator Account

Create the account that will be the primary administrator for this ArcGIS Server site. This is
a new account that is stored with the site and is not an operating system account. You will
use this account when logging in to Manager.

Username: AGS

Confirm Password: [essssessess
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12. Specify the root server directory and configuration storage. Your server configuration
is stored in the config-store directory and your working directories are stored in
directories (arcgiscache, arcgisjobs, arcgisoutput, arcgissystem). In this example we
will take the defaults.

O ArcGIS Server Manager

Specify Root Server Directory and Configuration Store

When you create an ArcGIS Server site, several directories are installed to store output
images, gecprocessing job results, cached images, and more. You can choose this location,
but it must be accessible from each machine in your site.

Root Server Directory: |I:\aregisserver\directories |

The config store holds information about the GIS server's machines, services, and
directories. You can choose the location of the config store, but it must be accessible from
each machine in your site.

Configuration Store:  |C:\arcgisserver\config-store ]

13. Click next and finish when done.

ArcGIS Server does not need a web client to run. ESRI chose to use Tomcat as the
servlet engine for ArcGIS Server and can be a stand-alone system if used
internally. However, if you want to serve webpages out through IIS, consider
installing a Web Adaptor. ArcGIS Server web adaptor will act as a proxy server
that will pass requests to and from ArcGIS Server. Web Adaptor will also be able
to create an alias URL location for your ArcGIS Server. ArcGIS Server by itself
needs to have port 6080 or 6443 as the rest service endpoint for the URL. For
example: http://<internalservername>:6080/arcgis/rest/services or
https://<internalservername>:6443/arcgis/rest/services is the URL without the
Web Adaptor. When using the Web Adaptor, requests can be masked through an
alias URL designation http://<URLname>/<virtualdirectory>/rest/services. The
Web Adaptor takes care of the requests to and from ArcGIS Server using port 6080
or 6443 and translates it to the user. The Web Adaptor for ArcGIS Server can be
located on ArcGIS Server machine running IIS or on a different server within the
LAN or a DMZ. For internet and intranet based ArcGIS Server services, it’s
recommended to use a DMZ with the firewall open from DMZ web server to the
internal ArcGIS Server on port 6443. The Web Adaptor will be installed on the DMZ
web server. Also, it is highly recommended that the Web Adaptor uses HTTPS as
the protocol within a secure design as well as running ArcGIS Server as HTTPS
and HTTP. By default, new ArcGIS Server 10.6.1 installs http and https protocols
automatically. In ArcGIS Server design section, we have added a diagram of what
this actually looks like.

ArcGIS Enterprise Administration - Part 1



Connect to ArcGIS Server from ArcCatalog
1. Open ArcCatalog and go to the TOC. Expand GIS Servers.

Catalog Tree

£ Folder Connections
ﬁ Toolboxes
[ Database Servers
£l Database Connections
= HE GIS Servers

X Add ArcGIS Server

2. Click on Add ArcGlIS Server and choose Administer GIS Server. As a note, you can add
users to be able to publish gis services without having administrative rights.

Add ArcGIS Server =]

This wizard guides you through the process of
making a connection to an ArcGIS Server, You can
create a connection to use, publish, or administer
QIS services,

What wauld you like to do?
() Use GIS services
(1 Publish GIS services

@ Administer GIS server

< Back MNext = l l Cancel
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3. In the general dialog, you need to add the URL and the username and password for
administrating the server. Make sure you use the exact case for your username and
password as ArcGIS Server is now case sensitive. If Web Adaptor is installed, you can
use the Web Adaptor URL to connect to ArcGIS Server if it is setup to accept
management. Because 10.6.1 installs http and https, you may need to accept
certificates when connecting.

General x

Server URL: https:jjactags: 6443/ arcgis

ArcGIS Server: http:j/gisserver,domain, com:6080/arcais

Server Type: ArcGIS Server ~

Staging Folder: | C:\Users\lsavage\AppData\Local| Temp| 3\ arcBO354S

[“] Use ArcGIS Desktop's staging Folder

Authentication
User Name: | AGS |
Pmswud: | ........| |

[+/] 5ave Username/Password

About ArcGIS Server connections

<Back [ Finsh | = cCancel

4. Click finish.

ArcGIS Enterprise Administration - Part 1
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ArcGIS Enterprise Updates

It is recommended to keep your enterprise security and service patches up to date.

5. Go to the Start Menu/All Programs/ArcGIS app folder and choose Check for Updates to

check for ArcGlIS Server patches. Click on Install All Patches at the bottom right corner

and start.

IE: Check for ArcGIS Enterprise Upd..

B} ArcslS Enterprise Patch Notification

IEl Install Patches

gr Install Patches

Usethe checkboxes to enable the patches youwantto download and install. Click the Start button to hegin. Click Cancel All to cancel installs

Patch List \

Enabled |Patch Name Product Date Progress | Status

[ ArcGIS (Deskiop, Engine, Server 10.6.1 Geoprocessi.. ArcGIS Server 20180803 0% = Mot Started

ArcGIS Enterprise Administration - Part 1

>
Installed Components B
ArcGIS Server 10.61
Available Updates
ArcGIS Server
ArcGIS (Desktop, Engine, Server) 10.6.1 Geopracessing Service Patch o
Froducts: ArcGI5 Server, ArcMap, ArcGIS Engine d—
Release Date: Aug 2, 2012
Installed Patches
ArcGIS Server
(none)
To browse a full list of Esri patches and service packs, visit the Esri Support site:
hittpeffsupport.est corm/Downloads
{’é} Install Security Patches | ‘
X

‘ Cancel All
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Installing and Configuring ArcGIS Server Web Adaptor

1. Download the ArcGIS Web Adaptor (lIS) and install. If IS is not setup with features,

ArcGIS Server Web Adaptor will configure 1IS for you with the features necessary to run

the Web Adaptor.
Files
ArcGIS for Server
Portal for ArcGIS
ArcGIS Web Adaptor (IIS)
ArcGIS Web Adaptor (Java Platform)
ArcGIS Data Store for Server
ArcGIS GeoEvent Extension for Server
ArcGIS Data Interoperability for Server
ArcGIS Data Reviewer for Server
ArcGIS Workflow Manager for Server

ArcGIS Server Cloud Builder on Amazon Web
Services (Windows)

ArcGIS Server Cloud Builder for Microsoft Azure
Web Services (Windows)

ArcGIS License Manager (Windows)
ArcGIS License Manager (Linux)

ArcObjects SDK for the Microsoft NET
Framework

ArcObjects SDK for Java (Windows)

2. Start the installation of the web adapter. If IIS is not configured, the installation will
enable the features for you. Click | agree and watch the magic happen.

° ArcGlS Web Adaptor (15) 10.6.1

IIS requirerments verification

The &roGIS Web Adaptor (11S) 10.6.1 setup requires that specific 11S

components be installed before proceeding.

Guides

Install guide
Install quide
Install guide
Install guide
Install guide

Install quide

Install guide

Install guide:

Install guide

Reference guide

Reference guide

R The components listed below with an 3 are missing.

File Size

1.62 GB

981.93 MB

2258 MB

25.02 MB

211.66 MB

221.48 MB

658.35 MB

53.01 MB

12.69 MB

80.91 MB

16.00 KB

19.13 MB

126.56 MB

387.63 MB

438.88 MB

Select

Download

Download

Downloa

Download

Download

Download

Download

Download

Download

Download

Download

Download

Download

Download

Download

X

3 1S Management Console
1S scripting Toals

¢ 115 Management Service
9 154P1 Extensions

M 1saPIFilters

# Request Filtering

$ windows authentication

3 microsoft Internet Information Services (10S) cormponents

>

<

Click 'T Agree' to automatically install the missing 115 components.

Click 'Cancel' to exit and manually install them using the Help instructions,

ArcGIS Enterprise Administration - Part 1
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3. After features have been enabled in IIS, you may want to add a signed ssl certificate.
If so, bind the cert to IIS and recommend enabling only tls 1.2. You can use lISCrypto to
enable only the tls 1.2 function including the ciphers. Once complete, click next to
start the installation process of the web adaptor. Click Next and accept the master
agreement.

ﬂ ArcGIS Web Adaptor (15} 10.6.1 Setup X

Welcome to the ArcGIS Web Adaptor (IIS) 10.6.1
Setup program

It is strongly recormmended that you exit all Windows programs before
rurning this setup program.

Click Cancel to quit setup and close any programs you have running. Click
Mext to continue the installation,

WARMIMG: This program is protected by copyright law and international
freaties.

Unautharized reproduction or distribution of this program, or any portion of
it, may result in severe civil and criminal penalties, and will be prosecuted to
the maximum extent possible under law.

Help < Back Cancel

4. If asked, choose the port assignment you wish to use.

ﬁ ArcGlS Web Adaptor {115) 10.6.1 Setup X
Select Web site for the Web Adaptor _atd

The Microsoft Internet Information Services (1IS) Web site selected will be
used as the location to install the selected features.,

Select a Web site (port) location where the features will be installed.

Web site (Port):

Default Web Site (30)

5. Creating a new virtual directory will allow you to add a nhame to the URL path. By
default, Esri uses ‘arcgis’. If you want you can change the virtual directory name to be
specific to your organization. In the example below, we’ll choose ‘server’. Click Next
and Install.

13
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ﬁ ArcGIS Web Adaptor (11S) 10.6.1 Setup

New Virtual Directory

Specify the name of the ArcGIS Web Adaptor

MName for the ArcGIS Web Adaptor

This specifies the URL you will use to access services, Far example:

https: //actagsfarcgis/rest

After install is finished, you will be rerouted to a site that will allow you to configure
your ArcGIS Web Adaptor. Enabling administrative access to your site through the web
adaptor is good for internal use only but discuss this option with your network
engineer before enabling it to make sure the vulnerability is acceptable.

Help | About

@ ArcGIS Web Adaptor

which product do you want to configure with your Web Adaptor?

ArcGIS for Server

o) Portal far ArcGIS

o A GIS server is not configured with your web Adaptor
A portal is not configured with your Wweb Adaptor

| MNext > |
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O ArcGIS Web Adaptor

To configure the Web adaptor, specify the URL and an administrator account for your server,

AreGIS Server URL: FQDN |http5 ffactags test local 6443 ‘ i

Example: https://zerverhost.domain.com 6443

Administrator Username: |AGS ‘

58]

administrator Password: | ‘

[E8]

o Enable administrative access to your site through the Web Adaptor, 7

Internal Only: Don't recommend for,outside firewall purposes
—— e

The following servers are configured with your Web Adaptor:
* ACTAGS. TEST.LOCAL
o Last updated on 8/29/2018 8:01:48 AM

Use the following URL to access the Services Directory:
https:/factags.test. local/server/rest/services

6. Once configured, you should see a change in the green section of the web adaptor
page.

ArcGIS Enterprise Administration - Part 1
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SQL Server Specifications

e Server should have 2-4 cores minimum and 4GB of RAM so that SQL Server can use at least
2GB dedicated for the instance (sql server express can only use up to 1GB RAM per
instance). For a Lucity and an Enterprise Geodatabase SQL Instance configuration, | would
suggest 4 cores minimum with at least 8GB dedicated to SQL Server of RAM. Training,
Development or Test servers can have less; 2 cores with at least 4GB of RAM which 1GB is
dedicated to the SQL Server instance.

e RAID 10 configurations have become a standard RAID best practice. Please don’t use
onboard RAID controllers as they are not performance based.

e M.2 SSDs are now hardware standards in the industry and recommended.

e Don’t load ArcGIS Enterprise on a database server. ArcGIS Server and Portal is a memory
hog and will fight for computer resources.

e Plan for data scalability 5 years out. If you have imagery that consumes 20GB and you
know you will acquire a new image at least once within the 5 years, scale out four times
the consumption rate. Space is cheap and there is no need to be caught in a low memory
situation. Remember, digital imagery space is higher as they have a smaller focal length
per image. If you acquired analog images in the past, digital images can be 2-3 times the
memory size.

e Case study: Pocatello used 70GB 2012 Aerial for storage space. In their 2015 Aerial
delivery, the database grew by 400GB. Higher resolution is becoming cheaper to
purchase.

e If in a virtual environment, make sure you have enough RAM and storage space for your
servers. You could have as much as three to four servers minimum depending on your
system design.

*note: Compare Microsoft SQL Server versions
*note: Editions and supported features of SQL Server 2017

SQL Instance Setup

SQL Server Setup Recommendations

1. For Server Configuration, it is good to enabled mixed mode. This is the case where
you have an administrator and you would like to have SA as an admin user that is
constant. Windows authentication only is bad if the person that administrates ever
leaves and you disable their active directory account by accident. It’s not the end of
the world, but this is an IT assurance issue. For me, it’s better to be safe than sorry.
Store your SA password in a safe location that can be accessed in case of
administrative role changes. Again, vulnerability and stability assurance measures are
the key to a healthy working server environment. Reduce the number of server
admins so you have a single point of entry into the database as an administrator. For
those using AD domain or LDAP, please change the account name to include a domain
user so you can browse the local server when added in a domain. SQL Server Browser,
SQL Server Agent and the database engine is necessary to be network aware if using
backup maintenance plans (database maintenance plans are enabled for SQL Server
Standard, Developer or Enterprise only).

16
ArcGIS Enterprise Administration - Part 1


https://www.microsoft.com/en-us/sql-server/sql-server-2017-comparison
https://docs.microsoft.com/en-us/sql/sql-server/editions-and-components-of-sql-server-2017?view=sql-server-2017

2. On the data directories tab, it is good to change the location for easy backup queries
and administration. However, system tables will use the Microsoft default location
within the root directory of the databases. | would not recommend enabling user
instances on the user instance tab as well as filestreaming unless you plan on loading
large documents outside of the Geodatabase as BLOBs.

tication security mode, administrators and data directories.

Server Configuration  Data Directories | User Instances | FILESTREAM

Data root directory: Ciidata
System database directory:  Ci\data\M3SS0L11.MSS0L SERVERNMSSOL\Data

User database directory: Ciidata

User database log directory: | Cillog

Temp DB directory: Ci\data\temp|

Temp DB log directory: Chlogitermp

Backup directory: .C:\backup

SQL Server Management Studio

3. Microsoft is now deploying SQL Server Management Studio (SSMS) as a standalone
install. This package supports versions SQL Server 2008 through SQL Server 2017 and is
used to support both on-premise and cloud sql instances. Use this package instead of
the built-in SSMS from the SQL Server installer.

SSMS Download

Microsoft

SQL Server Management Studio

17
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When in the properties of the SQL Instance in SSMS, go to the memory tab and click on
maximum server memory. You will want this to be a realistic number as the default
puts an ungodly amount of maximum ram that will far exceed your server limit.
Because we are treating this as a production server, you will want to dedicate
resources to SQL Server. For the operating system, at least give the operating system
512 GB of RAM and for SQL Server adjust appropriately. Below is an example.

B server Properties - TEST-DE

- (] X
Select apage IT Scit ~ @ Hep
& Gereral
+ [E
# Processors Server memory ophions
& Secunty

& Cornechons
# Database Settings

B Advanced
& Permissions Mirimum serves memory (in MB]:
o &
Mamum server memaly [in MB|
5000 : h
Other memory options
Connection Irndex crestion memory [in KB, 0 = dynamic memarny|
Server: 0 =
TEST-DE
Mirimurn memory per query (in KB
Connection
TEST\zavage 1024 =

¥ View connection properties

Progress

Fiead = —
ey (® Configured values () Running values

5. Tab down to Processors in the TOC, do not check Boost SQL Server Priority for a VM

Host using VMWare or

g Server Properties - ACTWEB =[O -
Hyper-V. DO NOT ENABLE saectapocn o~ Dy
WINDOWS FIBERS 2 e
(llghtWElght pOOllng) . f Secunty. ,:L[;natically set processor affinity mask for all processors
Th]s ]S for‘Older :: EZT:::::thlings Automatically set 170 affinity mazsk for all processors
technologies and ArcSDE et = Prsesa ey i Ay
from v10 and higher uses g
XML calls to the SQL
Server database so keep
windows fibers disabled.

Connection Thieads

Server taximum worker thieads:

ACTWER

Connection: 0 <

TESTYlsavage

[] Boost SAL Server priarity

2 View connection propeies [] Use'Windows fibers (ightweight posling)

Progress

Read, = Y
¥ ® Configured values ) Aunning values

18
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6. Double the network packet size for the Enterprise Geodatabase connections in the

advanced menu item (from 4096 to 8192). For network traffic and performance, the

Geodatabase network packets need the additional size increase.

Select apage

12 General

124 Memory

2 Processors

f Security

4 Cornections

24 Database Settings
124 Advanced

2 Pemissions

Connection

Server.
LUKESAYAGENSHLEXPRESS

Connection
GBa&MShzavage

37 View connection properties

Progress

Ready

3 Server Properties - LUKESAMAGE\SQLEXPRESS

S Script -+ u Help
bl

4 Containment
Enable Contained Databases False

4 FILESTREAM
FILESTREAM Access Level Disabled
FILESTREAM Share Name SOLEXPRESS

4 Miscellaneous
Alloww Triggers to Fire Others Tiue
Blocked Process Threshold 1]
Cursor Threshold -1
Drefault Full-Text Language 1033
Diefault Language English
Full-Text Upgrade Option Import
Max Test Replication Size 65536
Optimize for &d hoc Workloads False
Scan for Startup Procs False
Two Digit ‘rear Cutoff 2049

4 Network
Network Packet Size 8192
Femate Login Timeout 10

4 Parallelism
Cost Threshold for Parallelizm 5
Locks 1]

Network Packet Size
Set the packet size (in bytes) uzed acioss the entire network.

@ Configured values ) Running values

===

Install ODBC drivers

You will need to install the ODBC drivers listed in the previous sections on each workstation

that will connect using ArcMap, ArcGIS Pro or ArcCatalog for the Geodatabase. Make sure the
ODBC drivers are installed on ArcGlIS Server as well.
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Create Enterprise Geodatabase (formerly ArcSDE)

1.

Choose the database platform you will be connecting to. Since Lucity is SQL Server
friendly, this will demonstrate the sql server platform type.

Within SQL Server, an instance is the container or the repository of the databases.

Database would be a name given to the database. In SQL Server’s case, you will be
specifying a name of the database. In this example, we will be creating a database
called “vector”.

Since | have mixed mode turned on for sql authentication, | chose to use the sa
account. As the sysadmin, | could have created a database using my OSA account;
however, for organizations that have changes, | would recommend creating the
database using the SA as this will tag the database to be owned by sa. For most cases,
a mixed mode sql instance is the best practice. This gives your organization the
flexibility of using both the sa account and OSA when managing databases. If a DBA is
let go and they have created databases using their credentials and the SQL Server
instance is set to only use OSA credentials, you will not like the outcome.

Uncheck sde owned schema as this was the old way ESRI used for the ArcSDE setup and
configuration. DBO schemas are much preferred as they have the most flexibility
within a windows environment.

Authorization file is the file created after authenticating ArcGIS Server (i.e. c:\program
files\ESRI\ License10.6\sysgen\keycodes)

ArcToalbox #, Create Enterprise Geodatabase

& Damains

& Festure Class Database Platform

% Features |SQL,Sarvar V|
& Fields Instance

& File Geodatabase |test-db |
% General Database (optional)

& Generalization |vector |

=) & Geodatabase Adrninistration

;N Analyze Datasets [[] Operating System Authentication (optional]

;N Change Privileges Database Administrator (optional)
;N Compress |sa |
Ix Configure Geodatabase Log File Tal Database Administrator Password (optional)

;N Create Database U
"\ Create Enterpris
"\ Create Raster Ty|
"\ Create Role Geodatabase Administratar (optional)
FA o -

[[] 5de Owned Schema (optional]

Geodatabase Administrator Password {optional)
Tablespace Mame {optional)

Authorization File
| WTEST-WEE!keycode| keycodes ‘ B

Cancel Environments. .. =< Hide Help
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7. For your users who edit and publish maps, you will want them to create a connection to
the database. You can add database connections using the database connection utility
as well. This is a primary connection for anyone running full versions of SQL Server.

Go to the TOC of ArcCatalog again and expand Database Connections.

Haorme - DocurmentsharcGIs
8 Folder Connections
Bl Toolboxes
f{] Database Servers
= (Gl Database Connections
L# Add Database Connection

‘-a|

wd derno.default.osa
LA vectordefaultsa
',E wdermo.edit.osa
LA wirepldefault.gisviewer
-,2 wikepl default.osa
il GIS Servers

£ My Hosted Services

il

/

8. Click on ‘Add Database Connection’. Add instance and the database to the connection
strings. You have the choice of authenticating using the operating system or SQL
Server user accounts. In this example, we are going to use the OSA method. Click ok.

Database Connection *
Database Platfarm: S0L Server -
Instance: actweb
Authentication Type: Operating svstem authentication w

Lset name:
Password:
Database: R

About Datsbase Connections Cancel

9. The connection string for the name of the connection is always arbitrary. Recommend
using the following naming convention.

e <instance if more than one instance; if not skip>.<database>.<version>.<0SA or
SQL user>

e For this example, we will be renaming the connection to vector.default.osa.

e Right click on the new connection and select rename. Type in the new name.

-.;:l wector.default.osa
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Registering the Geodatabase in ArcGIS Server

1. If you are using Operating System Authentication to publish map services and in order
for ArcGIS Server to connect to your database, you need to add ArcGIS Server service
user as read or read/write depending on your uses. Otherwise, use a SQL Server user
so you don’t need to add ArcGIS Server service user in the database.

2. You can either grant permissions to ArcGIS Server service user through the Geodatabase
Administration toolset in ArcCatalog or you can add the user in SQL Server and then
grant permissions of the data to the user. In this exercise, we’ll go through and add
ArcGIS Server user to SQL Server. This exercise is beneficial for GIS workflow
scenarios. We will be assigning ArcGIS Server service user that has read/write access
to the database with no DBO or other special privileges.

3. Go to SQL Server Management Studio and add the new user to your Geodatabase or
Geodatabases. Open Security within the SSMS TOC and right click on logins. Select
new login. Add ArcGIS Server Service user to the Geodatabase. Recommend assign a
default database to general groups or users other than master.

4. Go to User Mapping and select on the appropriate databases you want ArcGIS Server
service user to connect to. Make sure it has db_datareader or db_datawriter enabled
depending on the functionality you want. You may still need to assign privileges within
ArcCatalog in an enterprise setup.

B Login Properties - TESTharcaissve - u <
5;*’;::0? IT scipt ~ @ Hep
Jo Server Roles
& Uszer Mapping Users mapped to this login:
& Securables Map Database User Defaudt Schema -
& Status O LucityTurnksy
O Lucity Turnk eyB asic
O master
O
O
& dbo
[0 ReponServer
] FieportServerTempDE
O tempdb
(] Valparaizo_Caegiaph
(] “Youngstown
Connection :
Server.
TEST-DE D atabase role membesship for. Rephca
Connection: ] db_accessadmin
TEST\kavage ] do_backupaperator
¥ View cormection propstties (] db_datareader
b db_dataviter
[] db_ddisdmin
[] db_derydatareader
(] db_denydatawwiter
Progress ] db_owiner
] do_securtyadmin
Ready 7] public

[ ok || Cancel
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Click ok and go to your workstation and open ArcCatalog. Go to the GIS Servers section within

the TOC of ArcCatalog. Connect to the administration connection by double clicking the
connection or right click and choose connect.

= @ GIS Servers
'_']J add ArcGls Server
'_']J add ArcIMS Server
*| add wes server
Add WS Server
* add wMTS Server
[=l Qﬂ arcgis on test-web_G0S0 {admin)
£ Swstem
£ Utilities
@ basemap
@ dermno
Bl demo_edit
Facility
general_custom
GeolLocate

5 e

Imagery
Imagery_cached
IS _30cm

park,
SamplesworldCities
SEEr

skarri

skreet

B water

Drafts

el | gl

5. Once connected, right click on the connection and choose server properties.

EiEEEEEEEEeHETEE

s on test-web 6080 (user)

| @ Copy ChrlHC
X Delete

Fename Fz

e Refresh Fs

Disconnect

Server Properties. ..

£ Mew Folder
(%" Rook Folder Properties. ..

ﬂ ArcGIs Server Manager...

[ Properties...
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6. Go to the data store tab and click the plus button.
ArchIS Server Properties
" Directories | Configuration Storel Elustersl Machines Dlata Store | Logs | Types I

Reqistered Databases

Lucity IS
*  Raster

Registered Folders

About reqgistering databases and folders validate Al

QK I Cancel | Spply |

7. Notice there is already a LucityGIS and Raster database inside of my data store and
now | want to connect to the Replica. Add the replica name and click add for publisher
database connection.

Register Database [ x|

Register Database with the ArcEls Server

Mame
I Replica
~ Publisher database connection
| e ——
| Add

Irnpark

L

—Server database connection

I¥ Same as publisher database conneckion

| fidd

Irnpark:

.

Ahouk reqiskering wour daka wikh ArcGIS Server

o Zancel
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8. Add the appropriate information in instance and database. Click ok and ok.

Database Connection E2
Database Flatform: ISQL Server ﬂ
Inskance: I test-db
Authentication Type: IOperating system authentication j

User name: I
Password: I
Database: j

About Database Connections 0K I Cancel

9. Your database should have a green check next to it to signify completed successfully.

ArcGIS Server Properties E

. Directnriesl Configuration Storel Elustersl Machines Data Stare | Logs | Types I

Reqistered Databases

*  LucityGIS +
*  Raster

vy Replica

q

EllK

Reqgistered Folders

il ]

About registering databases and Folders validake &l

QK Cancel

Apply |

10. Now you are ready to publish map services from connections to the SQL Server
Enterprise Geodatabase.
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Publishing and Configuring Map Services

1.

Open ArcMap and locate your .mxd to publish to ArcGIS Server

Recommend: If you have an image, recommend separating the image from the

vector map services for performance reasons.

Recommend: Cached Image Service

Recommend: Make your map services
up in a small scale extent.

Recommend: Converting dynamic labels to Annotation and scale.

scale dependent so not everything shows

Recommend: Use ArcGIS Server Web Adaptor if using a DMZ. Please consult

your IT Administrator for setting up a DMZ.

Recommend: Make sure your Symbols
Mobile tablet applications.

on ‘Share As/Service’.

are bigger if using map services for

When cartographic and scaling operations are complete, go to the file menu and click

FiIelEdit Wiew Bookmarks  Insert  Selection  Geoprocessing  Customize  Windows  Help

M EEEEO
Blg i r¥
R

-

Publish thiz map as a service on
the weeb using either ArcGIS Server
or ArcGIS Online, This command
is disabled if you are currently in
Layout wiews

9 Mew.. Ctrl+M  f» | 1:8120
B Open.. Ctrl+0 (S =l W)
& Save Ctrl+5
Sawe Ms,,
Sawve & Copy..,
Share &5 P|{’E| tiap Package..
Add Data » |@ Service,.,
HA sgnin.. Service
BE  arcGIs Online...
£3  Page and Print Setup...
EJ  Print Preview..,
& Print...
Export Map..,
& Analyze Map..,
[ Map Document Properties..,
1 Charcgisserver., veb_edit.rrxd ' .
¢ CiharcgisserveriMap., wveb.rrxd
3 CharcgisserveriMa, water Eﬁgjﬁ_]‘d assianed
4 Charcgisserveribda,, street e 0A0GE]
5 Charcgisserveribda, hstarm.mixd Eaﬁtgc]l and assigned
f Charcgisserveriba, \sewermxd eéa]ted and assigned
¥ Charcgisserveribda, raster
8 CharcgisserveriMap., Npark.roxd Fl
9 Charcgis.general_custorn,mxd HCTG]
Exit Alt+F4  PEGGI
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3. Share as Service dialog prompts. There are three choices. Choose Publish a service
and click next.

Share as Service £3

(@ Publish & service

() Save a service definition file

ED tﬁ_l () Overribe an existing service

About sharing a service

Mext = ]’ Cancel

4. Publish a Service dialog appears and give it a name. Click Next.

Publish a Sersice 124

Choose a cannection
. N =
Select an existing connection or create a new one v]

Server bype:

Service name

SEWEr
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5. Service Editor dialog will appear and this is where you add your settings for your map

Service Editor =]
‘ Connection: arcgis on lukesavage 6080 (admin) Service Name: sewer 8] Import o Analyze @G Preview 5| Publish (&)
General General
Parameters Generdl
Capabilities Service Name: sewer
Mapping Connection: hitpflukesavage: 6080/ arcqisfadmin
Pavling
Type of Server: ArcGIS Server
Pracesses
. Map Service
Caching Type of Service: J
Item Description [¥] start service immediately

6. Click on Analyze at the top of the dialog. After the analyze tool has completed, it will
list errors, warnings and messages letting you know if there are any issues with the
performance of the data being rendered to ArcGIS Server.

Prepare
[@ 0 Errors “ ['_ 61 Warnings ]| [@ 4 Messages ] Search:
Severity Status Code  Description Mame Type Data Frame

Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to cole...  Street Light Layer Layers
Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to colo...  Fadility Building Layer Layers
Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to colo...  Park Path Layer Layers
Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to colo...  Park Landscape Layer Layers
Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to colo...  Parks Layer Layers
Medium  Resolved In Map Service Definiion 10009 Enabling the option to convert layer transparency to colo...  Street Median Layer Layers
Medium  Resolved In Map Service Definition  1000% Enabling the option to convert layer transparency to colo...  Parcels Layer Layers
Medium  Unresolved 10016 Lavyer uses symbol level drawing with a transparent color Park Path Layer Layers
Medium  Unresolved 10016  Layer uses symbol level drawing with a transparent color Park Landscape Layer Layers
Medium  Unresolved 10017 Lavyer uses symbol level drawing with a picture marker sy...  Street Sign Layer Layers
Medium  Unresolved 10017 Lavyer uses symbol level drawing with a picture marker sy...  Street Sign Layer Layers
Medium  Unresolved 10017 Layer uses symbol level drawing with a picture marker sy...  Street Sign Layer Layers
Medium  Unresolved 10017  Layer uses symbol level drawing with a picture marker sy...  Street Sign Layer Layers

[ T P ) AOMAT 1 mmimr imen mumnbknd Il demisinn it = mich e mmelene Chrrnt Cirm [— [—

e |If errors, you need to resolve before proceeding.

e |If warnings, you may or may not address these issues but ESRI highly
recommends fixing these issues.

e Messages are helpful hints on low priority performance issues. Most of the
time, these do not need to be addressed as issues as they are intended.

7. Go to parameters in the TOC for the Service Editor dialog and change the anti-aliasing
to Normal. Not all map services will show artifacts but if so normal is a good place to
start.

Note: Anti-Aliasing: A graphics technique that blends foreground and background
pixels near edges of objects to trick your eye into seeing smoother borders. You can
use this option if unwanted artifacts appear in your map displays, for example, jagged
lines, wavy lines or bands, and moiré patterns.
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Use the following options to get the graphics effect and performance that will
meet your map service needs:

None: No antialiasing is performed.

Fastest: Minimal antialiasing is performed, optimized for speed.

Fast: Some antialiasing is performed, optimized for speed with better

quality than can be achieved with Fastest.

Normal: A good balance of speed and quality.

Best: The best quality antialiasing. This option takes the longest to

render.

e Force text anti-aliasing should be enabled by default.

8. Change the maximum number of records returned by the server. This will increase the
records returned by one query. 3000 is a good number to return unless your users need

more.
Service Editor @
|Connect|on: arcgis on lukesavage 6080 (adminy Service Mame: sewer | ) Impart o Analyze uél Preview  &l5 Publish A
General Parameters

Pararneters
Capabilities
Mapping
Fooling
Processes
Caching

Item Description

Diocument Location

Criginal Document; Ci\arcgisserveri\MapServices) sewer. mxd

Published Dacument: Ciharcgisserver\MapServicesisewer. mxd
Anti-Aliasing

Anti-Aliasing: [rormal -

Texk Anti-Aliasing: [Fnrca A ]
Properties

Ma:imum number of records returned by the server: 5000

[ Advanced. .. ]

Cluster

Choose the duster hosting the service: [deFauIt v]
Output Directory

Directory: [C:'@rcgisserverldirectnries\arcgisnutput v]
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Unlock Schema
1. Set SchemalockingEnabled to False in Service Properties of ArcGIS Server disables
schema locking. For those who wish to serve their production data as a map service,
this is extremely helpful if you need to make any kind of schema changes in your
database. However, feature services will persist a schema lock and override this
setting.

2. Within the service editor dialog when publishing a map service, go to Parameters
within the menu tabs on the left and click on advanced.

Service Editor @
|C0nnecti0n: arcgis on lukesavage G080 (admin) Service Mame: demo | ] Impart o Bnalyze &;ﬂ Preview 15 Publish ':{\:3
General Parameters
Parameters R Document Location
Capahilities ariginal Document: CilarcgisserveriMapServicesiweb. mxd
Mapping Published Document:  CriDemoldemo. mxd
Pooling
Anti-Aliasing
Processes anki-aliasing: [Nnrmal v ]
Caching Test Anti-fliasing: [Force hd ]
Ikern Descripkion .
Properties
Maximum number of recards returned by the server: 1o0o
é [ Advanced... ]
Cluster
Choose the cluster hosting the service: [default v]
Cutput Direckary
Direckory: Ciarcgisserverdirectories)arogisoutput - ]

3. Click on the ‘Advanced’ button and change the values for schemalockingEnabled to

false if you don’t want the map service to lock your database. Click ok when finished.

Advanced Properties | 3 |
Property Mame Yalue
disableIdentifyRelates false
maxDomainCodeCount 25000
raxImageHeight 2048
maxImageWwidth 2048
schemalockingEnabled false
Use Default OK ] [ Cancel
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4. Go to the Capabilities tab and make sure the Mapping service is the only box checked.

Service Editor @
‘Connectlun: arcgis on lukesavage 6080 (admin) Serdice Marne: testd | @j Impart o Analyze @Plewew ;,ﬁFubhsh ":\'
General Capabilities
Paramaters Choose the capabilties you would like enabled for this service:
Capabilties
Mapping (always enabled)
Mapping [ wcs
peciing [ v
[7] Feature Access
Processes [7] Schematics
Caching [7] Moile Data Access
[7] Metwork analysis
Ikem Description [T kML
Sharing [ wrs
[ Lucity Data Update SOE

5. In pooling, usually 1 minimum and 5 maximum will suffice for most organizations. For
large organizations, increase based on user load.

6. In Processes, go to recycle this configuration every: <number> and change to a
desirable value. Usually, 12 hours is a good recycled time frame.

7. Change the starting at value to 6:00 am or whenever you would like it to start
Service Editor “

Connection: arcgis on lukesavage_§080 (admin) Service Name: demo |

General Pooling
Parameters
Capabilties Spedfy the number of instances
Mapping Minimum number of instances per machine:
Paaling Maximum number of instances per machine: 5
Processes
Caching Timeouts
Item Description
The maximum time a dient can use a service: 600 seconds
The maximum time a cient wil wait to get a service: & seconds
The maximum time an idle instance can be kept running: 1800 seconds
care
8. If you want to cache, click on caching and change the 1 Packaging in progress w (Not Responing) | (Eaa)

values to a suitable number. For basemaps and
imagery, recommend caching. For interactive map
services, leave caching turned off which is by default.

9. If you want to see the speed of your map service, click Creating service definton ..
on the preview icon in the menu toolbar. Otherwise, I 4000
click on publish.
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10. Below are Lucity map service deployment scenarios.

e You may have multiple map services for each group if needed. It really
depends on your setup with replication, versioning and how complex this may
be. Each organization may be different on how they want to handle
distributing maps to the users.

e Create Basemaps and Imagery services (tiled) for distribution to your users.
Consider your users and what content they would like to see in Basemaps.

e Make sure the basemap services are using the same coordinate systems in the
publishing map document. Portals use WGS 84 Web Mercator.

e Make sure operational layers are using wkid for the coordinate system in your
map document.
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Enabling the Geometry Service

We need to enable the geometry service for Lucity GIS Web Map application to allow for
buffering, projecting, calculating lengths and areas.

1. Log into ArcGlIS Server Manager.
2sri.com | Rasourss Carrar | Halp
' ArcGIS Server Manager |

Pleass provide your ArcG1S Server ussrmame and
password

Usemame:

Password  sessesssses

2. Once logged in, go to the site root tab on the left side of the browser and click on the
folder called ‘Utilities’

esr.com | Resource Center | Sign Qut | Help

O ArcGIS Server Manager _ Site Security Logs

Folders E] Services E]

basemap # (Map Service) s F L
Status: Started
Instances Running: 1

| System Instances in Use: o
Maximum Instances: 2

Utilities

demo # (Map Service) o> S X
Status: Started
Instances Running: 1
Instances in Use: ]
Maximum Instances: 2
demoext # (Map Service) o3 X
Status: started
Instances Running: 1
Instances in Use: ]
Maximum Instances: 2

Go to the Geometry Service and click on the play icon ® tostart a stopped service.

4. Once complete, the service is now available.

o Service started successfully. *®
Geometry # (Geometry Service) o+ E S X
The Geametry service is used by application developers to perform geometric calculations
h to support querying, analysis and editing aperations from client applications.
Status: Started
Instances Running: 1
Instances in Use: a
Maximum Instances: 2
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Enabling the Printing Tools (Geoprocessing Service)

We need to enable the Printing Tools Geoprocessing Service for WebMap to print maps from
Lucity Web.

1. Log into ArcGlIS Server Manager.
2sficom | Rasourss Carzar | Haln
‘ ArcGIS Server Manager \

Pleass provide your ArcGls Server userzme and
password

Usemame:

Password

2. Once logged in, go to the site root tab on the left side of the browser and click on the
folder called ‘Utilities’

esr.com | Resource Center | Sign Qut | Help

O ArcGIS Server Manager _ Site Security —

Folders E] Services @

basemap # (Map Service) s F L
Status: Started
Instances Running: 1

| System Instances in Use: o
Maximum Instances: 2

Utilities :

demo # (Map Service) o> S X
Status: Started
Instances Running: 1
Instances in Use: ]
Maximum Instances: 2
demoext # (Map Service) o3 X
Status: started
Instances Running: 1
Instances in Use: ]
Maximum Instances: 2

3. Go to PrintingTools and click on the play icon ® tostart a stopped service.

4. Once complete, the service is now available.
o Service started succasshully. %

PrintingTools # (Geoprocessing Service) Ad»r =X
The PrintingTools service is used by web spplication developers to export the contents of &
webmap to pdf, jpeq, png o other formats. This service is generally used in the context of
providing apphcabans with printing functionality,

Status: Started
Instances Running: 1
Instances in Use: 0
Maximum Instances: 2
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Creating a Geocoding Service

Geocoding services allow Lucity GIS Web Map to find and display addresses on a map and see
how they relate to surrounding features. We do support composite geocoding services.

1. Open ArcCatalog

2. Create a geolocator in your publishing database

3. For dual ranges, make sure to set the ‘Match with no zones’ value to Yes

Address Locator Properties @
-
Reference data tables
Place name alias table
Input address fields
SHE ng,
Minimum makch score 85
Mininiumn candidate score 75
Match if best candidates tie Yes
Spelling sensitivity a0
Side offset 20
Side offset units Feet
End offset 3
End offset units Percent £
Intersection connectors B @ | and at
Match without house number M
Match with no zones Yes ?
Left side value L
Right side value R
Performance |8
Geocoding options <Moar .-
Gencoding options that control how the locator finds and filkers the list of candidates and hov
it places the locations of matched addresses,
About locator properties [ Ok ] [ Cancel ]

4. Right click on the geolocator in the Catalog Tree and click on Share As/Geocode service

= -.;-i repl.default.osa.sde
L M DEO stSegment_Creataiiddecl oozt
[0 repl.DBOEQUIPMENT Efl Copy Ctrl+C
@ repl.DBOLFACILITY ®  Delete
[ repl.DBO.LandBase
[P repl.DBOPARK
[ repl.DBO RIGHTORWa & Rebuild
7 repl.DBOROAD

Rename F2

Frivileges...

7 repl.DBO.SEWER | E——

7 repl.DBO.STORM

|

[2H repl.DBO.STREET ' Properties...

@. Locator Package..,

@ Geocode Service..,

@ 51 vawl MDA TOACETE T

5. Publish a service
6. Click Next
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7. Make the service name simple so it’s easier to remember.
Publizh a Service @

Choose a conneckion

arcgis on lukesavage 6080 (admin)

Server bype: ArcGIs Server

Service name

Geolocate

< Back H Mext = l[ Cancel

8. Click Next
9. Choose a folder or keep default location as root
10. Click Continue

11. Select Parameters and change the interactive Find if you want more than 500 records
returned by the server.

Service Editor @
Connection: arcgis on lukesavage_6080 {admin) Service Mame: Geolocate | o Analyze )| Publish 4_\
General Parameters
Parameters
Capabilities Cluster
Fodling Chonse the cluster hosting the service: default hd
Processes Interactive Find
Item Description Mazimurn number of candidates returned by the server: 1000
Batch Geocoding

IMaximurn number of recards to be pracessed in each batch job:  1pon

Recommended number of records ko pass in each batch job: 1000

12. Analyze and fix any errors. If no errors, publish
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Securing a GIS Service

We now support ArcGIS Server secure GIS services (map, geocoding, geometry, feature, image,
and routing). In this section, we will describe the deployment of secure map services as a

built-in user store.

1. Log into ArcGlIS Server Manager.

esti.com | Resource Center | Help

Q ArcGIS Server Manager

Please provide your ArcGIS Server username and
password

Usermname: AGS

Password: ssssessssss

2. Go to the Security menu to configure the security features.

3. Click on configuration settings pencil to configure the type of data store.

esri.com | Resourea Center | Sian Out | Help

. ArcGIS Server Manager Services

Site Security Logs

ArcGIS Server Security

ArcG1S Server security determines who can administer the GIS server, who can publish to the GIS server, and whio can use the services.

General ArcGlS Server securnty settings are displayed below. To change the accounts recognized by AroGlS Server and set their permissions, dick the
Users and Roles links above. To set access rules for a service, use the Services » Manage Services page.

configuration Settings ra
User Store: ArcGIS Server Built-in
Role Store: ArcGlS Server Built-in
Authentication Tier GIS Server

| Authentication Mada: AreGIS Tokens |

Prifnary Site Administrator Account Fd
Usefmame: AGS
Token Settings £
Lifespan of Short-lived Tokens: &0 minutes
Lifespan of Long-ived Tokens: 1 day
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4. Again, we will be configuring a built-in store at the ArcGIS Server level not the web
store or the windows domain/LDAP configuration in this example.

onfiguration W

User and Role Management Help
Choose the source of users and roles you will use for ArcGIS Server security,

Choose one of the following options:

@ Users and roles from ArcGIS Server's built-in store /

1 Users and roles from an existing enterprise system (LDAP ar Windows
Dormain)

O Users from an existing enterprise system (LOAP or Windows Domain) and
roles from ArcGIS Server's built-in store

[El [ Cancel l

5. Click Next
Finish after reviewing configuration

7. Optional (if using tokens), configure your Long-Lived tokens to the appropriate IT
policy. In this example, the lifespan for Long-lived tokens will be 1 day.

Edit Token Settings

Edit the token settings and click Save Help

Lifespan of Short-lived Tokens: | g0 : minutes

Lifespan of Long-lived Tokens: E days (

Shared key: bS3f7567-30c3-415d-939f-3

The shared key, used to encrypt
and decrypt tokens, is critical to
ensuring the identity and
authorization of cients, The kay
should be set uzing 16 randorm
characters,

(5o (G

8. Click Save
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9. Go to the roles submenu of security

@ ArcGIS Server Manager Services Site Logs

Roles

Roles in the Identity Store

Arale is a set of users related by function, title, or same other attribute. When the huilt-in store is used to manaage rales, click the New Role buttan
to add a role. To locate a specific role, enter the first few letters of the role name in the Find Raole fisld.

Find Role: Q |J€; Mew Role |
Role name: Description Role type:
YIBWEers User e

10. Click new role

11. Add a role called ‘viewer’. In this example, we will create a role used for the end
user. You can similarly create roles for administrators and publishers in the same way.
If you already had a user create, you can add them to the role by clicking the person

with the plus sign icon 25

\ Help

Role name: vigwer

[
Description:
Fole type: @/User () Publisher () administrator e
Ayailable users Role members
Username Full name: Email:
chuck Eric Daniel edaniel@lucity. carn &}

1 ) 7

: Create | | Cancel

12. Once finished, click on create.

13. In this example, we will create a user. Go to the submenu item called ‘users’.
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14. Click on new user.

@ ArcGIS Server Manager Services Site Logs

& Help
Users in the Identity Store

Aouseris any person or software agent that will access an ArcGIS Server resource, When the built-in store is used to manage users, click the Mew
User button to add a user, To locate a specific user, enter the first few letters of the username in the Find User field, x

Find User: Q ‘)0 Mew User |

Username Full name: Email:

chuck Eric Daniel edaniel@lucity.com V'3

15. Once the ‘new user’ dialog appears, add the user information. In this example, we will
be adding the newly create role to the user during the creation of the user account.

16. Add the information in the ‘new user’ dialog

17. Click on the person with the plus sign icon 2

Help
v ailable roles Member of
Username; Jasper
Role name: Role type:
Password: LITTITY — - ‘& viewers »
Repeat Password: | ssssss Q
Email: jasperidfrankenberry.com 1
Full name: Jasper Frankenberry
Description:

é‘ Create | | Cancel |

18. Click create

19. We now have the new user added to the users list.

40
ArcGIS Enterprise Administration - Part 1



@ ArcGIS Server Manager Services Site Logs

Settings Roles

Heln
Users in the Identity Store

A useris any person or software agent that will access an ArcGIS Server resource. Ywhen the built-in store is used to manage users, dick the New
User hutton to add a user. To locate a specific user, enter the first few letters of the username in the Find User fisld,

Find User: qQ ‘&3 New User |
Username Full name: Email:
chuck Eric Daniel edaniel@lucity.com
lasper Jasper Frankenberry jasper@frankenberry.com

20. Assuming you published a map service for the intention to secure, go to the main menu

and click on ‘services’

demo secure # (Map Service)

Status: Started
Instances Running: 1
Instances in Use: 0
Maxirmurm Instances: 2

21. Click on the lock icon &'

22. Click on the radio button ‘Private, available only to selected users’ to enable security.

You have the choice to allow access to all users who are logged in which gives access to

all users in the ‘built-in’ users security store but in this example we only want to use

the ‘viewers’ role.

23. A message will appear ‘no roles have been selected’. This is a friendly reminder that

there have been no roles selected.
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Edit Perm

Mo roles have been selected. Only Administrators ar Publishers will %
ﬂ have access to this resource,

Security settings for this resource...

Public, available to everyone

© Private, available only to selected users!

Allow access to all users who are logged in

&vailable roles
Allowed roles

Q

Role name:

viewers ‘6

| Save | | Cancel

24. Click on the person with the plus sign icon 45 under roles. This will add the ‘viewers’

role into the ‘Allowed roles’ dialog.

Allowed roles

vigwears [ x

| Save | | Cancel

25. Click Save

26. For the map service, you should now see the lock icon a in the locked position.
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demo secure # (Map Service)

Status: Started
Instances Running: 1
Instances in Use: u}
Mazimum Instances: 2

Zﬂrlax

27. Test the map service security. You can do this by going to the rest endpoint of the

map service.

28. Example: http://<servername>/<alias>/rest/services/<nameofmapservice>/MapServer

29. Supply the newly created user credentials and click on login

€ lukesavage/mapfrest/login fredirect=http 338/ lukesavage mapfrestiservicesfdemo_secure/Map Server

ArcGIS REST Services Directory

Home

ArcGIS Server REST API Login

User Name:  jasper

Password:

g

30. If you see the rest
service directory open,
you have successfully
secured your map
service.

€ lukesavage/map/rest/services/demo_secure/MapServer

ArcGIS REST Services Directory

Home > services > demo secure {(MapServer)

JSON | S0aP

demo_secure {MapServer)

View In: ArcGIS JavaScript ArcGIS.com Map ArcMap  ArcGlS Explorer

View Footprint In: ArcGIs.com Map
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How to Create a Feature Service

Redlining

To configure the Geodatabase and ArcGIS Server to enable redlining capability, we must create
a feature class or feature classes depending on the type of redlining capability you desire. We
support points, lines and polygons. Below we will demonstrate the creation of a feature
dataset, three feature classes and published them to a feature service.

1. Open ArcMap
2. Click on the Catalog button if it is not already open.

Q Untitled - Archdap

File Edit ‘iew Bookmarks Insert  Selection Geoprocessing  Customize “Windows Help

D2@& L &8 b~ Fl= i Ll ol
CYCN RO I M N O R ¥ Catalog
T ERl A E‘ 7 @ Lucity tiews ~ i ﬁ £ fUg g Asset Type: Open the Catalog window to
= 7] Disable Lucity Editor access and manage your data,
Table Of Contents 1= ‘ @ Press F1 for more help.
Elm o o\

3. Inthe Catalog Tree, go to database connections and open your production GIS

database.
Catalog 1 x
vy @ E e e
Location: ,.é demo.default.osa,5de -
= B8 Folder Connections -

£ CADemo
= @ Toolboxes
& My Toolboxes
& System Toolboxes
@ Database Servers
=l E5 Database Connections
Q Add Database Connection
Q derno.default.osa.sde
Q OLE DB Connection.odc
Q pokyqgis.bannockd1lchubbuckd1lsde
Q raster.default.osasde
Q repl.default.gisviewer.sde
Q repl.default.osa.sde
Q vectordefault.osa.sde
= B GIS Servers
&2 Add ArcGIS Server
HE| Add ArcIMS Server
*E Add WCS Server
HE Add WMS Server
HE| Add WMTS Server
%l arcgis on lukesavage_6080 (adrmin)
GxlF| arcgis on naip.giscenter.isu.edu
GxlF| arcgis on server.arcgisonline.com (user)
GxlF| arcgis on tasks.arcgisonline.com (user)
(7 arcgis on webmap.pocatello.us
GlE| map onwebmap.pacatello.us (user)
GlE| map onwebmap.pacatello.us (user) (2)
[ My Hosted Services -

m

4. Right click on the connection and choose new and a submenu will appear.
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5. Click on Feature Dataset

=] Q dernn default nca ode i |

G [E Copy

[

[

o K Delete

I Renarme

[ = Refresh

EH o

& L Make Default Geodatabase
1 Feature Dataset.., Meww 4
] Feature Class.., Irmpart k
Table... Export 3
Wiews., Administration 3
% Relationship Class... Distributed Geodatabase 3
B Raster Catalog...
{#8  Raster Dataset.., Bisconeet
B Mosaic Dataset.. Connection Properties...

Geodatabase Connection Properties..,
B Toolbox 3 Share a5 Geodata Service..,
@ Address Locator.. =] Iern Description...
@ Composite Address Locator,., ) )
T [ Properties..
6. Give the Feature Dataset a name. In this example we will call it Redlining
Meww Feature Dataset @I
Marne: Reedlining|
= Back Mext = ] [ Cancel

7. Click Next

ArcGIS Enterprise Administration - Part 1



8. Set your coordinate system for the feature dataset

Meww Feature Datazet @

Choose the coordinate svstem that will be used for ¥Y coordinates in this data.

Geographic coordinate systems use latitude and longitude coordinates on a spherical mode!
of the earth's surface. Projected coordinate systems use a mathematical conversion to
transForm latitude and longitude coordinates to a tbwo-dimensional linear system,

',F.,v| ZEEG -q,;;|@vﬁ-
2 of 5018 items shown

E [E3 Favorites
@ MNAD_1983_HARM_StatePlane_Arizona_Central_FIPS_0202_Feet_Intl
Bl 5 Projected Coordinate Systems
El £ State Plane
= £ MAD 1923 HARM (Intl Feet)

‘| 1 b

Current coordinate swstem:

MAD_1983_HARM_StatePlane_Arizona_Central_FIPS_0202_Feet_Intl -
WEID: 2868 Authority: EPSG

Projection: Transwerse_Mercaktor
False_Easking: 700000,0
False_Morthing: 0.0

Central_Meridian: -111.91 66666666667
Scale_Factor: 0,9999

Latitude _OF_Crigin: 31.0

Linear Unit: Fook (0,3048)

m

< Back ” Mext = ][ Cancel

9. Click Next

10. Click Next unless you need vertical coordinate systems applied to the data
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11. Set your Z, M and XY tolerance. In this example, we will take the defaults.

Mewr Feature Dataset @

2 Tolerance

The =¥ tolerance is the minimum distance between coordinates before they are
considered equal, The %% tolerance is used when evaluating relationships between
features.

Foot:
Z Taolerance
0.001
M Tolerance
0.001 Unknown Units

Reset To Defaul: about spatisl reference properties

Accept defaulk resolution and domain extent {recormmended)

< Back ][ Finish ][ Cancel

12. Click Finish

13. In the Database Connection, right click on the newly created Feature Dataset and
choose new and submenu Feature Class

— =

2p
TP de [F Copy
[ de
[ de
5 de X Delete
[ de Rename

= 7 de

dlining

< Refresh
- Tpdd
[ de kanage »
| Feature Class.., ” M ey 3
Relationship Class... Trrort Y

Mew Feature Class

Create a new standalone feature
class ar a new feature class in this
Topology... feature dataset,

Parcel Fabric...
Disabled if wou are using a Basic
license and you hawve right-clicked
a feature dataset containing data
types that cannot be created or
edited using a Basic license, such
as topology.

&8y b a0

Geametric Metwoark...
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14. In this example we will create a point Feature Class and call in RPoint

Mewr Feature Class

Mame: FPaint
Alias: Redlining Paint
Type

Type of features stored in this feature class:

Point Features

Geometry Properties
|| Coordinates include M walues. Used to stare route data.
[] Coordinates include Z values. Used ta store 30 data.

< Back

=35

Mext =

|

Cancel

15. Click Next

16. Except defaults unless you are using configuration keywords

17. Click Next
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18. Add desired fields to your redlining point feature class. If you plan on using editing
user, date and last editing fields, make sure you turn on editor tracking after creating
the feature class.

New Feature Class @l

Field Mame Data Type -

OBJECTID Chject ID [

SHAPE Geometry

MNAME Text

DESCRIPTION Text

MNOTES Temt

MNOTESZ2 Teut

GlobalD Glakbal ID

crested_user Text

created_date Date

last_edited_user Text

last_edited_date Diate:

Click. any field to see itz properties.
Field Properties
[ Alias CBJECTID [ ]

To add a new field, type the name into an empty raw in the Field Name column, click in the
Data Type column to chooze the data type, then edit the Field Properties.

< Back ][ Firizh ][ Cancel

19. Click Finish
20. Repeat steps 13 through 18 to create polygon and line Feature Classes if desired.

21. Make sure to assign credentials for access to the newly create feature dataset and
optional versioning before publishing.

22. Optional: Right click on each feature class that you would like to enable edit tracking
and choose properties.

23. Go to the tab Editor Tracking and click on Enable Editor Tracking
24. Map the fields to the appropriate Feature Class fields
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25. We only use UTC

Feature Class Properties B
Fields I Indexes | Subtppes | Feature Extent I Rielationships Representations
General | Editor Tracking | %7 Coordinate System | Domain, Resolution and Tolerance

Enable editor tracking

Update these fields when a feature is created

Creator Field: [created_user ']

Create Date Field: [created date ']

Update these fields when a feature is edited

Editor Figld: [Iast_edited_user ']
Edit Date Field: [last_edited_date -]
Record Dates in: @ urc () Database Time

Pre-existing dates in create date and edit date Fields will be considered to be inthe
specified time zone, UTC is recommended if there are no dates. See the on-line help
for more information,

oK ]’ Cancel ]’ Apply

26. Click Apply or ok.
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Publishing a Feature Service

1.

2.

3.

Go to the File/Share As/Service menu option to create a service

FiIe|Edit Wiew  Bookmarks  Imsert

Selection  Geoprocessing  Custornize  Windows  Hel

LChDemotredlining rrxd

2 CyDemotLucity_Editrmed

3 CADemotsewer, rrxd

4 ChDemotderma.mxd

5 CharcgisserveriMap.,\park.rmxd

6 CiharcgisserveriMa, \demo.rxd
T Charcgissensery,, \basemap. rrxd
8 CharcgisserveriMaps. \uveb.rrizd
9 ChUsershlsavagetDoc., helamxd

Exit Alt+F4

0 Hew. Ctl+N b - | 1:38.063.239 - e
&
B4 Open.. Ctrl+0 [ =82S . Ed
& s Ctrl+3
. B i s+ a A B Asset Type:
Save As.,
F Digable Lucity Editor | Setti Alias I
Save A Copy.., O i [
ow |
| Share &5 4 @ Iap Package..
I Add Data » |@ Service,., |
o .
EE‘ Sanlln Service
og i
Clal} Arcls Online... Publish this map as a service on
Page and Print Setup... the weh using either.ArcGIS Sepver
.@ Print Previ or ArcGIE Online, This cormmand
It EYEIE. iz dizabled if wou are currently in

% Prirt.. Layout wiew,

Export Map...
@- Analyze Map..
B Map Docurnent Properties...

Select Publish a Service

Share as Service

(@ Publish a service

() Save a service definition File

=
[
I:> tﬁ_l () COwverwrite an existing service

About sharing a service

Mext = ][ Cancel

Click Next
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4. Choose server connection and create service name

5.
6.
7.
8.

Publish a Service

Choose a connection

arcgis on lukesavage_ 6080 (admin)

Server type: ArcaIs Server

Service name

redlining

< Back. ][ Iexk = ][ Cancel

Click Next
Use in folder or in the root of ArcGlIS service directory
Click Continue

Go to Parameters and click on Advanced

Service Editar

Connection: arcgis on lukesavage_6080 (admin) Service Mame: redlining

| ﬁ!llmport o fnalyze 7 Preview 7| Publish 'Z:{\:Z'

General Parameters
RN Docurnent Lacation
Capabilities Criginal Document: Ci\Demolredining. mxd
Mapping Publishied Document: The service has not vet been published
KML
Anti-Aliasing
Pooling Anti-Aliasing: [None T ]
Processes Text Anti-Aliasing: [FUVCE T ]
Caching .
Properties
Itern Description Maximum number of records returned by the server: 1000
Sharin
g [ Advanced... ]
Cluster
Choose the cluster hosting the service: [default v]
Cukput Direckory
Directary: Cilarcgisserveridirectaries)arcgisoutput - ]

ArcGIS Enterprise Administration - Part 1

52



9. Click Ok
10. Go to the Capabilities tab and make sure Mapping and Feature Access is selected.
Service Editar @

Connection: arcgis on lukesavage_6080 (admin) Service Marme: redlining | g_! Import o Analyze &@ Preview 517 Publish "l:\."
General Capabilities
Parameters Choose the capabilities you would like enabled For this service:
Capabilities
Mapping {always enabled)
Mapping |:| WS
Feature Access [ wmas
Feature Access
Paaling [7] schematics

[T] Mohile Data Access
[] Mebwark Analysis
Caching 1 kML

[ wFs

[T Lucity Data Update SOE

Processes

Ikem Description

Sharing
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11. Click on the submenu tab ‘Feature Access’ and add the selection ‘Enable ownership-
based access control on features’. This option will only allow the created user features
to be updated by the owner of the features but only allow the other users to query the
created data.

I
Service Edito X
|
|
| | Connection: arcgis on lukesavage-it_6080 (admin) Service Mame: LucityGl5_Redlining |
General Feature Access
Parameters REST URL: | http: f{lukesavage-t:6080 farcgisfrest/services/LucityGIS_Redlining/FeatureServer |
Capabilities SOAP URL: | http: {ukesavage-t:6080 farcgis/services/LucityGIS_Redlining/MapServer fFeatureServer |
Mappin:
PPN Operations allowed:
| Feature Access Create Delete  [] Extract Query Sync Update
i Pooling
Properties
Processes
Caching Allow geometry updates
Item Description Allow update of true curves
Apply default z-value
When inserting or updating features with no z-values, set z-value to: I:I
N Enable ownership-based access control on features
Operations allowed on features created by other users :
Query [Update [oelete
Advanced Options. ..
OK Cancel

12. Analyze to make sure no errors are present.
13. Click Publish

14. Optional: If you wish to secure the feature service, go to the below section of
‘Security a Map Service’ and add each user account to have access to the newly
created map/feature service.

15. For Editing feature services, go through the same process above. Make sure you are
using an edit user when publishing.
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Publishing an Offline Feature Service

In order to support offline mode, we must prepare the data and configure the feature service.

Below, we will demonstrate the setup for supporting offline feature services.

Prepare Data

e Add GloballDs
e Enable geodatabase archiving

o Make sure there is enough space for your database to grow before enabling
archiving on your enterprise geodatabase

e You have the capability to add create, delete, query, sync and update.

o For Lucity, we currently do not plan to provide offline map edits.

Publishing Preparation

e Consider symbology
e Feature Services will lock database for any schema changes.
e Needs to be an edit user to database when publishing map
e Consider securing feature service
e Remove Joins
o Joins and Relates are not accessible through Feature Services
e Ensure all layers are in the same versioned/un-versioned state

o Layers in the TOC cannot have mix match of versioned and un-versioned data
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End Users

Make sure you are connected to a fast internet connection or LAN line when checking out
map data

1. Open ArcCatalog. Right click on your feature classes or feature datasets and choose
manage, Add GloballDs.

[l B3l Database Connections

é Add Database Connection
J Connection ta test-db.sde
Connection ta test-db {2).sde
CWDGIS default,osa.sde
CWDaIS default, sa,sde
GBAEqQUip WD .odo
GBASewer, odo
GBAW aterCWD, odo

=] Q LucityGIS, default, osa, sde
@ DB Geolocatar

350 LucityGrs.CRo. et 21 Copy  Cir+C
[ Lucitys15.0BO, Lands| [
(2 Lucity IS, DEO.MARK] 3
[ LucityssIs, DB PARK,
P9 Lucity(sIs, DB, RIGHT

. ~
[ LucitysIS,.DBO.ROAD| = Refresh FS
P51 LucityisIS, DBC, SEWE

Delete

Rename Fz

) Manage » | Analyze. ..
5 LucityisIs. DBO.STOR
2 LucityGIS.0BO.STREE Mew 4 Add Global I I
El LucityizIS. DEC. TRAF Import » Privileges. ..
[0 LucityGIS.DBO. WATE Add Global IDs
'ﬁ LucityiEIS . DEO. WATE e ' Add a global I column which stores a
[0 LucityGIS.DEC.WATE| [ Properties... Uniregister As “”iqL_'eg%;?r:;'lﬁtf;;e?ﬂ?smw
51 LucityisIs. DB, WATERRET required far f: on. This
] LucityGIS, DBO, cmGeneralCustom Dicable Archivi ;Dfrggntil:g ﬁiz?rligéfet,he e ot
[%7] LucibyisIs. DB, crSolidw aste
5 s csoimsrersts
I‘-__‘| LucityiGIS. DB, restaurant Enable Editor 1 license,
LucityEIS. dbo. SDE_compress_log

Disable Editor Tracking

-,2 Raster.default.osa,sde
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2. To enable archiving, right Click on Feature Datasets or Feature Classes You can either
publish a new map/feature service or enable the feature service within an existing map

service. In order to have sync capability, make sure you log in as an edit user.

fame

| Tvpe

@ DB aealocatar

LucityaIs, DB, FACILITY

Lavers

Lavers

STORM
STREET
TRAFFIC

Show only unresolved iten

Lucity i
IELuu:ity @ opy
[ Lty B

analvze. ..

Privileges. ..

X Delete

Add Global 1Ds. .. Rename

o  Refresh

(L ucityEIs, DBO EQUIPMENT

ATERDIST
WATERRAY

Locakor

SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
SCE Feature Data:
BOE Feature Data:
BDE Feature Class
BDE Feature Class
BDE Feature Class
BDE Feature Class
Table

| Manage

lnregister Az Yersioned Mew

Enable .D.rchivilpg | Import

Enable Editor

Disable Editor TFACETD |

h@ =) 13

Enable Archiving

Enable historical archiving For the
selecked object,

3. Once complete, add data to map document.
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4. Like with Redlining, go through the process of publishing a feature service but adding

sync capability. You can have create, delete, query, sync and update enabled.

X

I
‘[nnnamnn: arcgis on lukesavage-1t_60B0 (admin} Serviee Name: EvalGls

General

Parameters

Capabilites
Mapping
Feature Access

Pooiing

Processes

caching

Item Description

Feature Access
REST URL: |hm: 1t:6080/arcgis/rest fservicesE atureServer
SOAP URL: [ http: /Aukesavage-it:6080/arcgis/services EvalGls MapServer fFeatureServer

Operations allowed:

Create Delete [ Extract [ Query Sync Update
Properties
[ Allow geometry updates
[ allow update of true curves

[ Apply default z-value

henircring o pdating feaurs i o 2 ks, set ke s [0

[[JEnable ownership-based access control on features
Cperations alowed on features created by other users ;

Query Update Delete

Advanced Options...

oK

Cancel
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