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Mobile for Administrators - Configuration

This guide covers the Lucity 2.0 for Android and Lucity 2.0 for iOS (iPad, iPhone, iPod Touch). Lucity
2.0 can be used with Lucity 2016 and higher. If you are on Lucity 2015r2 or earlier, you will need to use
the earlier version of the mobile applications. Much of this content is relevant for the earlier versions
of the mobile applications, but there will be differences. See the ACT 2015 user guide for material
applicable to that version.

The Lucity Android and Lucity iOS applications have been designed to work under the same framework
as the Lucity Web application. Configuration for Lucity Web carries forward to these mobile devices
automatically.

These mobile applications have 3 core components.
e Dashboard
e Views/Forms
e GIS

The goal of this session is show how to get a tablet working out in the field for online and/or offline
use and assumes that Lucity Web (dashboards, views, and forms) are already configured.
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Installation and Setup

Permissions

Access to the mobile apps is controlled through a permission in Lucity. In the permissions form in Lucity
Security, these permissions are located under “Mobile”.

Modules View | Permissions Yiew

Podules: Permizsions:
-] Admin Run
+-[_|Electic
-] Equip

+-[ | General
+-[GIS

droid Tablet Product
i i-[wli0s Mobile

Users must have the Run permission to the mobile application they will be using. They must also have
permission to any modules they need to access while in the field. For example, if users need to view
Work Orders in the field, they must have Run permission to Work Orders. If they need to edit Work
Orders in the field, they need those permissions as well. This is no different than the module level
permissions configured for Lucity Web.

Installing NMobile Server

Mobile Server is available on the Lucity installation media.

It should be installed to a web server (Windows Server 2008r2+). If the tablets will be using VPN or
local Wi-Fi connections, this can be an internal web server. If not, this application must be placed in
the DMZ so that it is available to the tablets.

Choosing to install with SSL (https) is recommended if you will be using Android and REQUIRED if you
are using i0S regardless of whether you are using a secure VPN.



In addition to the Lucity Mobile product, if you want users to be able to upload and download
documents, you will also need to install the Lucity Document Server. The Document Server does not
typically get installed in the DMZ, it gets installed on an internal web server which can access the
network locations which contain the files to be uploaded and downloaded. The Lucity Document
Server is an application used for multiple applications within Lucity including Lucity Web, Lucity
Citizen Portal, Lucity Mobile Server, Lucity Citizen Portal REST API, and the Lucity REST API.

If the Lucity Document Server is installed on different server than Lucity Mobile Server, ensure that
firewall settings are configured to allow Lucity Mobile Server to make unsolicited requests to the Lucity
Document Server on the port that is used for the Lucity Document Server (port 80).

The Lucity Android and iOS applications will not access the Lucity Document Server directly. All
requests for documents (download and upload) are proxied through the Lucity Mobile Server.

Lastly you must configure your network to allow necessary access to your GIS Server. There are several
ways this can be done and goes beyond the scope of this session. Regardless of whether you are hitting
the primary ArcGIS instance or you are using an ArcGIS web adapter, the following requirements must
be met:

e The mobile devices must be able to connect to the ArcGIS web services. GIS web service
access is not proxied through Lucity Mobile Server

e The Lucity Mobile Server host must be able to connect to the ArcGIS web services. Lucity
Mobile Server connects to these servers to get metadata about the layers (what layer is the
sewer pipe layer, what layer is the water hydrant layer, etc). If Lucity Mobile Server cannot
access to the web services, the maps will show up on the tablets but any attempts to do Show
in Map, create work orders or inspections or other Lucity specific functions in the map will fail.
This is discussed more in the GIS setup later in this session

System Settings for Lucity Mobile

It is not required to configure anything in System Settings for mobile to work. However, there are
several settings you can review and edit.

(X)

Mobile v

Setting Description Y | Setting Value T

Log device latitude and longitude TRUE

Max Columns Returned 20
L A

Maximum records to return per request for mobile 100

Update the offline Android cache nightly TRUE

Update the offline iOS cache nightly TRUE

Url for the Lucity Mobile Server Virtual Directory https://demo.lucity.net/LucityMobile Server

Log device latitude and longitude configures whether the mobile tablets will send tablet location
information to Lucity Server for logging.

Maximum number of days to store the device location history allows you to configure how long you
want that information stored.

Max Columns Returned allows you to increase how many columns a grid can display in mobile (more
columns requires more memory in i0OS and more vertical space in Android).

Maximum number of records to return per request for mobile allows you to limit the view page size
for mobile users to a specific cap. Do not reduce this below 15.

Update the offline...cache nightly allows you to configure which types of offline caches you need the
system to generate. If you are not using offline, set both of these to FALSE. Offline caches are



resource intensive on the server although they only happen at night (unless a cache is forced). Itis a
good idea to only enable the caches you need.

Downloading and Installing

Lucity distributes all mobile applications via the standard app stores (Apple App store and Google Play
store). Search Lucity and the app is generally easy to find in the search results.

We recommend configuring automatic updates for the Android application.

Configuring the application for first time use

Once installed, tablet users (or whoever will be configuring the tablets) will need the following
information:

e The host name you want the tablets to use to connect to the server.

e The name of the virtual directory used during the install. If the default was left, this is
LucityMobileServer.

e The port used for the installation. The default port is 443. If SSL was not chosen as an option
during the Lucity Mobile Server installation, the default port is 80.

e  Whether or not SSL was used.

For Android

CIMEE YT
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CONNECTION

Host

Scheme
https.

Rest Application Path
LucityMobileServer

Notes:




For iOS:

NAME
Live
The user specified name that identifies this particular configuration.

HOST

The path to the web server.

PAGE SIZE

15

The number of records that show up in a view.

CONNECTION TIMEOUT

12000
The number of milliseconds before the program stops attempting to connect.
PORT

443

Enable Full Logging
This turns on more logging and is useful to Lucity Support when trying to diagnose problems.
REST APPLICATION PATH

LucityMobileServer

The virtual directory of the Lucity Rest Application.

Name is a user friendly name for the dataset you are logging into. We commonly call this the client. If
you have a training/test and a production environment, your tablet can point to both environments.
You can use the Name to help distinguish between these environments.

The Host is the name of the server where the Lucity Mobile Server product is installed. This may be a
server name, it may be an IP address, or it may be an alias. For example, your server might be called
JARVIS but your alias might be “mobile.cityOfLucityKS.gov”, or if you do not have an alias or public
DNS, your server name may be the externally routable IP address of the server.

For Android the hostname also needs to include a port (for non-default ports only). If the port is 80 or
443 this is not necessary. If you installed Lucity Mobile Server to port 8081 on a server called
CityOfLucityServer, the host would be “CityOfLucityServer:8081”.

The Scheme identifies whether http or https are being used. These are the only 2 schemes supported.
i0S is defaulted to 443 so there is no scheme field to set.

For i0S, there is a separate port field. The default value, 443, is for https installations on the default
SSL port.

The REST application path is the name of the virtual directory used when installing the software. By
default this is LucityMobileServer.

Once the host, scheme, application path, and possibly port are set, click the save al in Android or

the in i0S.



Additional Recommended Configuration

There are several other configuration items that should be reviewed and set:

mattw Settings for 17r2 Demo

APPLICATION

MAP

Page Size
15

Device Identifier
mattw SM-T713

Enable Full Logging

Enable Location Tracking

Show In Map Search Priority

Prefer Assets

Navigator Type
ArcGIS Navigator

Default Category
CC - Call Center

Plotted Color
Red

Completion Color
Green

Selection Color

ol

" 0 =

K}

MAP SETTINGS

Show In Map Search Priority

Default Category

GRID VIEW SETTINGS

Use Alternate View

LOCATION TRACKING

Enable Location Tracking

Prefer Assets

OB - Facilities

DEVICE IDENTIFIER (ANDROID ONLY): The device identifier is used to identify the device in server logs and

in activations if licensing is a per device license. By default this is populated with the first user that
logged in combined with the model of the device. This can be edited as needed. If device licensing is
in use, you may want to delete the activation that is tied to the old name (if it exists). It is against the
Lucity license agreement to use this bypass Lucity licensing. The device identifier for Apple devices
cannot be changed.

DEFAULT CATEGORY: This is the category that will be used as the default category for requests and work

orders generated from an address or XY in the map from the tablet. This is stored per tablet per login.



This means you can have your graffiti crew and your sidewalk crew share a tablet. But it also means
this must be set for each user. Once set, it will remember it for the next login.

ENABLE LOCATION TRACKING: Lucity allows you to configure your tablets to send their location
periodically to the Lucity Server. You can enable or disable this feature on a per user basis. Users can
also enable and disable this but only if you have granted the Configure Location Tracking permission for
the user.

Modules View | Permizsions Wiew

b odules: Permizzions:
-] Adrmin Confi
+ -] Electric
+ -[JE quipment
- | General
- GIS
= [ Lucity &pps
-] Dashboard
..[w#] Lucity Mobile
] Lucity 'web
—-[_]Mohbile
-] Asndroid T ablet Product
- [1i05 Mobile
] Mobile Offline Caching Setup
[ ]work, Orders for Android
+-[_]Park
7| Sewer
+ <[] Gitorm
+ ] Strest
- |'Warehouse
+ [ wiater
+ Lok

Configure Location

Notes:




logging in
Once a user logs in they are kept logged in until they explicitly log out again or until their token
expires.

Username:

nicole

Password:

Clients

mattw

Login

Logging out

To log out of the device, select “Log Out” from the menu. Logging out will prevent unauthorized users
from getting access to modify the data in the Lucity Mobile application. If the Android or iOS
application is in an offline state, it is not possible to logout. It is particularly important for devices
which are using the application offline to use additional layers of security for device access such as a
device passcode or other protection.

FFLINE ew MENU MODULES | Work Orders

/
z Work Order:
N /fggs
,/ : Change Password

View Log
Change Password

View About

Log
Get Support Help
View Help About

I Log Out I Settings
Exit Log Out




Changing Fassword

Users can change their password directly from the mobile applications but only if they are able to
successfully login with their current password. To change a password, select “Change Password” from

the dashboard menu in iOS or Android.

Android

Change Password

Username: nicole

Current Password:

New Password:

Confirm New Password:

View Requirements

Cancel Okay

i0S

£ Dashboard Change Password Requirements

mattw

Change Password




Users can also view the password requirements.
Android

Password Requirements

Password must have a minimum length of 6 characters.

Password must be updated after 99999 days.

Password is not allowed to be easily guessed which means that
it cannot contain your login ID, your name, or your email, and it
cannot be all the same character, a sequence of characters
(abcdefg or 54321), or a value from the banned password list.

Okay

i0S

Password Requirements

Password must have a minimum length
of & characters.

Password must be updated after
99900 days.

Password Is not allowed to be easily
guessed which means that it canmot
coentain yeur login 12, your name, or
your email, and it cannot be all the
same character, a sequence of
characters (abcdefy or 54321), or a
valug from the banned password list.

Ok

—

Notes:




Troubleshooting login

Typically the initial hurdle in a tablet implementation is getting the devices logged in. It can be
challenging to know what to put in the setup when configuring it, users may not have the password
right, or may have the username wrong. You also may have problems with the network or firewall or
VPN (if applicable) not being configured properly.

There are 3 sources to use when troubleshooting the devices.

Warning Frompts

If there is a problem with the username and password, the user will be notified that the credentials are
incorrect: “Invalid username or password”. They will also get a message if their password is about to
expire.

local Tablet log

There is a local log on the tablet which will log errors. If logon fails, you can refer to this log for more
details on the failure. The log is accessed from the client setup screen (it is no longer accessible from
the login screen).

The log shows the most recent entries at the top of the list

S r Log ALL EXCEPTIONS REST FsEMAILACOPY 3 CLEARLOG E
Connectivity
Ensure Connection
Exception
UnknownHostException
< Clients Log Messages Edit
AUTHENTICATION RESPONSE
2017-09-06 13:42 - HTTP Request Class: LCYLoginTokenWebServiceOperation HTTP Reqguest URL: https://test.lucity.net:4...
SERVER RESPONSE
2017-09-06 13:42 - HTTP Request Class: LCYVersioninfoWebServiceOperation HTTP Request URL: https://test.lucity.net:4..
LOCAL ERROR
2017-09-06 13:42 - The authentication key could not be retrieved from the local database.
LOCAL ERROR
2017-09-06 13:42 - The authentication key could not be retrieved from the local database.
LOCAL ERROR
2017-09-06 13:42 - The authentication key could not be retrieved from the local database.
ormv/rn NEonNnANIcor

Select an entry summary to view the extended details in the log.

u
ALL AUTHENTICATION EXCEPTIONS REST [SdsemaiLacory 37 CLEARLOG H

—IrLog

Exception
UnknownHostException

Login Successful

nicole

Login Delayed

Activation

Validation Failed

Unauthorized

HttpPost - 401: Unauthorized
http://iosdev.lucity.net/LucityMobileServer/Users.sve/? Functi...



£ Log Messages 2017-09-06 14:09 - SERVER ERROR

HTTP Request Class:
LCY VersionIinfoWebServiceOperation

HTTP Request URL:
https://demo.lucity.net2:443/LucityMobileServer/Shared/Versioninfo.svc/Current?format=json&Take=15

HTTP Request Method:
GET

Data Received:
(null)

Web Service Response Error:

Error Domain= NSURLErrorDt-)main Code—-1003ll'A server with the specified hostname could not be found. "l
Userinfo={NSUnderlyingError=0x1712415f0 {Er er with

the specified hostname could not be found." Userinfo= {NSErrorFall|ngURLStr|ngKey—https //demo lucity.net2:443/
LucityMobileServer/Shared/Versioninfo.svc/Current?format=json&Take=15, NSErrorFailingURLKey=https://
demo.lucity.net2:443/LucityMobileServer/Shared/Versionlnfo.svc/Current?format:json&Take=15,
_kCFStreamErrorCodeKey=8, _kCFStreamErrorDomainKey=12, NSLocalizedDescription=A server with the specified
hostname could not be found.}}, NSErrorFailingURLStringKey=https://demo.lucity.net2:443/LucityMobileServer/
Shared/VersionInfo.svc/Current?format=json&Take=15, NSErrorFailingURLKey=https://demo.lucity.net2:443/
LucityMobileServer/Shared/Versioninfo.svc/Current?format=json&Take=15, _kCFStreamErrorDomainKey=12,
_kCFStreamErrorCodeKey=8, NSLocalizedDescription=A server with the specified hostname could not be found.}

Frequently a failure will be logged in more than one log entry depending on the cause of the failure.
Sometimes the log is helpful, other times you may need to resort to additional troubleshooting
measures.

If you are working with support or want an email of the log, you can email one entry or an entire log.
In Android, to email log entries select the entry, then click “Email a Copy”. It will ask you whether you
want to email just one entry or all entries.

=

{ ALL

r Log

Exception
UnknownHostException

HttpGet - 404: Not Found
https://demo.lucity.net/LucityMobileServer2/Shared/Versionin...

Choose Number of Entries

Do you want to get the selected entry or all entries?

Cancel All Selected




In i0S to send one log entry, click the menu and select Email.

( Log Messages 2017-09-06 14:10 - SERVER ERROR
Delete
HTTP Request Class:
LCYVersioninfoWebServiceOperation r— .
| Email
HTTP Request URL: -

https://demo.lucity.net2:443/LucityMobileServer/Shared/Versioninfo.svc/Current?format=jsonx1ake=1o

HTTP Request Method:
GET

Data Received:
(null)

Web Service Response Error:

To email an entire log in i0S, navigate back to “Log Messages” and Click Email All at the bottom of the
screen

< Clients Log Messages Edit

A — |
SERVER ERROR
LOVCAL ERvR’XOR_
éERyER Ek\ROR
LOCAL ER.R‘é)R "
SERVER ERROR

LOCAL ERROR
2017-09-06 14:12 - The a

SERVER ERROR
LOCAL ERROR
2017-09-06 14:12 - T L
SERVER ERROR

) S 12

LOCAL ERROR
b sl

SERVER ERROR
20 )9-( 4:12 1
LOCAL ERROR

SERVER ERROR
Y17-09-06 14:1 ”

Email All |

If error logging is not providing enough information, logging can be increased. This is controlled by a
setting. The full logging setting is time forward.



In Android, after logging in, tap the menu and select “View Settings”.

O@OFFLINE eMAF MODULES ]
T | -p
iew Settings

View Log

View About

View Help

Log Out

Exit

)|

On this screen, tap the checkbox next to Enable Full Logging and Save.

mattw Settings for 17r2 Demo
APPLICATION

Page Size
15

Device |dentifier
mattw SM-T713

e

Enable Full Logging

Enable Location Tracking

In i0S, after logging in, tap the menu and select “Settings”.

Work Orders
Work Order Offline Data Inspector
Modules
Menu
Change Password
Log
Help
About
Settings

Log Out



On this screen, tap the toggle next to Enable Full Logging and then tap Done.

iPad

£ Dashboard

NAME
17.5 Demo
The user specified name that identifies this particular configuration.
HOST
demo.lucity.net
The path to the web server.
PAGE SIZE
15
The number of records that show up in a view.
CONNECTION TIMEOUT

12000

The number of milliseconds before the program stops attempting to connect.
PORT

443

Enable Full Logging @

This turns on more logging and is useful to Lucity Support when trying to diagnose problems.

Server [og

In addition to the tablet log, it may be helpful to view server logs. Server logs may provide more
information about why a tablet will not activate. The two recommended server logs to review are the
rolling log located in the installation directory of Lucity Mobile Server (under a folder called Logs) and
the Application Event Viewer logs on the web server.

Server logs are where you would find out of licenses are not available, a user is not configured
properly, or if something else was misconfigured on the server.

Notes:




Managing Logged in Users

When a user logs into the tablet, they will be able to continue using the app until their login token
expires. By default this is 10 hours. After the 10 hours (or right before the 10 hour window) they will
be prompted to login again to continue using the application.

If you think a device has been compromised and need to revoke access to the currently logged in user
immediately, you can do that through the Security Tokens interface in Lucity Web. If the user’s
password has been compromised you also should change their password.

To revoke a token, select the user in the Security Tokens of the admin portal

©

+HR°EI::I15 A Initials First Name Last Name Expiration Temporary Alias
ey — ] Tyler 09/02/2016 9:06:28 PM | FEAATF56-5648-4659-94F8-404B3702681D
O] Tyler | | | 09/02/2016 9:06:58 PM | 26FCCA55-2D28-495E-83DA-68AEB025CEI
Client Licenses [ kwickma | Kevin |Wickman | 08/02/2016 3:14:13 AM | 69E009EE-EOCA-48D1-89F2-0EE2F6DCESE
User License Manager O Mattw | Matt | wenrly | 09/02/2016 9:20:03 PM | F588D45D-5BD4-42E6-8E7B-944CE930FF4:
+ settings 0 Mattw | Matt | wehriy | 0910212016 9:23:23 PM | C329FECT-7024-4070-31BE-9D18F00AAQS!
[ Nicole | Nicole | schmidt | 09/02/2016 11:38:56 PM | B2231855-0235-496A-BOTA-3C357A28D96E
[J pmonsh | Peter | Monshizadeh | 09/02/2016 5:49:35 PM | 9333A210-AC12-45EA-9BIE-FIC5A600825
[ pmonsh | Peter | Monshizadeh | 09/02/2016 5:49:57 PM | 3B71F111-D19A-47E0-82DB-0571A24E8AE
O pmonsh | Peter | Monshizaden | 09/02/2016 7:35:19 PM | DT4CEBF9-810C-4856-ABDD-5BEE44CF25

And click the Delete Selected Alias button

Delete Selected Alias

Final Configuration Consideration

If tablets are in your office for configuration, and if users will be going offline with maps, it is
recommended that you load offline basemap tile packages to the device. Lucity does not currently
support downloading tiled base map packages (tpk) over WIFI or over 3G. They must be present and
available on the device to be used.

Offline Basemap Configuration and installation will be covered with Offline content in this session.

Notes:
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