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Lucity Security

In this workbook, we will discuss the new Security program. The security system is
designed to control your staff’s access to the Lucity™ programs. It allows the system
administrator to define group and individual permissions to use certain functions within
the Lucity™ suite.

Permissions can be assigned to groups or individuals. You can assign these rights based
on employee classification or by job function. For example, if you have several
employees classified as maintenance foremen who make sure work orders are completed,
you might create a group called "Maintenance Foremen™ and assign those workers to the
group giving them permission to edit work orders and add images, movies, or documents.
However, you may not want them to be able to add or delete work orders.

New functionality has been added to this program to make assigning these rights easier
and more efficiently.

Table of Contents

GOIING STAMEA ...ttt sttt sr e sbe et ne e beebeeneenreas 2
PEIMISSIONS SELUD ...vvivveiieieeie ettt et e e e e s reeste et e sreesaeenaesneesreeneeaneennaens 4
(€] 010 oS I U PTTRRPRRTPRTS 4
USEIS TAD . bbb bbb 5
ASSIGNING PErmiSSIONS 10 GIOUPS ....coivierieriieiteeiesiiesiee ettt sae e sre e snes 8
Removing Permissions from Groups OF USEIS.........ccueiuereeieieeneeieseesieeeeseesseeseessens 13
Denying Permissions from USEIS OF GrOUPS ......ccoueierieerieriesieeniesiesieesie e sieeiesiee e 13
DENY VS, REBIMOVE ...ttt st 14
USEIS/GIOUPS SELUPD ..veeveiiiie ittt sttt sttt sttt bttt e e st eebeeneesbeenbeaneenne s 14
T a LU T T @ o] 1 To oIS 15

W IBWW ettt b e bRt E e Rt Rt R et b et b e R R e b e n et et s 15
L0070}V U LT T OSSP PR PPPTRUPRTRPPROPPS 16
AT @ NEW USEE ...ttt sttt sttt e e bt e sbeeneesreesbeenee s 17
o [0 = T N oY ] 0T o ISR 18
BT USEI <.ttt ettt ettt et sne et eneas 18
DIEBTE USE ...ttt bbb bbb bbbt 19
=] (o] Lo ] o TU o USSP PRPRRPRS 19
ASSOCIAtE USEIS ANT GIOUPS ....veveeieeriisiiesieeiesieesteesesseesieesaessaessaesseaseesssesseeneesseessesseens 19
Disassociate USers and GIOUPS......ccuuiueierriiaieiieenieseesieessesseesteessessessseessessesssesssessessseas 20
RESET PASSWOITS.....cviiiiiti ittt bbbttt bbb 20
USEE TMPOIT ..t e et e et e e sn e e e ann e e e annas 21
User Import Fields and FUNCLIONS...........c.ooiiiiiieieeiece e 21
User INfOrmation Grid...........oouiiiiiiiie e 23
USEr Mapping Grid ......c.oiieiieeie et ste e ae e nnees 23

IMPOIT PTOCESS ..ot 25



Getting Started

In order for a user to have access to the Security program, the users must be granted the
Run permission for Security Admin. If no user has been granted this permission, any user
launching the Security program will receive a login prompt requesting database (DBMS)
login credentials. Also, if a user is not granted the Run permission for Security Admin,
the user can change the login prompts to allow for DBMS login credentials by pressing
CTRL-R.
Note: The intent of allowing DBMS authentication is:
e After a new install there are no users set up, so we restrict access to the security
program to only the users who have elevated DBMS authentication.
e To allow for the assignment of additional users if the users that were assigned the
permission are no longer with the entity.

To access the security system, complete the following steps:
1. Under your Start menu select Programs>>Lucity>>Lucity Tools>>Lucity
Security. The Security Client Selection screen will appear.

Select a Client

Select a client:
SEL Nightly . |

2. Select your client.

3. Click . The Security Login screen will appear.

Lucity Administration Login

|A.pplicatiun Authentication w |

User | | Fassword | |

[ Login ] [ Exit ]

4. After logging in, the security window will appear.

Security Training (v 7.2) 2



ot Security 7. 20 - Client: CLINT217 - User: LUCITY

Security  Feport  Wvindow

Help

5. Select Security>>Permission Setup. The Permissions Assignment Window will

appear:

Permission Assignments

iew

Groups | Users |

Groups

A
EquipmentAizadinly
GIS Adninistrator
&I User

NoelsTest
PemTestGroup]
PermiTestGioup2
PublicWebGraup
RESTAPIGraup

test
WehdippPermissionsTesting
WorkOrdeReadOnly

Users In Groups)

Assigned Parmissions:

alonles
Chis

Deaun

Dan Pinkston
edaniel
Frank

Geolf
jjohansan
Joe

fremones
Lindsey
lich
Lucity
Nicole
nnuessle
non

Pele
PHuessle
ppotter
PWTEST
Rob

Fyan
Siacy
Trey
YEG
YEG2
YGibson

B Admin
' Electic

)

Jr Equip

&-m

' General
Jr GIS Work
' GISGen

&-m

oo
' Mapping
o Makile
- Pak

o Sewer

-8 8w

-8

' Stom
o Sheat
o Water
o ek

R

<< Grant

<< Remove

<< Deny

Modules View | Pemissions Yiew|

Modules:

Permissions:

@[] Adrin
&[] Electric
&[] Equip
&[] Gereral
& [ GIS work
@ []GISGen
e
&[] Mapping
&[] Mobile
& [ Park

& [ Sewer
&[] Stam
[ Stieet
[ Wiater
& [ work

Pemmissians applying Permissions applying
@ tooneormore of the O to all selected
selected modules rhodules

The Permission Assignments window is your primary screen. This window allows you to
add, edit, delete, and view various groups and user permissions.
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Permissions Setup

In the permissions assignments window, you can assign permissions to users or to
groups. The tabs across the top determine whether you are assigning permissions to
groups or users.

Groups Tab

On the groups tab, you are able to view the group options as well as the users and
permission that are assigned to each group.

*- Permission Assignments E@E

Wigw
Groups | Users
Modules View | Pemissions View|
Groups: Users In Group(s): Assigned Pemissions: Modules: Permissions:
[ & dministrator | afowles | PE ki &[] Admin
EquipmentFieaddnly Chris : z EE\ ;
GIS Administrator Deaun & Electiic b lectic
GIS User Don Pinkston = ot & []Eauip
MoelsTest edariel & [ General
PermT estGroup] Frank. | General @ ] 6IS Work
PermT estGroup2 Geoff :
Publiciv/ebiroup | el & [ GISGen
| RESTAPIGraup Joe ®  GISGen & Oinv
test jeemones i | @ []Mapping
WebAppPermissionsTesting | Lindsey i | @ [JMobie
wokDiderReadOnly | |lich ® ' Mapping << Grant % []Pak
Lucity E
Nicole i Hatile: & [ Sewer
rnusssle & Park. &[] Sterm
nan i i << Remove ® [ Shest
et S & Elveta
(2] torm
ppatter << Deny [ work
PWTEST & Stieet
o & Water
Fiyan
Stacy # work
Trey
VEG
VEG2
Yibsan
Permissions appling Permissions appling
@ tooneormare ofthe O toall selected
selected modules modules

Notes:
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Users Tab

On the Users tab, you are able to view all of the users as wells as the groups and

permissions that are assigned to each user.

*- Permission Assignments

Wiew

| Groups | Users |

Users Groupls] containing Userlsl  Effective Pemissions

Vst D A [Administiator e
obaMS TimeshestUser o Electiic
ghaMSToshiba351 e B Eais
abaMSiueblser i

H o Generl
odash :
St [ BIS Wk
gmpnc: & GlSGen
5T e
Guest # - Mapping
!ca\:\'\s & Mobile

1aham
!g - Pak
jichanson 7
gt W Gener
Joe & Stom
jonathan B Sheet
juemones o water
Kbackuss O
kiblat
Lindsey
Irich
o)
>

[ Display User Pamissions Only

I Denotes = pemission s cortalled by 2 User

permission

<< Grant

<4 Remave

<< Deny

Modules View | Permissions View

Modules:

Pernissians:

@ []Admin
@ []Electic
[ClEquip
[ Genetal
615 work
[CGISGen
e
[[IMapping
[ Motile
[ Park

[ Sewer
[15torm
[ISheet
 []Water
& []work

Permissions applying
(@) taone or more of the
selected modules

Permissions appling
O to all selected
radules

Notes:
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View Options

There are two views for assigning permissions: Modules view and Permissions view.

e The module view displays all of the possible permissions in each module.

Madules View | Permissions View

Modules: Permissions:
+- [ GIS Woark ~ Allows Edits to Restricted Fields
e GlSGen Browse - Exporting
= E . Change Help Url
. Delete Subset
#-[] Mapping Field Definitian
+-[] Mobile Field Properties
=-[7] Park Filter - Advanced
® Controller Inspection Fiter/Browse - Delete
Filter/Browse - Delete My Own
Controller Irventary General - Add
Court Inspection General - Delste
Court Irventary General - Edit
Fields Inspection Glabal Brovse
Ficlds | Global Edits
ilds Inventory Images/Mavies/D ocuments - Add
Furriiture: Inzpectian Images/tovies/Documents - Delete
Furriture Inventar Popup Lists - Add
GEAMS Parks Import Popup Lists - Captior
X Fopup Lists - Delete
Landscape Inspection Papup Lists - Edit
Landscape Inventaory Eecalculate
Lighting Inzpection Fename Tabs
Lighting lrventary Reports - Add
Park Construction Reports - Delete
Reports - Exparting
Park Meters Fun
Park Options Show In Map
Park Paoals
Park Refuse
Parking Lat Inspection
v

[¥] Parkina Lat Inventam

Permizsions applving Permissions appling
+) ta one ar more of the O to all selected
selected modules modules

Note: The two radio options at the bottom of the Module Views also customize the
view of these permissions.

o0 Permissions applying to one or more of the selected modules- This option
displays all of the permissions that apply to the modules that you have
selected.

0 Permissions apply to all selected modules- This option only displays the
permissions that are COMMON to the modules you have selected.
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e The Permissions View displays all of the possible modules for each permission.

Modules View | Permissions Yiew

Pearmizsions: todules:
Edit/Delete ‘W0 Request Comment ~ Electric - Warning Sign ~
Field D efinition Electric - W arning Sign |nspection
Field Properties Equip - Building Inspection
Filter - &dwvanced E quip - Building Inventory
Filter/Browse - Delete Equip - Door Inventony
Filter/Brawse - Delete My Dwn Equip - Equiprient [nspection
General - Add Equip - Equiprrent [mwventom
General - Delete Equip - Equipment Readings
General - Edit E quip - Fleet Fuelings
GIS System Configuration Equip - Fleet [rventom
Global Browse Equip - Flaar Irventom
Global Edits E quip - Fueling Integration
Images/Movies/Documents - Add E quip - Fumishing Inventory
Images/Moaovies/Daocuments - Delete Equip - Key Codes
M anage Dashboard Templates E quip - Key Hook Inventom
Popup Lists - Add E quip - key Management
Popup Lists - Caption Equip - K.ey Ring Inventary
Popup Lists - Delete Equip - Leaze Inventary
Popup Lists - Edit E quip - Manufacturer Libram
Recalc - Building Insp. Equip - Mizcellaneous Key Management
Fecals - Flow lzolation Equip - Permit Inventory
Fecals - Joint Testing Equip - Person
Recalc - Line Lamping Equip - Property T ax Inwentaorny
Recalc - MH Inspections E quip - Roof Inspection
Fecals - MH [nventom Equip - Fioof Iventom
Fecals - Pipes Equip - Roar lnwentary
Recalc - Service Lateral Inzp. Equip - Site Aszet Ingpection
Recalc - Smoke Testing Equip - Site Aszet Inventony
Fecals - TY Inspections Equip - Site Inspection
Fecalculate Equip - Site Inventary
Rename Tabs Equip - Travel Log
Reports - Add E quip - Utility
Fepoarts - Delete E quip - Valuation [rventony
Fieparts - Exportin E quip - ' arranty
General - Contacts
Fun Motification Update Tool General - Custom
Show &l Enabled General - Customn Feature Definition
Shaow Ih Map General - Dashboard and User Preferences
Splitterge Subsegments General - GBAMS Import
Street Mame List - Add General - General Custom Inspection
Streat Mame List - Delete General - General Custamers
Street Mame List - Edit General - General Option:
Syztemn Options v General - Invoice [
todules with ane ar todules with all of

(&) mare f_the selected () the selected

mrrcin o FuarrRi s m

Note: The two radio options at the bottom of the Permissions Views also customize the
view of these permissions.
0 Modules with one or more of the selected permission-This option displays
all of the modules that have at least one of the Selected Permissions.
0 Modules with all of the selected permissions- This option only displays
the modules that contain ALL of the Selected Permissions.

Notes:
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Assigning Permissions to Groups

You can assign permissions to groups from the Groups tab in the Permissions
Assignment dialog. Choose the Group that you are assigning permissions to from the
“Groups” permission Tree. The users and permissions already assigned to this group are
displayed in the “Users in Group” and “Assigned Permissions” sections. To add more
permissions to this group, do the following:

1. Inthe Modules View, expand the suite you would like to grant permissions for. In
this example, we are going to use the Inventory suite.

Modules View | Pemizsions View

Modules: Permissions:
= CIReI
+- ] Electric
+-[] Equip
+-[] General
+- [ GIS wark
+- [ Gl5Gen
=[] Inv
[ Bar Coding Input Fieview
[] Part Optians
[[] Parts Purchase Orders
[] Parts Setup
[] Parts Tranzactions
[ Parts Yendars
[] Parts warehause
+-[] Mapping
+-[] Mobile
+- [ Park
+- [ Sewer
+-[] Starm
+-[] Street
+- [ wiater
- [ wiark

Permissions applying Permissions applying
(&) to one or more of the O to 4l selected
selected modules modules

Notes:
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2. Click on the box next to each module within the Inventory suite to assign the
permissions that pertain to that module. If you would like to grant the group all of
the permissions in the Inventory suite, click on the box next to “Inv”.

Modules View | Permissions Yiew

Modules: Permizzions:
= T Allow Edits to Restricted Fields
Elzchi Brawse - Exparting
: o E ec. " Charge Help Url
L] Eauip Field D efirition
+-[] General Field Properties
+- [ GIS wiork Filter - &dvanced
+-[]GISGen Filter/Browse - Delete
o [inw Filter/Browse - Delets My Own
. ; General - &dd
B ar Coding Input R eview General - Delete
[] Part Options General - Edit
[] Partz Purchasze Orders Global Browse
[ Parts Setup Global Edits
. Rename Tabs
[ Parts Tranzactions Repoits - Add
[[] Parts Yendors Reports - Delste
[] Parts W arehause Feports - Exporting
+- [ Mapping Fun
+-[] Mabile
+-[] Park
#-[] Sewer
- [] Storm
+-[] Street
+- [ water
- [ whark
Permizsions applying Permizsions applying
(?,' to one ar more of the C' to all zelected
zelected modules modules

Note: You can multi-select the permissions on the right by holding down your shift or
ctrl keys while you are selecting.

3. When you have the permissions that you want selected, click |<<Grant_] 1o assign
them to the group.

4. 1f you would like to assign individual permissions throughout the program, like

“General-Edit” permissions, switch to the Permissions View. Select the
Permission from the Permissions Tree on the left.

Security Training (v 7.2) 9



Modules Wiew | Permissions Yiew

Permiszions:

Field Properties

Filter - Advanced
Filter/Browse - Delete
Filter/Browse - Delete My Dwn
General - Add

G | - Delete
General - Edit
GIS System Configuiation
Global Browse

Global Edits
Images/Maovies/Documents - Add
Images/Maovies/Documents - Delets
1 anage Dashboard Templates
Popup Lists - Add

Popup Lists - Caption

Popup Lists - Delete

Popup Lists - Edit

Recale - Building Insp.

Fecalc - Flow |solation

Fecalc - Joint Testing

Recalc - Line Lamping

Recalc - MH Inspections

Recalc - MH Inventory

Recals - Pipes

Recalc - Service Lateral Insp.
Fecalc - Smoke Testing

Recalc - TV Inspections
Recalculate

Fename Tabs

Reparts - Add

Feparts - Delete

Feparts - Exporting

Run

Modules:

Adrmir
Adrmin
Admin
Adrnin
Adrmin

- GI5 Connection Stings ~
-GS Map Services

-G5S Map Setup

- Groups

- Sypstem Settings

Electric - Aerial Marker

Electric - &erial Marker Inzpection
Electric - &nchaor Guy

Electric - Anchar Guy Inspection
Electric: - Azzembly

Electric - Azsembly Inspection
Electric - Bus Bar

Electic - Capacitor Bank

Electric - Capacitor Bank Inspection
Electric - Capacitor Contral

Electric: - Capacitar Contral Inspection
Electric - Capacitor Inspection
Electric - Capacitor Unit

Electric - Circuit Breaker

Electric - Circuit Breaker Inspection
Electric - Circuit Source

Electric - Communication Cable
Electric - Conduit Inventory

Electic - Electic Station

Electric - Electic Station Inspection
Electric - Fault Current Limiter
Electric - Fault Indicator

Electric - Fault Interipter

Electric: - Fault Interupter Inspection
Electric - Fuse Inspection

Electric - Fuse Location

Electric - Fuse Unit

Electic - Generator b

Modules with one or
® more of the selected

Modules with all of
) the selected

5. Highlight the modules that you want to assign the General-Edit permissions to.

Note: You can multi-select the modules on the right by holding down your shift or
ctrl keys while you are selecting.

6. When you have the modules highlighted, click L<cGunt_| g assign them to the

group.

Notes:

Security Training (v 7.2)

10



Assigning Permissions to User

You can assign permissions to users from the Users tab in the Permissions Assignment

dialog. Choose the user that you are assigning permissions to from the “Users”
permission Tree. The groups and permissions already assigned to this user are displayed
in the “Group(s) Containing User(s)” and “Effective Permissions” sections. To add more

permissions to this user, do the following:

1. Inthe Modules View, expand the suite you would like to grant permissions for. In
this example, we are going to use the General suite.

Modules View | Permissions Yiew

Modules:
» I
- [] Electric
- [] Equip
=[] General
[] Contacts
[ Custam
[[] Custom Feature Definition

[[] Dashboard and User Prefen

[ GBAMS Import

[[] General Custam Inspection

[ General Customers

[] General Options

[ Invoice

[ Solid waste

[[] Solid ‘waste Containers

[] Solid wWaste Routes

[] Street List

[] Street List Alias

[[] Street Mame Directions

[] Street Mame List

[] Street Name Suffix

[ Street Mame Type

[[] Street Prefix Type
®-[] GIS work

< ¥

Pemissions:

Permissions applying
O toall selected
modules

Permissions appling
#) to one or more of the
selected modules

2. Click on the box next to each module within General to assign the permissions
that pertain to that module. If you would like to give the group all of the
permissions to the General Module, click on the box next to “General”.

Modules Yigw | Permissions View

Modules:

N cinin

- [] Electic

+ ] Equip

=[] General
Contacts
[ Custom
[ Custom Feature Definition
[]Drashboard and User Prefen
[1GBAMS Import
[] General Custom Inspection
[ General Customers
[] General Options
[invoice
[ 5olid waste
[[15olid " aste Containers
[]Solid Waste Rautes
[] Street List
[ Street List Alias
[15treet Mame Dirsctions
[] Street Mame List
[C]5treet Mame Suffis
[ Street Mame Type
[ 5treet Prefis Type

- [] GIS Wark

< 4

Security Training (v 7.2)

Permissions:

Allows Edits to Restricted Figlds
Browse - Exparting

Change Help Url

Field Definitian

Field Properties

Filter - Advanced
Filter/Browse - Delete
Filter/Browse - Delete by Own
General - Add

General - Delete

General - Edit

Global Browse

Global Edits

Images/Movies/D ocuments - Add
Images/Movies/Dacuments - Delete
Popup Lists - &dd

Popup Lists - Caption

Popup Lists - Delete

Popup Lists - Edit

Recalculate

Rename Tabs

Reports - &dd

Reports - Delete

Reports - Exporting

Run

Permiszions applying Pemissions applying
@ tooneormoreafthe (O 1o all selected
selected modules modules

11



Note: You can multi-select the permissions on the right by holding down your shift or

ctrl keys while you are selecting.

3. When you have the permissions that you want selected, click |_<cGrnt_| g assign

them to the group.

4. 1f you would like to assign individual permissions throughout the program, like
“General-Edit” permissions, switch to the Permissions View. Select the
Permission from the Permissions Tree on the left.

WMaodules View | Permissiohs Wiew

Permissions:

Field Properties

Filter - Adwanced
Filter/Browse - Delete
Filter/Browsze - Delete My Own
General - Add

General - Delate

General - Edit

GIS System Canfiguration
Global Browse

Glabal Edits
ImagesMovies/Documents - Add
Images/Movies/Documents - Delete
Manage Dashboard Templates
Popup Lists - Add

Popup Lists - Captiot

Popup Lists - Delete

Popup Lists - Edit

Recals - Building Insp.

Riecal: - Flow [solation

Recal: - Joint Testing

Recal: - Line Lamping

Recal: - MH Inspections
Recal: - MH lrsentomy

Recal: - Fipes

Recal: - Service Lateral Insp.
Recal: - Smoke Testing
Recal: - TY Inspections
Recalculate

Rename Tabs

Reports - Add

Reports - Delete

Reports - Exporting
Run

Modules:

Admin - GIS Connection Strings A
Admin - GIS Map Services

Admin - GIS Map Setup

Adrmin - Groups

Adrir - Systern Settings

Electric - Aerial Marker

Electric - Aerial Marker Inspection
Electric - Anchor Guy

Electric - Anchor Guy Inspection
Electric - Azzembly

Electric - Azzembly Inspection
Electric - Bus Bar

Electric - Capacitor Bank

Electric - Capacitor Bank Inspection
Electric - Capacitor Control

Electric - Capacitor Control Inspection
Electric - Capacitar Inspection
Electric - Capacitar Uit

Electric - Circuit Breaker

Electric - Circuit Breaker Inspection
Electric - Circuit Source

Electric - Communication Cable
Electric - Conduit Inventary

Electic - Electic Station

Electric - Electric Station Ingpection
Electric - Fault Current Limiter
Electric - Fault Indicator

Electric: - Fault Intermipter

Electric: - Fault Intermipter |nzpection
Electric: - Fuse Inspection

Electric - Fuse Location

Electric - Fuse Unit

Electric - Generator v

Modules with one or Madules with all of

® mare of the selected O the s,ele_cted

o rarrniesinn s

5. Highlight the modules that you want to assign the General-Edit permissions to.
Note: You can multi-select the modules on the right by holding down your shift or

ctrl keys while you are selecting.

6. When you have the modules highlighted, click L<cGunt_| g assign them to the

group.

Notes:

Security Training (v 7.2)

12



Removing Permissions from Groups or Users

To remove permissions from groups or users:

1. Drill down to the permission you want to remove in the Assigned Permissions
Tree on the Groups tab or the Effective Permissions drill down on the Users tab.

Users: Group(s] containing Users  Effective Permissions:

User ID Administrator = it

GST - @ GIS Connection Stings
Guest o T

feaumns &= General - Delete
jaraham

iohanson @ General - Edit
knight + O GIS Map Services
Joe 4+ @ GIS Map Setup
jonathan + @ Groups

[rEmones &= Security Adrmin
kbackues O Sustem Confiaurat
Kabigt = System un}gura ion
Lindsey # 0= System Settings

lrich £ Elechic

¥ Equip

mriner + General

medy IS Work

NG

+ GISGen

Nicole

nnuessle I

niok £ Mapping
MuritUser + Mohile
DarenTacH lear 5 . ok

[ Display User Permissions Onlp
- Denotes a permission is contralled by a User

permission

<< Grant

<< Remove

¢ Deny

2. Select the permission you want to remove and click L<cRemove | The permission
has been removed from the group or user depending on the tab that you are on.

Denying Permissions from Users or Groups

To deny permissions from groups or users:
1. Drill down to the permission you want to deny in the Assigned Permissions Tree
on the Groups tab or the Effective Permissions drill down on the Users tab.

Users:

User ID
GST
Guest
jcairms
Igraham
jiohansan
Jknight
Joe
jonathan
jsemones
kbackues
lrbigt
Lindsey
lrich

mmirer

msdes
ngwinn
Hicole
nhuessle

non

Nunitl ser
ParmT acH lear
<

Group(s] containing User(s]  Effective Permizsions;
Adrninistratar = Admin

=1 @ GIS Connection Strings

= ] dd
T elete
&= General - Edit

= G5 Map Services
GIS Map Setup

= Groups

= Securty Admin

A RE
-]
5 0668

Susterm Caonfiguration
# @ System Settings
Electric
+ Equip
General
GIS Work
* GlSGen
Iree
Mapping
3 HMohile
Paik

[] Display User Permissiores Only

- Denotes a permission is contolled by a User

permission

Security Training (v 7.2)
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<< Remove

<¢ Deny
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2. Select the permission you want to deny and click. The permission has
been removed from the group or user depending on the tab that you are on.
Deny vs. Remove
Deny:

e The user is denied access to permission regardless of group permissions.
e A denied permission has precedence over group permission.

Remove:

e The permission is not associated with the user.

e The permission is removed from the user only if the user is not part of a group
with the permission.

e Group permission has precedence over a removed permission.
Users/Groups Setup

Go to Security>>Users/Groups Setup to access the User and Groups Assignments dialog.
This is where you are able to add and edit users and groups, as well as associate users and

groups.

2% User, And Group Assignments

View  Copy

Users: Groups:

Application i’ Administrator

User ID First Mame Last Hame Authentication Eﬁgigrgamaeadﬂ Ay

afowles Andrea Fowles NoelsTest

aiohnson Andie Johnson Ee"ﬂes:g'wlﬂz

arobison Andrew Robisan F'E;Jri;c\i’sehlgurl;ﬁp

atuttle Allison Tuttle RESTAPIGroup

bbb O0 ot i
bpinkstan Barbara Pirkston wg?ﬁﬂz%ﬂ:ﬁggﬂesmg Victoria's
breff Brian Teell [v]

< »

[ Mew User ] l Edit Userfz] l [ Copy User ] Delete Uszer(s) Mew Group l [ Caopy Group ]

Reset Password(s)

Associated Groups: Effective Permissions: Azsociated Users: Assigned Permissions:
Efl’?'_"“es S * Admin G
s
[ + Electric
Don Pinkston e Equip
edaniel
Frank. # General
izl w1 GIS Wark
jiohanzomn
Joe + GlSGen
[semones
Lindsey Iz
Irich +| Mapping
wEl - Mobile
nruessle b + Park. M

[] Display User Permissiores Only

B Denctes a permission s cantrolled by a User
permission
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Menu Bar Options
Across the menu bar at the top of the User and Group Assignments dialog, there two drop
down menus: View and Copy.

View

£ User And Group Assignments

Wi Copy

i

IUsers fssociated ko Groups
Group Permission Tree
Graups Associated to Users

User Permissian Tree

s BRERE

The View drop down menu allows you to turn on and off specific views in the User and
Groups Assignments window. This allows you more space to view the Users and Groups
girds. This also shortens the process time when you add, edit, delete or associate new
groups and Users.

Copy Groups

4% User And Group Assignments

Wiew | Copy |
Users | Groups r Copy User Associations
Use Users r Copy Permissions Associations M5 £
i'Q'FiI'ﬁl'H"IFiQ' BGTEE Liar-1a] Tl TalaT>]

The Copy Groups menu item allows you to indicate what Associations are copied when
you press the Copy Group button:

e Copy User Associations: This option copies the users associated with the group

e Copy Permissions Associations: This option copies all of the permissions
associated with the group.

If you have one or both of these options turned on, you can copy the group by doing the
following:
1. Highlight the group that you would like to copy.

2. Click and the following window will appear.

Group Information

Group Mame: || |

Cancel
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3. Name the group and click—2__J. This will copy over the users and
permissions to this new group, depending on the options that you have
checked in the Copy drop down menu.

Copy Users

& User And Group Assignments
View | Copy

|zers Groups »
Use Users r Copy Group Associations M:
[EEMONEE Jong o o
Copy Permissions Associations
kbackues K.ar

The Copy Users menu item allows you to indicate what Associations are copied when
you press the Copy User button:
e Copy Group Associations: This option copies the groups associated with the user.
e Copy Permissions Associations: This option copies all of the permissions
associated with the user.

If you have one or both of these options turned on, you can copy the user by doing the
following:
1. Highlight the User that you would like to copy.

2. Click and the following window will appear.

Izer | |

First Mame: || |

Lagt Mame; | |

Allowe gbatd 5 Authentication

Cancel

3. Name the user and click—2__J. This will copy over the groups and
permissions to this new user, depending on the options that you have
checked in the Copy drop down menu.
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Add a New User

To add a new user:

1. Click under the Users grid.

2. The following window will appear.

Izer: || |

Firzt Mame: | |

Last Hame: | |

[] Allow gbatds Authentication

Cancel

3. Type in the User’s information and click o

Notes:
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Add a New Group
To add a new group:

1. Click under the Users grid.

2. The following window will appear.

Group Information

Group Mame: || |

Cancel

3. Type in the new group name and click o |
Edit User

To Edit a user:
1. Highlight the User Id in the Users grid that you want to edit.

2. Click and the following window will appear.

Izer: | |

Firzt M amme: |Genrge Butler &zzoc., Inc. |

Lagt Mame: | |

fllow ghabds Authentication

3. Inthis dialog, you will be able to edit the first and last name, as well as the Allow
Lucity Authentication checkbox.

4. When you are finished editing the user, click to save your edits.
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Delete User

To delete a user:
1. Highlight the User Id in the Users grid that you want to delete.

2. Click and the following message will pop up.

Delete User(s) X

L] "_n. Are wou sure you wish ko Delete the selected user(s)?
L

[ Es l [ Mo ]

3. Click and the user will be removed from the Users grid.

Delete Group

To delete a group:
1. Highlight the group in the Groups grid that you want to delete.

2. Click and the following message will pop up.

Delete Group(s) X

L] E Are wou sure you wish to Delete the selected groupls)?
L

[ Yes l [ Mo ]

3. Click and the group will be removed from the Groups grid.

Associate Users and Groups

To associate Users and Groups:
1. Highlight the user and group that you want to associate.

2. Clickl_Assosiat= |,

3. The User will now appear in the Associated Users and Associated Groups grids.
The appropriate permissions will also be given to the user, according to the
permissions that have been granted to the associated group.
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Disassociate Users and Groups

To disassociate Users and Groups:
1. Highlight the user and group that you want to disassociate.

2. Click

3. The User will be removed from the Associated Users and Associated Groups
grids. The appropriate permissions will also be removed from the user, according
to the permissions that were granted to the associated group.

Reset Passwords
To reset a password:
1. Highlight the user(s) in the User grid in which you want to reset the password.

2. Click [ eset Passwords) | and the following message will pop up.

Password Reset PX|

\11) Passwordis) Reset

3. Click . The next time the user logs in to Lucity the following dialog
will pop up, allowing them to reset their password.

S5et Password P§|

0ld password:
MNew password: Cancel
Confirm niew pazsward:

4. Create and confirm the new password. Click to save this password.
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User Import

The User Import tool allows administrators to directly import new users into Security and
associate existing users to Windows Login accounts. New User information can be imported from
either an ASCII delimited text file or from a Directory Service such as Active Directory.

M User Import El@f'Z'r

Impoet Source: () ASCI Fle (%) Ditsctory Service

Prenadar, LDAP b
Path LDAP. AAGRAMS
Lowgine
Pagsvwoid:
Uset Infoimabion:
Selecied obeachClass cn dercnphion dezstmguezhe
> = e [ Butin account £ CH=Adminis
& top Gussd Buitin accourd | | CH=Guest
) g krbilgt Fiey Distribution C... | Ch=kribtgl
b1 top Alzon Tultle CH=Ason
B 1p Chais Wiight CH=Chiz s
[+ liop Diesiss Patarsen CH=Diaain
£ ¥
Mede: 1 Mames must be preceded with
e

User Import Fields and Functions

Field or Function Description

Used to specify the source of the imported data:

ASCII File - Mark this button to indicate that a delimited text file is the source of the user
information.

Import Source Directory Service - Mark this button to indicate that a Directory Service like Active
Directory is the source of the user information.

Note: The selected radio button determines which of the following fields are available for
user input; some fields will remain disabled.

If the ASCII File radio button is selected, use this field to indicate the path of the ASCII

ASCII File file. You can type in the path name or click the button to browse to the file location.

If the ASCII File radio button is selected, use this field to select the ASCII file delimiter
Delimiter from the drop down list (comma, pipe, tab, etc.). If the appropriate delimiter is not
available, type it in manually.

If the ASCII File radio button is selected, mark this box to indicate that the first line in the

First Row Contains Header file contains header information. If there is header information, it will be used when

Data populating the User Information grid.

Provider If the Directory Service radio button is selected, use this field to indicate the provider
used to obtain the Directory information. The default is LDAP.

Path If the Directory Service radio button is selected, this specifies the path to the Directory
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Service. By default, this is populated with LDAP://<current user's Domain>. You can
specify Organization Units (OU) in the path or other pathing criteria recognized by the
Provider. Some examples are:

LDAP://CN=<group name>, CN=<Users>, DC=<domain component>, DC=<domain
component>

LDAP://<domain>
WiInNT://<domain>

Login

If the Directory Service radio button is selected, use this field to specify the Login used to
connect to the Directory Service. If a Login is not specified, the connection is attempted
using the currently logged in Windows user account.

Password

If the Directory Service radio button is selected, use this field to specify the password
used to connect to the Directory Service. The password is only necessary if connecting
using different login credentials than the currently logged in Windows user account.

Retrieve

Once you have selected the Import Service and populated the appropriate source fields,
this button will be enabled. Click on this button to retrieve the user information from the
ASCII file or Directory Service and populate the User Information grid.

User Information

This grid displays the information retrieved from the Import Source. For additional
information on the columns and functions in this grid, follow the User Information link.

User Mapping

This grid displays the user mapping for the import data. For additional information on the
columns and functions in this grid, follow the User Mapping link.

Import

If there is data in the User Information grid and the User Mapping grid has a "Column or
Value" for the Login, the Import button will be enabled. Pressing this button will import
the User Information. Follow the link for additional information on the Import Process.

Notes:
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User Information Grid

A sample User Information grid is displayed below. This grid contains the information retrieved
from the Import Source. The data can be edited in the grid, rows can be deleted, and rows can
be added manually. The first column (Selected) indicates that the record will be imported. You
can delete a row by highlighting that row and pressing delete, or you can unmark the Selected
checkbox to prevent a row from being imported.

Izer Information;

Selected objectClazs ch dezcription 5
] top Adrministratar Built-in account ... | [
] top Guest Built-in account ... | [
] top krbtgt F.ey Digtribution C... [_
top Allizon Tuttle [
top Chriz Wright [
top Deaun Peterzen [
top Con Pinkston [
top Eric Daniel [

i “ top Galdmine Syne U... [
top Jennifer Cairrz [
top Jirn Graham [
top Joel Kright [
top b att bdiner [

£ I

User Mapping Grid

A sample User Mapping grid is displayed below. This grid contains the user mapping for the

import data.

Lucity Uzer Mapping:

Property Calurnn ar % alue

Lucity Login

First Marne

Lazt Mame
Windows Domait GEAMS

Windows Login Ma...

Mote: Column Mames must be preceded with
an equal [=] sign

The "Property” column specifies the Lucity user properties that can be assigned. These properties

are defined in the table below:
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Property Description

Lucity Login This is the login name used to open Lucity.

First Name This is the User's first name.

Last Name This is the User's last name.

Windows Domain This is the Domain to use when associating the Lucity user to a Windows login.
Windows Login Name This is the Window's Login name. If data is mapped to this column and the data alr

contains the dOMAIN NAME (i.e.Lucity\jsmith), then the mapping indicated in the W
Domain will be ignored. If the mapped data only contains the Login name (i.e. jsmi
the Windows Account will be a concatenation of the Windows Domain, a backslash |
Windows Login Name.

The "Column or Value" column allows you to specify a column from the User
Information grid that contains the data to import, or specify a text value that will be
utilized for each record imported.

To specify a column name, complete the following steps:

e Select a cell from the User Information grid corresponding to the desired column.
e Drag and drop the User Information cell in the appropriate User Mapping cell, or
e Select the corresponding User Mapping cell and press the mapping button

>

Notes:
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Import Process

Prior to pressing the Import button, the User Import dialog will look similar to the

following example:

During an import, the User Import tool will perform the following steps:

1. First, this tool will check if a user specified in the import data exists in Lucity by

using the Lucity Login.

e If the user does not exist, a new user will be created.

e If the user does exist, the tool will proceed to step 2.

M user import FEX
Irepeet Seurce: () ASClI Fle (=) Diectory Service
Prcvider, LDaP ~
Path: LOAP /GRAMS
Login
Parszvroad:
Uzet Infoimation: Lucsty User Mapprg
Selacied obeschClac: (=1} deCnplion diztinguzhe &
» =] e e Bultn account .. | CHAdinis
= top Guest Buitan accourd L. | CH=Gusst(
= top kibigl Koy Dishibasion C., | CH=krbigl.C
= top Alzon Tutlle CH=blion
= lop Cheis Wiight CH=Chyiz '
v] lop Dieaun Peterzan CHeDeaun »
4 ¥
Hicte: 1 Mames must be preceded with
e

2. The import process will then associate the user (whether new or existing) to the

Windows Login account if the account information is provided in the import data.
3. After the data import has completed, one of the following two message boxes will

be displayed:

Import Successful

Import Successful,

Mew Users Created: 40
Mew Windaws Accounts Created: 40
Existing Users Associabed to Mew Windows Accounts; 0

e This message indicates that all records were successfully imported. It also indicates how
many new users were created, how many Windows Accounts were added to Lucity, and how

many existing users were associated to new Windows Accounts.

Security Training (v 7.2)

25



%)

Invalid Records

6 records could nok be imported.
! Revigw the User Information grid for details,
Mew Users Created: 40

Mew Windows Accounts Created: 40
Existing Users Associated to Mew wWindows Accounts: 0

e In addition to showing the number of new users created, new windows accounts created,
and existing users associated to new windows accounts, the second possible message
indicates that some records were unable to be imported. If there are Invalid Records, the
User Information grid will identify those invalid records with this symbol: L By hovering
your cursor over this symbol, a description of why the record failed to import will be
displayed.

Idzer nkarmation:

Selected objectClazs Ch
] top Admikistratar
— o
q'-.-'-.-'in-:h:nws Account may only be assigned ko one user; ['
o [ top | Guest

Notes:
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